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Oversiittning

SAKERHETSSKYDDSAVTAL MELLAN KONUNGARIKET
SVERIGE OCH REPUBLIKEN TJECKIEN OM UTBYTE
OCH OMSESIDIGT SKYDD AV SEKRETESSBELAGD IN-
FORMATION

INGRESS

Konungariket Sverige och Republiken Tjeckien, nedan kallade parterna,
som Onskar trygga skyddet av sekretessbelagd information som utbyts mellan
parterna eller mellan offentliga och privata organ inom deras jurisdiktion, har
med dmsesidig respekt for nationella intressen och nationell sdkerhet kommit
6verens om foljande.

ARTIKEL 1
DEFINITIONER

I detta avtal géller foljande definitioner:

sekretessbelagd information: information som enligt ndgon av parternas
lagstiftning méste skyddas mot otillatet rojande, missbruk eller forlust och
som har betecknats som sadan oavsett form.

sekretessbelagt kontrakt: ett kontrakt som innehdller eller hanfor sig till
sekretessbelagd information.

utldmnande part: den part, inbegripet offentliga eller privata organ inom
dess jurisdiktion, som ldmnar ut den sekretessbelagda informationen till den
andra parten.

mottagande part. den part, inbegripet offentliga eller privata organ inom
dess jurisdiktion, som tar emot den sekretessbelagda informationen fran den
utlimnande parten.

tredje part: en stat, inbegripet offentliga eller privata organ inom dess ju-
risdiktion, eller en internationell organisation som inte &r part i detta avtal.

ARTIKEL 2
SEKRETESSBETECKNINGAR

1. Sekretessbelagd information som ldmnas ut i enlighet med detta avtal
ska mirkas med lamplig sekretessbeteckning i enlighet med parternas na-
tionella lagar och andra forfattningar. Detta géller dven Oversittningar och
kopior, som ska bira tilliggsbeteckningar som gor att den utlimnande parten
kan identifieras.

2. De nationella sekretessbeteckningarna motsvarar varandra enligt fol-
jande:



I Konungariket Sverige I Republiken Tjeckien
Forsvarsmyndigheter Andra myndigheter
HEMLIG/TOP SECRET HEMLIG PRISNE TAINE

AV SYNNERLIG BETYDELSE
FOR RIKETS SAKERHET

HEMLIG/SECRET HEMLIG TAJNE
HEMLIG/CONFIDENTIAL | — DUVERNE
HEMLIG/RESTRICTED - VYHRAZENE

3. Sekretessbelagd information frén Tjeckien som bdr beteckningen
VYHRAZENE, DUVERNE och TAINE ska i Sverige betraktas som HEM-
LIG av alla andra myndigheter dn forsvarsmyndigheterna och skyddas péa
vederborligt sétt. Inom ett visst projekt eller program ar det emellertid tillatet
att komma &verens om att tillimpa de fyra nivaer av sekretessbeteckningar
som anges ovan.

ARTIKEL 3
BEHORIGA SAKERHETSSKYDDSMYNDIGHETER

Foljande myndigheter &r behoriga sdkerhetsskyddsmyndigheter for par-
terna och ansvarar dels for sdkerheten och skyddet av sekretessbelagd infor-
mation, dels for tillimpningen av detta avtal i varje land:

I Konungariket Sverige:
Militéra sékerhetstjansten (nationell sakerhetsskyddsmyndighet)

I Republiken Tjeckien:
Narodni bezpec¢nostni tifad (nationell sdkerhetsskyddsmyndighet)

ARTIKEL 4
RATT ATT TA DEL AV SEKRETESSBELAGD INFORMATION

1. Ritten att ta del av sekretessbelagd information som lamnas ut i enlighet
med detta avtal ska vara forbehallen personer som blivit vederborligen be-
myndigade av respektive part.

2. Om formforeskrifterna i den nationella lagstiftningen &r uppfyllda ska
parterna erkdnna varandras intyg om sékerhetsklarering for personer. Artikel
2.2 ska tillampas i enlighet med detta.

ARTIKEL S
SKYDD AV SEKRETESSBELAGD INFORMATION

1. Den utlimnande parten ska
a) se till att sekretessbelagd information mérks med ldmplig sekretessbe-
teckning i enlighet med nationella lagar och andra forfattningar,
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b) vid behov se till att den mottagande parten dr medveten om att den ut-
lamnade sekretessbelagda informationen maste skyddas i enlighet med detta
avtal,

¢) informera den mottagande parten om eventuella villkor for utlimnandet
eller begrédnsningar i utnyttjandet av den sekretessbelagda informationen,

d) informera den mottagande parten om efterfoljande &ndringar av sekre-
tessbeteckningen.

2. Den mottagande parten ska

a) 1 enlighet med sina nationella lagar och andra forfattningar ge den sek-
retessbelagda informationen ett sékerhetsskydd som ér likvéirdigt med det
skydd som den utlimnande parten ger,

b) se till att sekretessbeteckningarna inte dndras utan skriftligt tillstand fran
den utlimnande parten.

ARTIKEL 6

ROJANDE OCH UTNYTTJANDE AV SEKRETESSBELAGD
INFORMATION

1. Den mottagande parten ska vidta alla rittsliga atgérder for att forhindra
att den utlimnade sekretessbelagda informationen réjs eller utnyttjas for an-
nat &n for de syften och med de begransningar som den utlimnande parten
har angett.

2. Den mottagande parten far enbart 1dmna ut sekretessbelagd information
till tredje part i enlighet med sina nationella lagar och med uttryckligt till-
stand frén den utlimnande parten.

ARTIKEL 7
OVERFORING AV SEKRETESSBELAGD INFORMATION

Sekretessbelagd information ska overforas mellan parterna i enlighet med
den utldimnande partens nationella lagar och andra forfattningar pa diploma-
tisk vég eller pd annat sitt som de behdriga sidkerhetsskyddsmyndigheterna
kommer dverens om.

ARTIKEL 8
BESOK

1. Besok, inbegripet ritten att ta del av sekretessbelagd information, ska
godkénnas i forvdg av den berdrda behériga sékerhetsskyddsmyndigheten
om inget annat har verenskommits.

2. Framstéllningar om besdk ska normalt 1dmnas till den berdrda behoriga
sdkerhetsskyddsmyndigheten minst 20 dagar fore besoket. De ska innehélla
foljande uppgifter:

a) Besokarens namn, fodelsedatum och fodelseort, medborgarskap och
pass- eller id-kortsnummer.

b) Besokarens befattning tillsammans med en detaljerad beskrivning av
den anldggning som bestkaren foretrader.

c) Uppgifter om besdkarens intyg om sikerhetsklarering for personer.

d) Uppgifter om den anlidggning som ska besokas.



c) Syftet med besoket/besdken.

f) Besokets/besokens tidpunkt och langd.

3. Sekretessbelagd information som besdkare har tagit del av ska betraktas
som sekretessbelagd information som har ldmnats ut i enlighet med detta
avtal.

ARTIKEL 9
SEKRETESSBELAGDA KONTRAKT

1. Om formforeskrifterna i den nationella lagstiftningen &r uppfyllda ska
parterna erkdnna varandras intyg om sékerhetsklarering for anldggningar. De
behoriga sikerhetsskyddsmyndigheterna far begéra att det ska genomforas en
sikerhetsskyddsinspektion pa en anldggning for att forsdkra sig om att sdker-
hetsnormerna enligt nationella lagar och andra forfattningar standigt foljs.

2. Ett sekretessbelagt kontrakt ska innehalla riktlinjer for sikerhetsskydds-
kraven och klassificeringen av varje aspekt eller del i det sekretessbelagda
kontraktet.

ARTIKEL 10
SAKERHETSSAMARBETE

1. For att uppna och bibehélla ett likvardigt sdkerhetsskydd ska de beho-
riga sikerhetsskyddsmyndigheterna pa begiran informera varandra om de
nationella sdkerhetsnormer, sdkerhetsforfaranden och sidkerhetsrutiner som
tillimpas for att skydda sekretessbelagd information. De behoriga sékerhets-
skyddsmyndigheterna far besoka varandra i detta syfte.

2. De behoriga sikerhetsskyddsmyndigheterna ska upplysa varandra om
aktuella sdkerhetsrisker som kan dventyra den utlimnade sekretessbelagda
informationen.

3. De behoriga sédkerhetsskyddsmyndigheterna ska i enlighet med sina
nationella lagar och andra forfattningar pa begéran hjélpa varandra att ge-
nomfora sikerhetsklareringar for personer och anldggningar och andra forfa-
randen for sakerhetsklarering.

4. Samarbetet inom ramen for detta avtal ska dga rum pé engelska.

ARTIKEL 11
BROTT MOT SAKERHETSSKYDDET

1. Vid brott mot sdkerhetsskyddet som leder till forlust, missbruk eller
otillatet r6jande av sekretessbelagd information eller vid misstanke om sa-
dana brott ska den mottagande partens behoriga sidkerhetsskyddsmyndighet
omedelbart skriftligen underrétta den utlimnande partens sikerhetsskydds-
myndighet.

2. Den mottagande partens berdrda myndigheter (vid behov bitrddda av
den utldmnande partens behdriga myndigheter) ska omedelbart utreda hén-
delsen i enlighet med sina nationella lagar och andra forfattningar. Den mot-
tagande parten ska sd snart som mdjligt underritta den utlimnande parten om
omsténdigheterna kring hindelsen, vilken skada som vallats, vilka atgérder
som vidtagits for att begriansa den och resultatet av utredningen.
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ARTIKEL 12
TOLKNING OCH TVISTER

1. Detta avtal ska tolkas i enlighet med parternas nationella lagar och andra
forfattningar.

2. Tvister om tolkningen eller tillimpningen av detta avtal ska l6sas genom
samrad mellan parterna. De fér inte hinskjutas till nationell eller internatio-
nell domstol eller annan tredje part for avgdrande.

ARTIKEL 13
KOSTNADER

Parterna ska sté for sina egna kostnader i samband med genomforandet av
detta avtal.

ARTIKEL 14
SLUTBESTAMMELSER

1. Detta avtal har ingatts pd obestdmd tid. Det ska godkédnnas i enlighet
med parternas nationella rétt och trider i kraft den forsta dagen efter den dag
da det sista meddelandet mellan parterna mottogs om att de nddvandiga for-
utsdttningarna for att avtalet ska trida i kraft dr uppfyllda.

2. Avtalet mellan Konungariket Sveriges forsvarsdepartement och Tjeckis-
ka Republikens forsvarsministerium om sekretessbelagd militir information,
undertecknat i Stockholm den 18 april 2000, och dess bilaga, undertecknad
i Prag den 14 juni 2004, ska upphdra att gilla nir detta avtal trdder i kraft.
All sekretessbelagd information som har ldmnats ut enligt avtalet om sekre-
tessbelagd militdr information eller dess bilaga ska skyddas i enlighet med
bestimmelserna i detta avtal.

3. Parterna har rétt att ndr som helst séga upp detta avtal skriftligen. I sa-
dana fall upphor avtalet att gélla sex manader efter den dag d& meddelandet
om uppsigning ldmnades till den andra parten.

4. All sekretessbelagd information som ldmnas ut enligt detta avtal ska
fortsdtta att skyddas i enlighet med bestimmelserna i detta avtal d&ven om
avtalet sdgs upp.

5. Parterna ska omedelbart underrétta varandra om alla dndringar i sina
nationella lagar och andra forfattningar som paverkar skyddet av den se-
kretessbelagda information som ldmnas ut enligt detta avtal. Parterna ska i
sédana fall konsultera varandra och Overvdga eventuella &ndringar av detta
avtal. Den sekretessbelagda informationen ska under tiden fortsétta att vara
skyddad i enlighet med detta avtal om inte den utlimnande parten skriftligen
begir nagot annat.

Upprittat i Prag den 30 maj 2008 i tva original pa engelska spraket, vilka
alla texter ar lika giltiga.

Till bekréftelse hdrav har undertecknade, dartill vederbdrligen bemyndigade
av sina respektive regeringar, undertecknat detta avtal.

For Konungariket Sverige For Republiken Tjeckien
Catherine con Heidenstam Dusan Navratil



SECURITY AGREEMENT BETWEEN THE KINGDOM OF
SWEDEN AND THE CZECH REPUBLIC CONCERNING THE
EXCHANGE AND MUTUAL PROTECTION OF CLASSIFIED
INFORMATION

PREAMBLE

The Kingdom of Sweden and the Czech Republic, hereinafter referred to
as the “Parties”, wishing to ensure the protection of Classified Information
exchanged between them or between public and private entities under their
jurisdiction, have, in mutual respect for national interests and security, agreed
upon the following:

ARTICLE 1
DEFINITIONS

For the purposes of this Agreement, these terms shall mean the following

Classified Information: Information that, under the laws of either Party,
requires protection against unauthorised disclosure, misappropriation or loss,
and has been designated as such regardless of its form.

Classified Contract: A contract, which contains or involves Classified
Information.

Releasing Party: The Party, including any public or private entities under
its jurisdiction, which releases Classified Information to the other Party.

Recipient Party: The Party, including any public or private entities under
its jurisdiction, which receives Classified Information from the Releasing
Party.

Third Party: A state, including any public or private entities under its ju-
risdiction, or an international organisation not a party to this Agreement.

ARTICLE 2
SECURITY CLASSIFICATIONS

1. Classified Information released under this Agreement shall be marked
with security classification markings as appropriate under national laws and
regulations of the Parties. The same shall apply to translations and repro-
ductions, which shall carry such additional markings sufficient to enable the
identification of the Releasing Party.

2. The equivalence of national security classification markings shall be as
follows:
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In the Kingdom of Sweden In the Czech Republic
Defence Authorities Other Authoritiesr
HEMLIG/TOP SECRET HEMLIG PRISNE TAINE

AV SYNNERLIG BETYDELSE
FOR RIKETS SAKERHET

HEMLIG/SECRET HEMLIG TAINE
HEMLIG/CONFIDENTIAL | — DUVERNE
HEMLIG/RESTRICTED - VYHRAZENE

3. Czech Classified Information marked VYHRAZENE, DUVERNE and
TAJNE shall in Sweden be regarded as HEMLIG by other than Defence Aut-
horities and protected accordingly. Within a specific project or programme,
however, the four-level classification above may be agreed to apply.

ARTICLE 3
COMPETENT SECURITY AUTHORITIES

The Competent Security Authorities (CSAs) of the Parties responsible for
security and safeguarding of Classified Information as well as the implemen-
tation of this Agreement in each country are the following:

In the Kingdom of Sweden:
Militdra sékerhetstjansten (National Security Authority)

In the Czech Republic:
Narodni bezpecnostni ufad (National Security Authority)

ARTICLE 4
ACCESS TO CLASSIFIED INFORMATION

1. Access to Classified Information released under this Agreement shall be
limited to individuals duly authorised by the respective Party.

2. Subject to fulfillment of procedural requirements laid down in national
law, the Parties shall mutually recognise their respective certificates of Per-
sonnel Security Clearance (hereinafter PSC). Article 2(2) shall apply accor-
dingly.

ARTICLE 5
PROTECTION OF CLASSIFIED INFORMATION
1. The Releasing Party shall:
a) ensure that Classified Information is marked with an appropriate secu-
rity classification marking in accordance with national laws and regulations;
b) ensure, if necessary, that the Recipient Party is aware that the released



Classified Information requires protection under this Agreement;

¢) inform the Recipient Party of any conditions of release or limitations on
its use;

d) inform the Recipient Party of any subsequent changes in classification.

2. The Recipient Party shall:

a) in accordance with its national laws and regulations afford the equiva-
lent level of protection to Classified Information as afforded by the Releasing
Party;

b) ensure that classifications are not altered, except if authorised in writing
by the Releasing Party.

ARTICLE 6
DISCLOSURE AND USE OF CLASSIFIED INFORMATION

1. The Recipient Party shall take all lawful steps to prevent disclosure or
use of Classified Information released, except for the purposes and within
limitations stated by the Releasing Party.

2. Subject to its national laws, the Recipient Party may release Classified
Information to a Third Party only with an explicit approval of the Releasing

Party.

ARTICLE 7
TRANSMISSION OF CLASSIFIED INFORMATION

Classified information shall be transmitted between the Parties in ac-
cordance with national laws and regulations of the Releasing Party, through
diplomatic channels or as otherwise agreed between the CSAs.

ARTICLE 8
VISITS

1. Visits including access to Classified Information shall be subject to prior
approval by the relevant CSA, unless otherwise agreed.

2. A request for visit shall be submitted to the relevant CSA, normally at
least twenty (20) days prior to the commencement of the visit, and include the
following:

a) name of the visitor, date and place of birth, nationality and ID/passport
number;

b) position of the visitor together with a specification of the facility which
the visitor represents;

¢) details of the PSC of the visitor;

d) specification of the facility to be visited;

e) purpose of the visit(s);

f) dates and duration of the visit(s).

3. Any Classified Information acquied by a visitor shall be considered as
Classified Information released under this Agreement.
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ARTICLE 9
CLASSIFIED CONTRACTS

1. Subject to fulfilment of procedural requirements laid down in national
law, the Parties shall mutually recognise their respective certificates of Faci-
lity Security Clearance (hereinafter FSC). Each CSA may request that a secu-
rity inspection is carried out at a facility to ensure continuing compliance with
security standards according to national laws and regulations.

2. A Classified Contract shall contain guidelines on the security require-
ments and on the classification of each aspect or element of the Classified
Contract.

ARTICLE 10
SECURITY CO-OPERATION

1. In order to achieve and maintain comparable standards of security, the
CSAs shall, on request, provide each other with information about their na-
tional security standards, procedures and practices for the protection of Clas-
sified Information. To this aim the CSAs may conduct mutual visits.

2. The CSAs shall inform each other of current security risks that may
endanger the released Classified Information.

3. On request, the CSAs shall, within the limits set up by their national
laws and regulations, assist each other in carrying out PSC, FSC and other
security clearance procedures.

4. The co-operation under this Agreement shall be effected in English.

ARTICLE 11
BREACH OF SECURITY

1. In the event of a security breach resulting in loss, misappropriation or
unauthorised disclosure of Classified Information or suspicion of such a
breach, the CSA of the Recipient Party shall immediately inform the CSA of
the Releasing Party in writing.

2. The appropriate authorities of the Recipient Party (assisted by competent
authorities of the Releasing Party, if required) shall carry out an immediate
investigation of the incident in accordance with their national laws and regu-
lations. The Recipient Party shall without delay inform the Releasing Party
about the circumstances of the incident, inflicted damage, measures adopted
for its mitigation and the outcome of the investigation.

ARTICLE 12
INTERPRETATION AND DISPUTES

1. This Agreement is to be interpreted in accordance with national laws and
regulations of the Parties.

2. Any dispute regarding the interpretation or application of this Agreement
shall be resolved by consultation between the Parties and shall not be referred
to any national or international tribunal or Third Party for settlement.
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ARTICLE 13
EXPENSES

Each Party shall bear its own expenses incurred in the course of implemen-
tation of this Agreement.

ARTICLE 14
FINAL PROVISIONS

1. This Agreement is concluded for an indefinite period of time. It is sub-
ject to approval in accordance with national legal procedures of the Parties
and shall enter into force on the first day following the receipt of the last of
the notifications between the Parties that the necessary requirements for this
Agreement to enter into force have been met.

2. The General Security Agreement between the Ministry of Defence of the
Kingdom of Sweden and the Ministry of Defence of the Czech Republic con-
cerning military classified information signed in Stockholm on 18 April 2000
and its Annex signed in Prague on 14 June 2004 shall be terminated after this
Agreement enters into force. All Classified Information released under the
General Security Agreement or its Annex shall be protected in accordance with
the provision of this Agreement.

3. Each Party has the right to terminate this Agreement in writing at any
time. In such case the validity of the Agreement will expire after six (6)
months following the day on which the termination notice was served to the
other Party.

4. Notwithstanding the termination of this Agreement, all Classified In-
formation released under this Agreement shall continue to be protected in
accordance with the provisions set out herein.

5. The Parties shall promptly notify each other of any changes to their
national laws and regulations that would affect the protection of Classified
Information released under this Agreement. In such case, the Parties shall
consult to consider possible changes to this Agreement. In the meantime, the
Classified Information shall continue to be protected as described herein,
unless otherwise requested by the Releasing Party in writing.

Done in Prague on 30 May 2008 in two originals, both in the English langu-
age, all text being equally authentic.

In witness of which, the undersigned, duly authorised to this effect by their
respective governments, have signed this Agreement.

For the Kingdom of Sweden
Catherine von Heidenstam

For the Czech Republic
Dusan Navratil

Edita Stockholm 2011
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