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Oversiittning

SAKERHETSSKYDDSAVTAL UPPRATTAT I ENLIGHET
MED AVTALET MELLAN KONUNGARIKET SVERIGES RE-
GERING OCH AMERIKAS FORENTA STATERS REGERING
OM VETENSKAPLIGT OCH TEKNISKT SAMARBETE TILL
SKYDD FOR DEN NATIONELLA SAKERHETEN AV DEN 13
APRIL 2007

Syfte
Konungariket Sveriges regering och Amerikas forenta staters regering, nedan
kallade parterna, har utarbetat foljande forfaranden som komplettering till
artikel 12 i avtalet mellan Konungariket Sveriges regering och Amerikas for-
enta staters regering om vetenskapligt och tekniskt samarbete till skydd for
den nationella sdkerheten av den 13 april 2007, nedan kallat avtalet. Dessa
forfaranden fortsétter genomforandet av bestimmelserna i Overenskom-
melsen mellan Sveriges regering och Amerikas forenta staters regering om
sekretesskydd av militdr information av den 4 och 23 december 1981.
Parterna ska inom ramen for sin nationella lagstiftning vidta alla ldmpliga
atgérder for att se till att sekretessbelagd information och sekretessbelagd
utrustning och materiel som tillhandahalls i enlighet med dessa sdkerhetsfor-
faranden skyddas. I detta dokument genomfors avtalet, och alla villkor och
bestdmmelser i sjédlva avtalet ska dérfor tillimpas pé dessa forfaranden. Om
innebdrden skiljer sig at, ar det bestimmelserna i avtalet som géller.

ARTIKEL 1
Definitioner

For dessa forfaranden giller foljande definitioner:

— Sdkerhetsskyddsmyndighet for avtalet (sdkerhetsskyddsmyndigheten):
den offentliga myndighet som har ansvar for att utarbeta riktlinjer och forfa-
randen som géller sékerheten for sekretessbelagd information som omfattas
av dessa forfaranden.

— sekretessbelagt avtal: ett kontrakt som innebér eller kan komma att inne-
béra att en leverantor eller dess anstéllda delges sekretessbelagd information
vid genomférandet av ett kontrakt.

— utrustning och materiel: alla handlingar, produkter eller substanser som
kan forses med eller innehélla information. Materiel omfattar allt, oberoende
av fysisk karaktér, bl.a. handlingar, skrifter, maskinvaror, utrustning, maski-
ner, apparater, anordningar, modeller, fotografier, upptagningar, reproduktio-
ner, anteckningar, skisser, planer, prototyper, konstruktioner, konfigurationer,
kartor och brev samt alla andra produkter, substanser eller materiel fran vilka
information kan hamtas.

— intyg om sdkerhetsklarering for anliggningar: ett intyg som sékerhets-
skyddsmyndigheten har utfirdat fér en anliggning som omfattas av dess
territoriella behorighet. Intyget visar att anldggningen &r sékerhetsklarerad
till en viss niva och att det finns lampligt sékerhetsskydd pé en viss niva for
att skydda sekretessbelagd information. Intyget om sdkerhetsklarering for



anldggningar innebér ocksa att sekretessbelagd information kommer att skyd-
das av den leverantor som intyget utféardas till i enlighet med bestimmelserna
i dessa forfaranden och att sikerhetsskyddsmyndigheten for avtalet ska dver-
vaka och se till att bestimmelserna efterlevs.

— behov av kidnnedom i tjdinsten: en klassificering som gjorts av en behdorig
innehavare av sekretessbelagd information att en tilltdinkt mottagare behéver
ha tillgang till viss sekretessbelagd information for att genomfora eller bi-
trada i en lagenlig och godkidnd myndighetsfunktion.

— intyg om sdkerhetsklarering for personer:

a) ett intyg utfardat av sikerhetsskyddsmyndigheten om nivdn pa den
sdkerhetsklarering for personer som innehas av en person som ar anstélld av
en offentlig myndighet eller en leverantor som lyder under siakerhetsskydds-
myndighetens jurisdiktion.

b) ett intyg utfdrdat av sékerhetsskyddsmyndigheten i det land dir en per-
son dr medborgare om personens ritt att fa sikerhetsklarering for personer pa
en nivd som anges av den begérande parten for personer som dr medborgare i
en part men som ska anstillas av den andra parten eller av dess leverantorer.

— mottagarpart: den part till vilken sekretessbelagd information dverfors.

— sdndarpart: den part som framstéller och/eller verfor sekretessbelagd
information till mottagarparten.

Artikel 2
Utndmnande av myndigheter

1. Parterna ska utse varsin sékerhetsskyddsmyndighet for avtalet (sdker-
hetsskyddsmyndigheten) som ska vara statens gemensamma kontaktpunkt
och den myndighet som har ansvar for att utarbeta riktlinjer och forfaranden
som géller sékerheten for sekretessbelagd information som omfattas av dessa
forfaranden. Dessa personer ska ha ansvar for de riktlinjer och forfaranden
som r0r sékerheten for sekretessbelagd information. Nér det géller Konunga-
riket Sveriges regering ér sikerhetsskyddsmyndigheten chefen for sékerhets-
avdelningen vid Forsvarets materielverk (FMV). Néar det giller Amerikas
forenta stater dr sidkerhetsskyddsmyndigheten chefen for direktoratet for
sakerhet, vetenskap och teknik vid ministeriet for nationell sakerhet. Béda sé-
kerhetsskyddsmyndigheterna ska utéva politisk tillsyn dver bestimmelserna
i avtalet. Andra sdkerhetsskyddsmyndigheter far vid behov utses for enskilda
projekt som ingés i enlighet med avtalet.

2. Sidkerhetsskyddsmyndigheterna far utse andra offentliga myndigheter
som ska utfora den egna partens sékerhetsskyldigheter. Vid en sddan utndm-
ning ska sékerhetsskyddsmyndigheten &nda ha tillsyns- och forvaltningsan-
svaret for tillimpningen av bestimmelserna i detta sékerhetsskyddsavtal.

Artikel 3

Inskrdnkningar i fraga om utnyttjande och rojande av sekretessbelagd och
kontrollerad icke-sekretessbelagd information

1. Parterna ska vidta alla tillgéngliga rittsliga atgirder for att se till att se-
kretessbelagd information som utbyts, framstills eller tillhandahalls p& annat
sdtt 1 enlighet med avtalet skyddas fran att ldmnas vidare om sdndarparten
inte samtycker till att informationen rdjs.
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2. Mottagarparten far inte formedla eller réja sekretessbelagd information
till 1) personer som ar medborgare i ett tredjeland, 2) internationella orga-
nisationer eller 3) allmédnheten utan att sdndarparten i forvdg har gett sitt
skriftliga tillstand.

3. Inget i dessa forfaranden ska tolkas som rétt att ldmna ut, anvénda,
utbyta eller r6ja information om immateriella réttigheter forrén ett sérskilt
skriftligt tillstand har erhallits fran innehavaren av dessa rittigheter.

4. Kontrollerad icke-sekretessbelagd information ska hanteras i enlighet
med bestimmelserna i bilaga A.

Artikel 4
Skydd av sekretessbelagd information

1. Nar mottagarparten tar emot sekretessbelagd information som 6verlam-
nas i enlighet med avtalet ska den se till att ge informationen minst samma
grad av sikerhetsskydd som sdndarparten ger.

2. Parterna ska ha ansvar for att administrera sékerhetsatgdrderna for alla
kontrakt som omfattar sekretessbelagd information som ldmnats till industrin
for att verkstéllas inom deras respektive territorium i enlighet med avtalet.

3. Riitt att ta del av information. Rétten att ta del av sekretessbelagd in-
formation ska vara forbehéllen personer som har behov av den i tjénsten
och som har genomgétt sdkerhetsklarering av den lampliga parten i enlighet
med dess nationella lagar och andra forfattningar fér minst samma nivé som
sekretessgraden hos den information som det ska tas del av.

4. Inspektion/sdkerhetsdversyn. Sikerhetsskyddsmyndigheten ska se till att
det gors regelbundna industriella sikerhetsinspektioner/sédkerhetsoversyner
av alla offentliga myndigheter och leverantdrer i landet som deltar i genom-
forandet av eller forhandlingar om alla aktiviteter inom ramen for avtalet som
omfattar sekretessbelagd information.

5. Sdkerhetsklareringar. Sékerhetsklareringar for anldggningar och perso-
ner som ska inneha eller ges rétt att ta del av sekretessbelagd information ska
handliggas i enlighet med géllande bestimmelser for det land som har ansvar
for att skota sdkerhetsatgiarderna for den sekretessbelagda informationen.

6. Sakerhetsutbildning. Parterna ska se till att de personer och anlidggningar
som delges sekretessbelagd information underrdttas om sin skyldighet att
skydda informationen i enlighet med tillimpliga nationella lagar och andra
forfattningar som Overensstimmer med bestimmelserna i dessa sédkerhets-
forfaranden.

Artikel 5
Overforing av sekretessbelagd information

1. Sekretessbelagd information ska normalt dverforas mellan parterna via
regeringarnas officiella kanaler (t.ex. diplomatisk kurir eller militérkurir).
Sdkerhetsskyddsmyndigheterna fir ocksa gemensamt komma Overens om
att upprétta andra kanaler, under forutsittning att regeringens ansvar och
kontroll bibehélls fran ursprungsorten till slutdestinationen. Sékerhetsskydds-
myndigheterna ska godkénna forfarandena och informera anlédggningarna om
vilka alternativa dverforingskanaler som fér anvéndas. Materiel ska forbe-
redas for overforing i enlighet med sédndarpartens nationella lagar och andra
forfattningar om sékerhetsskydd.

4



2. Sekretessbelagd information far dverforas elektroniskt om det sker pa
ett sdkert sétt som har godkénts av de bada parternas kommunikationssiker-
hetsmyndigheter.

Artikel 6
Utldmnande av information till allmdnheten

1. Offentliga myndigheters, leverantdrers eller underleverantorers utlim-
nande av sekretessbelagd information till allménheten ska i Sverige regleras
av tryckfrihetsforordningen med beaktande av de tillimpliga undantagen i
sekretesslagen. I Forenta staterna regleras utlimnandet av sekretessbelagd in-
formation till allménheten av NISPOM (National Industrial Security Program
Operating Manual) och DOD 5220.22-M.

2. Svenska anldggningar med ett amerikanskt sekretessbelagt kontrakt
far enbart ldmna ut information till allménheten efter att ha fétt ett skriftligt
forhandsgodkdnnande frén den amerikanska sékerhetsskyddsmyndigheten
och i enlighet med sekretesslagen (Official Secrets Act). Nar det géller
amerikanska anldggningar med ett svenskt sekretessbelagt kontrakt ska for-
handsinspektionen och -godkénnandet regleras av NISPOM med slutgiltigt
godkdnnande av den svenska sékerhetsskyddsmyndigheten.

Artikel 7
Miirkning

Sdndarparten ska se till att handlingar som innehéller sekretessbelagd in-
formation mirks med ldmplig sekretessbeteckning, foregéngen av ursprungs-
eller dgarlandets namn, innan de dverfors till mottagarparten. Vid mottagan-
det ska den sekretessbelagda informationen om sa ar ndédvéandigt markas med
motsvarande sekretessbeteckning enligt nedan. Om informationen senare
ingar i andra handlingar ska handlingarna mérkas sa att sindarparten och den
tillaimpliga beteckningen kan identifieras.

Tabell 6ver motsvarande sekretessbeteckningar

Konungariket Sverige Amerikas forenta stater
Forsvarsmyndigheter Civila myndigheter
HEMLIG/ TOP SECRET HEMLIG US TOP SECRET

Av synnerlig

betydelse for

rikets sdkerhet
HEMLIG/SECRET HEMLIG US SECRET
HEMLIG/CONFIDENTIAL Haénvisn. 1 US CONFIDENTIAL

HEMLIG/RESTRICTED Inte tillimplig TREAT AS US
CONFIDENTIAL
(hanvisn. 2)
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Hénvisn. 1. Amerikansk information pa nivdn US CONFIDENTIAL ska be-
handlas som HEMLIG av de civila myndigheterna i Sverige.

Hénvisn. 2. Svensk information pa nivan HEMLIG/RESTRICTED ska mér-
kas med beteckningen "TREAT AS US CONFIDENTIAL” och behandlas
som US CONFIDENTIAL.

2. Sekretessbelagd information som framstillts eller atergetts av en sén-
darpart ska markeras med bada ldndernas sekretessbeteckningar enligt ovan.
Mirkningarna ska goras pa det sitt som foreskrivs i bestimmelserna for det
land dér informationen framstills eller aterges.

Artikel 8
Kontrakt

1. En part som avser att géra en bestéllning eller en underbestillning som
innefattar sekretessbelagd information hos en leverantér i den andra partens
land, ska vid behov via sin sdkerhetsskyddsmyndighet begéra ett sddant
intyg om sdkerhetsklarering for anldggningar som avses i punkt 2 fran den
andra partens sdkerhetsskyddsmyndighet. Intyget om sékerhetsklarering for
anldggningar ska innehélla en forsdkran om att den klarerade leverantdrens
sekretessbeteende ska std i overensstimmelse med nationella lagar och andra
forfattningar om sekretess och Gvervakas av den partens sidkerhetsskydds-
myndighet.

2. Klausul om sédkerhetskrav: Den part eller leverantdr som forhandlar
om ett sekretessbelagt kontrakt eller ett underleverantorskontrakt ska infora
lampliga sdkerhetsklausuler i alla handlingar. Parterna ska infora sékerhets-
bestdmmelserna i bilaga A i alla kontrakt som innehaller kontrollerad icke-
sekretessbelagd information. En kopia av de aktuella delarna av kontraktet,
anbudsinfordran eller underleverantérskontraktet ska tillsammans med
klausulen om sékerhetsskydd genom lampliga kanaler omedelbart 1dmnas till
sdkerhetsskyddsmyndigheten i den part dir bestéllningen gérs for att den ska
kunna utova sidkerhetstillsyn av kontraktet.

3. Anvisningar om sekretessbeteckningarna. Sékerhetsskyddsmyndighe-
ten i den avtalsslutande parten ska ge leverantdren eller underleverantdren
anvisningar om sekretessbeteckningarna for varje sekretessbelagd aspekt av
kontraktet. For Sveriges del ska dessa anvisningar ldggas fram i en skrivelse
om sékerhetsaspekten (SAL) och for Forenta staternas del genom en spe-
cifikation av sekretessbeteckningarna for kontrakt (Contract Security Clas-
sification Specification, DD-formuldr 254). De amerikanska leverantorerna
ska dessutom samarbeta med fOrsvarets sidkerhetstjinst (Defense Security
Service) och f6lja NISPOM. I anvisningarna maste en lamplig sekretessbe-
teckning identifieras och faststédllas for all sekretessbelagd information som
lamnas av den avtalsslutande parten i samband med kontraktet eller som
framstélls i enlighet med det sekretessbelagda kontraktet. En kopia av de
skriftliga anvisningarna om sekretessbeteckningarna ska lamnas till siker-
hetsskyddsmyndigheten i leverantdrens land.

4. Underleverantdrskontrakt. Om det inte ar uttryckligen forbjudet enligt
det sekretessbelagda kontraktet far en leverantdr ingd underleverantdrskon-



trakt inom parternas respektive ldnder i enlighet med de sékerhetsrutiner som
géller i for sekretessbelagda underleverantorskontrakt i det landet och de
forfaranden som faststills i detta avtal for att ingd ett sekretessbelagt huvud-
kontrakt i det landet.

5. Utldndskt dgande, kontroll eller inflytande. Foretag som enligt de natio-
nella sikerhetsskyddsmyndigheterna star under finansiell, férvaltningsmaéssig
eller politisk kontroll eller ledningskontroll av fysiska eller juridiska personer
i ett tredjeland far enbart delta som part i ett kontrakt eller ett underleve-
rantorskontrakt som innebér ritt att ta del av sekretessbelagd information
fran den andra parten om det finns géillande verkstéllbara atgiarder som si-
kerstiller att fysiska eller juridiska personer fran tredjeldnder inte far ta del
av sekretessbelagd information som gors tillgénglig eller framstélls genom
kontraktet. Om det inte finns nagra verkstillbara atgarder som hindrar fysiska
eller juridiska personer fran tredjeldnder att ta del av sddan information, ska
upphovspartens tillstdnd inhdmtas innan sédan ritt att ta del av information
tillats.

Artikel 9
Internationella besok

1. Alla internationella besok ska godkénnas i forvdg av béada parterna.
Framstéllningar om tillstdnd for besdk ska ldmnas i enlighet med forfaran-
dena i bilaga B. Underleverantérerna ska dessutom alltid informera sin hu-
vudleverantor innan de besoker anldggningar som berdrs av samarbete enligt
avtalet.

2. Tillstand for sddana besok far enbart beviljas personer som har genom-
gétt sdkerhetsklarering for minst den niva som rétten att ta del av information
avser. Ratten for besokare att ta del av sddan sekretessbelagd information ska
begrénsas till personer som har behov av den i tjdnsten.

Artikel 10

Sckerhetsgarantier i samband med nationell sckerhetsklarering
for anldggningar eller personer frdn den andra partens land

1. Varje part ska utfdrda ett intyg om sékerhetsklarering for anldggningar
eller for personer, om detta begirs av den andra parten for en anldggning eller
person i det egna landet.

2. Den part som mottar begéran ska faststélla sdkerhetsklareringsstatus for
den anldggning eller person som &r féremal for provning. Om anldggningen
eller personen redan ar klarerad ska den Gversénda ett intyg om sikerhetskla-
rering for anldggningar eller for personer. Om anldggningen eller personen
saknar intyg om sdkerhetsklarering eller om intyget giller en ldgre sekre-
tessgrad dn den som har begérts, ska den begéirande parten underrittas om
att intyget om sékerhetsklarering for anlédggningar eller for personer inte kan
utfdrdas utan ytterligare samrad. Om sa r fallet kan ytterligare atgérder vid-
tas for att genomfora den provning som ar nddvéndig for att uppfylla kravet.
Om provningen ger godkint resultat ska ett intyg om sédkerhetsklarering for
anlidggningar eller for personer ldmnas till den begérande parten.

3. Om den part som mottar begiran faststéller att en anléggning som &r
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beldgen i landet och har registrerats for att bedriva verksamhet dér inte kan
komma i fraga for sékerhetsklarering ska den begérande parten underrittas.

4. Om nagon av parterna far kinnedom om information som inverkar ne-
gativt pa en anldggning eller en person for vilken den har utfirdat ett intyg
om sikerhetsklarering for anldggningar eller for personer, ska den underréitta
den andra parten om vilka atgirder den har vidtagit eller avser att vidta. Par-
terna far nir som helst begéra omprdvning av intyg om sékerhetsklarering
for anldggningar eller for personer som utfirdats av den andra parten. Den
begérande parten ska underrdttas om resultatet av omprovningen och om
eventuella foljdatgarder.

5. Om négon av parterna ogiltigforklarar, upphéver eller vidtar atgérder for
att dra in en sékerhetsklarering for personer eller anldggningar ska den part
som begérde intyget om sdkerhetsklarering for anldggningar eller for perso-
ner underréttas om atgérden.

6. Varje part ska pa begédran av den andra parten samarbeta vid omprov-
ningar och undersdkningar som avser sikerhetsklareringar.

Artikel 11
Forlust eller fara

1. I héndelse av forlust av eller fara for sekretessbelagd information eller
sekretessbelagd utrustning och materiel eller misstanke om att sddan sekre-
tessbelagd information, utrustning eller materiel har forlorats eller utsatts for
fara ska mottagarparten omedelbart underritta sindarparten.

2. Mottagarparten ska omedelbart genomféra en undersékning, vid behov
tillsammans med séndarparten, i enlighet med det egna landets lagar och
andra forfattningar. Mottagarparten ska s& snart som mdjligt underritta sin-
darparten om omstdndigheterna kring undersdkningen, dess resultat och vilka
atgirder som har vidtagits for att forhindra att hédndelsen upprepas.

Artikel 12
Tvister

Tvister om tolkningen eller tillimpningen av detta avtal ska uteslutande
16sas genom samrad mellan parterna; de far inte hinskjutas till nationell eller
internationell domstol eller till ndgon annan fysisk eller juridisk person for
avgorande.

Artikel 13
Tkrafitridande
Avtalet trider i kraft den dag det har undertecknats av bada parterna.

Artikel 14
Andringar

Bestdmmelserna i detta avtal far dndras efter skriftligt samtycke fran bada
parterna.



Artikel 15
Uppsdigning och éversyn

1. Detta avtal ska forbli i kraft till dess att den allmédnna &verenskom-
melsen om sekretesskydd av militér information av den 4 och 23 december
1981 eller avtalet sigs upp. Nar avtalet har upphort att gélla ska bada parterna
vara ansvariga for skyddet av sekretessbelagd information som har utbytts i
enlighet med avtalet och for kontrakt som har ingétts eller framstéllts till f61jd
ddrav i enlighet med nationella lagar och andra forfattningar.

2. Parterna fér gora en gemensam &versyn av avtalet senast tio ar frén dess
ikrafttrddande.

3. Likasé ska sekretessbelagd information, utrustning och materiel som ut-
bytts i enlighet med detta avtal skyddas, &ven om Overforingen har skett efter
det att ndgon av parterna har sagt upp avtalet.

Bilagor till sdkerhetsskyddsavtalet mellan Sverige och Forenta staterna:
A. Rutiner for hantering av kontrollerad icke-sekretessbelagd information
B. Besoksrutiner

Till bekriftelse hdrav har undertecknade, dartill vederborligen bemyndi-
gade av sina respektive regeringar, undertecknat detta avtal.

Upprittat i tvd exemplar pa engelska spraket.

For Konungariket Sveriges For Amerikas Forenta Staters
regering regering

Jonas Hafstrém Jay M Cohen

Ambassador DHS Undersecretary S+T
April 11,2008 April 11,2008

Washington DC Washington DC
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BILAGA A

Rutiner for hantering av kontrollerad icke-sekretessbelagd information

1. DEFINITION

Kontrollerad icke-sekretessbelagd &r information for vilken det har fast-
stillts begrinsningar i fraga om delgivning och spridning i enlighet med For-
enta staternas nationella lagar, andra forfattningar och riktlinjer. Information
som tillhandahalls eller framstélls med stod av avtalet ska mérkas sé att det
framgar att det ror sig om kénslig information. Kontrollerad icke-sekretess-
belagd information ska i Sverige behandlas i enlighet med tryckfrihetsfoérord-
ningen och sekretesslagen.

2. Riitt att ta del av information

Kontrollerad icke-sekretessbelagd information ska vid behov spridas i
tjdnsten. Kontrollerad icke-sekretessbelagd information far ocksa ldmnas ut
till tjinstemén pé andra verkstéllande, lagstiftande och réttsliga myndigheters
ministerier och organ for ett lagligt och tillatet offentligt &ndamal.

Det slutgiltiga ansvaret for att faststilla om en person har ett giltigt skal
att fa ta del av information som betecknats som kontrollerad icke-sekretess-
belagd information ligger hos den person som dr behdrig innehavare av, har
kunskap om eller kontrollerar informationen. For att fi ta del av kénslig in-
formation och kénsliga uppgifter maste alla tilltdnkta mottagare besvara vissa
fragor fran informationsinnehavaren om varfor de behdver informationen.

2.1. Alla behoriga personer har ansvar for att sdkerhetsskydda de handling-
ar som de sjédlva innehar som innehéller kontrollerad icke-sekretessbelagd
information.

2.2. Handlingar som innehaller kontrollerad icke-sekretessbelagd infor-
mation ska forvaras pa ett sikert stdlle nér de inte anvénds, t.ex. i ett last
arkivskép eller kontor.

2.3. Alla handlingar som innehéller icke-sekretessbelagd information ska
sdkerhetsskyddas vid dagens slut. Personer som hanterar handlingar som
innehéller kontrollerad icke-sekretessbelagd information ska sakerhetsskydda
dem innan de ldmnar arbetsplatsen.

2.4. Behériga anvédndare far inte pa ndgot sitt sprida kontrollerad icke-
sekretessbelagd information till obehdriga personer.

2.5. Handlingar som innehéller kontrollerad icke-sekretessbelagd informa-
tion ska tickas over, vindas med texten nedat, ldggas it sidan eller skyddas
pa annat sdtt nér obehdriga personer ar niarvarande.

2.6. Kontaktpersoner for program maste forsoka vara diskreta nar de disku-
terar kénslig information i offentliga lokaler eller pa andra métesplatser, t.ex.
nér de &r pé resa eller deltar i ett offentligt méte.

3. MARKNING AV KONTROLLERAD ICKE-SEKRETESSBELAGD
INFORMATION

Information som har faststéllts som kontrollerad icke-sekretessbelagd
information ska mirkas tydligt sa att det &r latt att se att det ror sig om kon-

10



trollerad icke-sekretessbelagd information. Om ytterligare nationella restrik-
tioner eller forfaranden maste tillimpas ska mérkningen se ut pa foljande
sitt: CONTROLLED UNCLASSIFIED/KONTROLLERAD ICKE-SEKRE-
TESSBELAGD ( -- namn pé restriktion --). For att se till att informationen
skyddas pa lampligt sétt ska mérkningen goras ndr handlingarna utarbetas
eller s& snart kontrollerad icke-sekretessbelagd information inkluderas i en
befintlig handling. Materiel som innehéller kontrollerad icke-sekretessbelagd
information ska mérkas med
PROPERTY OF (JURISDICTION NAME OR GOVERNMENT
AGENCY PROGRAM)

CONTROLLED UNCLASSIFIED/TILLHOR (NAMN PA
JURISDIKTION ELLER MYNDIGHETSPROGRAM)
KONTROLLERAD ICKE-SEKRETESSBELAGD
langst ned pa framsidan, titelsidan och alla sidor i handlingen eller akten.
Annan materiel dn pappershandlingar, t.ex. diabilder, datormedier och filmer,
maste ocksd mérkas pad samma sitt pd varje sida eller diabild. Elektroniskt
overforda meddelanden, t.ex. e-postmeddelanden, som innehaller kontrol-
lerad icke-sekretessbelagd information maste mérkas med forkortningen CUI
innan sjélva texten borjar. Handlingar med kontrollerad icke-sekretessbelagd
information som dverfors till kontakter som inte dagligen arbetar med den
hér typen av information ska vara forsedda med en utdkad mérkning pa
handlingens framsida sa att innehavarna forstar vad for slags information det

ror sig om.

4. ELEKTRONISK OVERFORING

4.1. Overforing via e-post eller Internet

4.1.1. Kontrollerad icke-sekretessbelagd information som skickas med
e-post ska skyddas med hjilp av kryptering eller overforas i sdkra kommu-
nikationssystem. Om detta &r opraktiskt eller omojligt far den kontrollerade
icke-sekretessbelagda informationen skickas som vanlig e-post. For att 6ka
sdkerheten ndr informationen skickas med vanlig e-post kan den kontrol-
lerade icke-sekretessbelagda informationen bifogas som en 16senordsskyd-
dad bilaga och 16senordet skickas i ett separat meddelande. Mottagarna av
kontrollerad icke-sekretessbelagd information ska folja alla restriktioner fran
avsdndaren nér det giller e-post.

4.1.2. Pa grund av den inneboende sarbarheten uppmanar ministeriet for
nationell sidkerhet myndigheterna att om mojligt inte skicka kontrollerad
icke-sekretessbelagd information till personliga e-postkonton.

4.1.3. Kontrollerad icke-sekretessbelagd information fér enbart liggas ut
pa en webbplats pa Internet om tilltrddet till webbplatsen dr begrinsat till en
viss malgrupp och informationen ar krypterad.

4.2. Overforing via fax

4.2.1. Om avsindaren inte har infort ndgra andra begransningar far kon-
trollerad icke-sekretessbelagd information skickas via en ej sdkerhetsgod-
kind fax. Om en ¢j sdkerhetsgodkénd fax anvinds ska sdndarparten stimma
av med mottagaren att den materiel som faxas inte ldmnas utan tillsyn eller
utsitts for eventuellt otillétet r6jande hos mottagarparten.

SO 2008: 58
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5. POST

Kontrollerad icke-sekretessbelagd information far skickas med forsta-
klasspost, paketpost eller — om det ror sig om bulktransporter — fjédrdeklass-
post. Dubbla kuvert (ett ytterkuvert och ett innerkuvert) maste anviandas nér
kontrollerad icke-sekretessbelagd information skickas med post. Ytter- och
innekuverten méste vara markta med mottagarens namn och adress och av-
sindarens namn. Innerkuvertet méste dessutom vara forsett med en stimpel.
Avsdndaren maste anvianda mottagningsbevis eller skicka brevet med rekom-
menderad post.

6. DISKUSSION

Kontaktpersoner for program som behover diskutera kontrollerad icke-
sekretessbelagd information i telefon, sdrskilt i mobiltelefon pa offentlig
plats, maste vara medvetna om sin omgivning och behovet av att vara diskret.
Kontrollerad icke-sekretessbelagd information far exempelvis inte diskuteras
pa platser dir det finns risk att personer som inte dr delaktiga i programmet
kan réka hora det. Om informationen maste diskuteras maste det ske sa dis-
kret som mojligt.

7. KOPIERING

Kopiering av handlingar som innehaller kontrollerad icke-sekretessbelagd
information maste begrénsas till ett minimum.

8. FORSTORING

Handlingar som innehdller icke-sekretessbelagd information ska nér de
inte ldngre behovs forstdras genom strimling eller pa annat sétt s att hand-
lingen blir oléslig. Forstoringen kan goras pé foljande sétt:

8.1. Pappershandlingar ska forstoras genom strimling, brinning, makule-
ring eller pulvrisering sa att de inte gér att kénna igen och rekonstruera.

8.2. Elektroniska lagringsmedier ska tommas pa lampligt sétt genom dver-
skrivning eller avmagnetisering.

12



BILAGA B

BESOKSRUTINER

1. I denna bilaga beskrivs rutinerna for framstéllningar om besok. For alla
besok kravs forhandstillstand fran bada parterna. For besok i Sverige och
Forenta staterna som omfattar rétten att ta del av eller utbyta sekretessbelagd
information krévs ett intyg om sdkerhetsklarering for personer. Detta intyg
krdvs emellertid inte vid 6vriga besok som omfattar icke-sekretessbelagd
information eller kontrollerad icke-sekretessbelagd information.

2. De enskilda parterna har utsett foljande myndigheter att handldgga fram-
stdllningar om besdk fran den andra parten:

Sverige: Forenta staterna:

Forsvarets materielverk Science and Technology Directorate
Sakerhet Department of Homeland Security
SE-115 88 Stockholm Washington, D.C. 20528

SVERIGE USA

Parterna far komma Overens om att 1ata andra myndigheter som har utsetts
av sidkerhetsskyddsmyndigheten for avtalet handldgga framstéllningar om
besok.

3. Foljande uppgifter kravs for att framstédllningar om besokstillstand ska
beviljas:

a. Begdrande anldggning. Ange anldggningens fullstindiga namn, post-
adress (inklusive postnummer, ort, land samt i USA &dven delstat) telefon- och
faxnummer.

b. Anldggning som ska besdkas. Ange fullstindigt namn, postadress (in-
klusive postnummer, ort, land samt i USA dven delstat), telefon- och faxnum-
mer.

c. Kontaktpunkt vid den anldggning som ska besdkas. Ange fullsténdigt
namn, titel, kontor, telefonnummer och e-postadress.

d. Besoksdatum. Ange aktuellt datum eller tidsperiod (fr.o.m.—t.0.m.) for
besoket. Dag/ménad/ar.

e. Amne som ska diskuteras/motivering. Ge en kortfattad beskrivning av de
fragor eller &mnen som ska diskuteras och anledningen till besoket. Anvénd
inte forkortningar som inte forklaras. Om det dr friga om en framstéllning
om aterkommande besok bor denna punkt inledas med orden ”aterkommande
besok” (t.ex. dterkommande besok for att diskutera) eller om det ar friga om
en dndring (dndring av besdk id-nummer).

f. Sekretessgraden for den information som ska diskuteras. Ange hogsta se-
kretessgrad for den information som ska diskuteras. Ange ocksé fullstédndigt
namn pa det avtal, program eller den aktivitet som foéranleds av besoket.

g. Ndrmare upplysningar om bestkaren/besdkarna.

Namn

Befattning

Leverantor/offentlig myndighet

Koén

Fodelsedatum

Fodelseort (ort och land)

SO 2008: 58
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Status for sdkerhetsklarering (bara om sekretessbelagd information ska
diskuteras)

Sékerhetsklarering utfirdad av (bara om sekretessbelagd information ska
diskuteras)

Passnummer/identitetsnummer

Passets giltighetstid

Nationalitet

h. Sékerhetstjansteman for den begérande leverantdren/offentliga myndig-
heten.

Ange namnet pd och telefonnumret till den begirande sikerhetstjénste-
mannen.

i. Intyg om sdkerhetsklarering. Ska fyllas i av tillimplig offentlig klare-
ringsmyndighet.

j. Anmiérkningar. Den hér punkten kan anvindas for att ange vissa admi-
nistrativa krav (t.ex. foreslagen resvég, begiran om hotellbokningar och/eller
transport). Vid bradskande besdk bor namnet pa den insatta person med vil-
ken villkoren for besoket har gjorts upp i férviag anges samt hans eller hennes
telefon- och faxnummer.

4. Framstéllningar om besok bor ldmnas till den part som ska ta emot
besoket 20 arbetsdagar i forvédg vid icke-sekretessbelagda besok och 30 ar-
betsdagar 1 forvdg vid sekretessbelagda besok. Vid forlingda besok, dir
besdkarna maste stanna pé platsen under en sammanhéngande tidsperiod som
ar langre an 30 dagar, krévs en framforhéllning pa 30 dagar.

5. Oftrutsedda héndelser som krédver att enskilda personer maéste gora
bradskande besdk som, pa grund av bradskan, inte medger sedvanlig framfor-
héllning for besdksansdkan kommer att granskas kritiskt och méste godkén-
nas av béada parterna. Tillstand for sddana besok kan inte garanteras och far
darfor inte begiras om de inte dr bradskande.

6. Den anldggning som tar emot besoket ska se till att besdkarna aldrig
lamnas ensamma och att de inte fér ta del av information eller ges tilltrade till
omraden om de inte har ett faststéillt behov av kéinnedom i tjéinsten.
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SECURITY ARRANGEMENT
ESTABLISHED PURSUANT TO THE AGREEMENT BETWEEN
THE GOVERNMENT OF THE KINGDOM OF SWEDEN AND
THE GOVERNMENT OF THE UNITED STATES OF AMERICA
ON COOPERATION IN SCIENCE AND TECHNOLOGY FOR
HOMELAND/DOMESTIC SECURITY MATTERS
OF 13 APRIL 2007

Purpose

The following procedures have been developed by the Government of the Kingdom of Sweden
and the Government of the United States of America, (hereinafter referred to as “the Parties”) in
ampliﬁcatioﬁ of Article 12 of the Agreement between the Government of the Kingdom of
Sweden and the Government of the United States of America on Cooperation in Science and
Technology for Homeland Security Matters dated 13 April 2007, (hereinafter “the Agreement”).
These procedures further implement the provisions of the General Security of Military
Information Agreement between the Government of the Kingdom of Sweden and the
Government of the United States, dated December 4 and 23, 1981.

Within the framework of their national legislation, each Party shall take all appropriate measures
to ensure the protection of Classified Information and Classified Equipment and Material
provided pursuant to these security procedures. This document implements the Agreement,
therefore all terms and conditions therein apply to these procedures. If there is a discrepancy as
to meaning, the provisions in the Agreement take precedence.

ARTICLE 1
Definitions
The following definitions will be used for the purpose of these procedures:
Agreement Security The government authority responsible for the development
Authority (ASA) of policies and procedures governing security of Classified
Information covered by these procedures.
Classified Contract A contract that requires, or will require, access to Classified

Information by a Contractor or by its employees in the
performance of a Contract.
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Equipment and Material

Facility Security
Clearance Assurance
(FSCA)

Need-to-Know

Personnel Security
Clearance Assurance

Receiving Party

Sending Party

16

Any document, product or substance on or in which information
may be recorded or embodied. Material shall encompass
everything regardless of its physical character of makeup including
documents, writing, hardware, equipment, machinery, apparatus,
devices, models, photographs, recordings, reproductions, notes,
sketches, plans, prototypes, designs, configurations, maps and
letters, as well as all other products, substances or material from
which information can be derived.

A certification provided by the ASA for a facility

under its territorial jurisdiction which indicates that the is
facility security cleared to a specified level and also has suitable
security safeguards in place at a specified level to safeguard
Classified Information. The FSCA also signifies that Classified
Information will be protected by the Contractor on which the
FSCA is provided in accordance with the provisions of these
procedures and that compliance shall be monitored and enforced
by the responsible ASA.

A determination made by an authorized holder of Classified
Information that a prospective recipient requires access to specific
Classified Information in order to perform or assist in a lawful and
authorized governmental function.

(a.) A certification provided by the ASA concerning

level of personnel security clearance held by an individual who is
employed by a government agency, or Contractor facility under the
jurisdiction of the ASA.

(b.) A statement provided by the ASA of the individual’s country
of citizenship concerning the individual’s eligibility for a personnel
security clearance at a level specified by the requesting Party for
individuals who are a citizen of one Party but is to be employed by
the other Party or its Contractors.

The Party to which Classified Information is transferred.

The Party that originates and/or transfers Classified Information to
the Receiving Party.
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ARTICLE 2
Designation of Authorities

1. Each of the Parties shall appoint an Agreement Security Authority (ASA) as the
government single point of contact and authority responsible for the development of
policies and procedures governing security of Classified Information covered by these
procedures. Those persons shall be responsible for the policies and procedures governing
the security of Classified Information. For the Government of the Kingdom of Sweden,
the Agreement Security Authority is the Director in the Office of Security of the Defense
Materiel Administration (FMV). For the US, the ASA is the Director in the Office of
Security, Science and Technology Directorate, Department of Homeland Security. Both
ASAs shall provide policy oversight concerning the provisions of this document. As
appropriate for individual Project Arrangements concluded pursuant to the Agreement,
different ASAs may be named.

2. Each ASA may designate other government agencies to perform the security obligations
of that Party. Notwithstanding any such designation, the ASA retains oversight and
management responsibility over the implementation of the provisions of this Security
Arrangement.

ARTICLE 3

Restrictions of the Use and Disclosure of
Exchanged Classified and Controlled Unclassified Information

1. Each Party shall take all lawful steps available to ensure that Classified [nformation
exchanged, generated or otherwise provided pursuant to the Agreement is protected from
further disclosure, unless the Sending Party consents to such disclosure.

2. The Receiving Party shall not pass or disclose Classified Information to: (1) any person
holding the citizenship of a third country, (2) any international organization, nor (3) the
general public without the prior written permission of the Sending Party.

3. Nothing in these procedures shall be taken as an authority for, or to govern the release,
use, exchange or disclosure of information in which intellectual property rights exist,

until the specific written authorization of the owner of these rights is obtained.

4. Controlled Unclassified Information shall be handled in accordance with the provisions
of Appendix A.
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ARTICLE 4
Protection of Classified Information

Upon receipt of Classified Information furnished under the Agreement, the Receiving
Party shall undertake to afford the information a degree of security protection at least
equivalent to the security protection provided by the Sending Party.

Each Party shall assume responsibility for ensuring the administration of security
measures for all Contracts involving Classified Information awarded to industry for
performance in their respective countries pursuant to the Agreement,

Access. Access to Classified Information shall be limited to those persons who have a
Need-to-Know and have been security cleared by the appropriate Party in accordance
with its national laws and regulations to the level at least equal to the classification of the
information to be accessed.

Inspection/Security Review. The ASA shall ensure that periodic industrial security
inspections/security reviews are made for each government and Contractor facility
located within their country and engaged in the performance of, or in negotiations for any
Agreement activity involving Classified Information.

Security Clearances. Clearances of facilities and individuals that shall possess or be
authorized access to Classified Information shal! be processed according to the pertinent
regulations of the country having responsibility for administering security measures for
the Classified Information.

Security Training. The Parties shall ensure that individuals and facilities having access to
Classified Information are furnished instructions setting forth their responsibility to
protect the information in accordance with applicable national laws and regulations
commensurate with the provisions of these security procedures.
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ARTICLE §
Transfer of Classified Information

Classified Information shall normally be transferred between the Parties using official
government-to-government channels (e.g., diplomatic courier service or military courier).
Other channels may be established if mutually agreed by the ASAs and should ensure
that government accountability and control is maintained from the point of origin to the
ultimate destination. The ASAs shall approve the procedures and inform the facilities of
the alternative channels of transmission that may be used. Material shall be prepared for
transmission in accordance with the national security laws and regulations of the Sending
Party.

Classified Information may be transmitted electronically using security means that have
been approved by each Party’s communications security authorities.

ARTICLE 6
Public Release of Information

Public release by a government agency, Contractor, or sub-contractor of any Classified
Information shall be governed in Sweden by the Freedom of the Press Act, with relevant
exceptions under the Secrecy Act. In the US, public release shall be governed by the
National Industrial Security Program Operating Manual (NISPOM) and DOD 5220.22-
M.

A Swedish Facility with a US Classified Contract may publicly disclose information only
after advance written approval from the US ASA and in accordance with the Official
Secrets Act. In the case of a US Facility with a Swedish Classified Contract, initial prior
review and approval shall be governed by the NISPOM with final approval by the
Swedish ASA.
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1.

ARTICLE 7
Marking

The Sending Party shail ensure that documents containing Classified Information are
marked with appropriate classification markings and pre-fixed with the country of
origin/ownership prior to transfer to the Receiving Party. Upon receipt, the Classified
Information shall, if required, be marked with the equivalent security classification, as
detailed below. If such information subsequently is included in other documents, those
documents shall be marked to identify the Sending Party and the applicable classification.

Table of Equivalent Security Markings

Kingdom of Sweden United States of America
Defense agencies Civil agencies
HEMLIG/ TOP SECRET HEMLIG US TOP SECRET

Av synnerlig betydelse
for rikets sikerhet

HEMLIG/SECRET HEMLIG US SECRET
HEMLIG/CONFIDENTIAL Ref. | US CONFIDENTIAL
HEMLIG/RESTRICTED Not applicable TREAT AS US

CONFIDENTIAL (Ref. 2)

Ref. I. US information on the level of US CONFIDENTIAL shall be treated as HEMLIG by
civil agencies in Sweden.

Ref. 2. Swedish information on the level of HEMLIG/RESTRICTED shall be marked as

wp

2.
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REAT AS US CONFIDENTIAL” and shall be treated as US CONFIDENTIAL.

Classified Information produced or reproduced by a Receiving Party shall be marked
with the assigned classification markings of both countries as provided above. The
markings shall be applied in the manner prescribed by the regulations of the country in
which the information is produced or reproduced.

ARTICLE 8
Contracts

A Party who proposes to place a Contract or sub-contract involving Classified
Information with a Contractor in the other Party’s country, shall request, via their ASA, a
FSCA as defined in paragraph 2, where appropriate, from the ASA of the other Party.
The FSCA will carry a responsibility that the security conduct of the cleared Contractor
shall be in accordance with national security laws or regulations and be monitored by that
Party’s ASA.
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Security Requirements Clause. The Party or Contractor negotiating a Classified Contract
or sub-contract shall incorporate appropriate security clauses in all documents. For
contracts involving Controlled Unclassified Information, the Parties shall incorporate the
security provisions in Appendix A into all such contracts. A copy of the relevant portions
of the Contract, request for proposal, or sub-contract, including the security requirements
clause, shall be furnished promptly through appropriate channels to the ASA of the Party
where the Contract is placed in order to enable them to furnish security supervision over
the Contract.

Security Classification Guidance. The ASA of the contracting Party shall furnish the
Contractor or sub-contractor with the security classification guidance pertaining to each
classified aspect related to the Contract. For Sweden, this guidance shall be set forth in a
Security Aspect Letter (SAL) and in the US, by way of a Contract Security Classification
Specification (DD Form 254). In addition, US Contractors shall coordinate with Defense
Security Service and reference the NISPOM. The guidance must identify and assign a
proper security classification to any Classified Information which is furnished by the
contracting Party in connection with the Contract, or generated pursuant to the Classified
Contract. A copy of the written security classification guidance will be submitted to the
ASA of the Contractor’s country.

Sub-Contracts. Unless specifically prohibited in the Classified Contract, a Contractor
may sub-contract within the country of either Party in accordance with: the security
procedures prescribed in that country for classified sub-contracts, the procedures
established by this document for placing a classified prime Contract in that country.

Foreign Ownership, Control or Influence. Firms that are determined by national security
authorities to be under financial, administrative, policy or management control of
nationals or other entities of a third-party country may participate in a Contract or sub-
contract requiring access to Classified Information provided by the other Party only when
enforceable measures are in effect to ensure that nationals or other entities of third-party
countries shall not have access to Classified Information that is provided to or that is
generated there from. If enforceable measures are not in effect to preclude access by
nationals or other entities of third-party countries, the permission of the originating Party
shall be obtained prior to permitting such access.

ARTICLE 9
International Visits

All international visits require the prior approval of both Parties. Requests for approval of
visits shall be submitted using the procedures in Appendix B. In addition, sub-contractors
must always inform their prime Contractor before making a visit request to any facility
related to a cooperative activity under the Agreement.
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Approval for such visits shall be granted only to persons possessing security clearances at
least at the level of the information to which access shall be given. Authorization for
visitors to have access to such Classified Information shall be limited to those who have a
Need-to-Know.

ARTICLE 10

Security Assurances Related to National Security Clearances
of Facilities or Individuals of the Others Country

Each Party shall provide a FSCA or PSCA for facilities or individuals in its country when
requested by the other Party.

When requested, the Party receiving the request shall determine the security clearance
status of the facility or individual that is the subject of the enquiry and forward a FSCA
or PSCA if the facility or individual is already cleared. If the facility or individual does
not have a security clearance, or the facility or individual has a clearance that is at a lower
security level that that requested, notification shall be sent to the requesting Party that the
FSCA or PSCA cannot be issued without further consultation. In such cases, further steps
may be initiated to conduct enquiries that are necessary to meet the requirement.
Following successful enquiries, a FSCA or PSCA shall be provided to the requesting
Party.

If the Party receiving the request determines that a facility located and incorporated to do
business in its country is ineligible for a security clearance, the requesting Party shall be
notified.

If either Party learns of any derogatory information about a facility or an individual for
whom it has furnished a FSCA or PSCA, it shall notify the other Party of the action it
intends to take, or has taken. Either Party may request, at any time, a review of any FSCA
or PSCA that has been furnished by the other Party. The requesting Party shall be notified
of the results of the review and any subsequent action.

If either Party invalidates, suspends or takes action to revoke a personnel or facility
security clearance, the Party that requested the FSCA or PSCA shall be notified of the
action.

If requested by the other Party, each Party shall cooperate in reviews and investigations
concerning security clearances.
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ARTICLE11
Loss or Compromise

In the event of the loss or compromise of Classified Information or Classified Equipment
and Material or suspicion that such Classified Information or Classified Equipment and
Material may have been lost or compromised, the Receiving Party shall immediately
inform the Sending Party.
The Receiving Party shall carry out an immediate investigation with assistance from the
Sending Party, if required, in accordance with the laws and regulations in the country of
the Receiving Party. The Receiving Party shall inform the Sending Party about the
circumstances and outcome of the investigation as soon as possible and the measures
adopted to preclude recurrence of the incident.

ARTICLE 12

Disputes

Any dispute regarding the interpretation or application of this Arrangement shall be
resolved only by consultation between the Parties and shall not be referred to a national
or international tribunal or to any other person or entity for resolution.

ARTICLE 13

Effective Date

This Arrangement is effective upon the date of the last signature.

ARTICLE 14
Amendment

The provisions of this document may be amended with the mutual advance, written
consent of both Parties.
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ARTICLE 15
Termination/Review

1. This Arrangement will remain in effect until termination of the December 4 and 23, 1981
General Security of Military Information Agreement or the Agreement. Both Parties shall
remain responsible after termination for the safeguarding of all Classified Information
exchanged pursuant to the Agreement and any Contracts entered into, or generated there
from, in accordance with national laws and regulations.

2. This Arrangement may be reviewed jointly by the Parties no later than ten years after its
effective date.

3. Similarly, any Classified Information or Classified Equipment and Material exchanged
under this Arrangement shall also be safeguarded, even though its transfer may occur
following notice by either of the parties to terminate.

Appendices to the Sweden-US Security Arrangement
A. Procedures for Handling Controlled Unclassified Information
B. Visit Procedures
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IN WITNESS WHEREOF, the undersigned, duly authorized by their respective governments,
have signed this Arrangement.

DONE, in duplicate, in the English language.

FOR THE GOYERNMENT OF FOR THE GOVERNMENT OF
THE KINGDOM OF SWEDEN THE UNITED STATES OF AMERICA

Ny 7o A e

Sighature - Sign&é

&

Jomwac HAFSTROM TAY M @//EA/
Name Name

Title Title

STt U, L ad ‘

Datd Dat

WPt B7 ) el
Location ! Location
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APPENDIX A
Procedures for Handling Controlled Unclassified Information

DEFINITION

Controlled Unclassified Information is information to which access or distribution limitations
have been applied in accordance with the national laws, regulations or policies of the US.
Whether the information is provided or generated under the Agreement, it will be marked to
identify its sensitive character. Controlled Unclassified Information will be handled in
Sweden in accordance with the Freedom of the Press Act and the Secrecy Act.

ACCESS

Controlled Unclassified Information should be disseminated as necessary in the conduct of
official business. Controlled Unclassified Information may also be released to officials in
other departments and agencies of the executive, legislative, and judicial branches, as needed
for a lawful and authorized government purpose.

The final responsibility for determining whether an individual has a valid need for access to
information designated Controlled Unclassified Information rests with the individual who has
authorized possession, knowledge, or contro! of the information. In pursuing access to
sensitive information and data, any prospective recipient must respond to questions from the
information holder about why they need this information.

2.1, All authorized persons are responsible for securing any Controlled Unclassified
Information documents in their personal possession.

2.2. When not in use, Controlled Unclassified Information documents must be stored in a
secured area, such as a locked file cabinet or office.

2.3, All Controlled Unclassified Information documents must be secured at the end of the
day. Persons handling Controlled Unclassified Information documents must secure them
before leaving their work area.

2.4.  Authorized users must not in any manner disclose Controlled Unclassified
Information to an unauthorized person.

2.5, When unauthorized persons are present, Controlled Unclassified Information
documents must be covered, turned face-down, removed from the area, or otherwise
protected.

2.6.  Program contacts must attempt to be discreet when discussing sensitive information
in public venues or meeting spaces—for example, while on travel or attending a public
meeting.

MARKING CONTROLLED UNCLASSIFIED INFORMATION

Information that has been designated Controlled Unclassified Information must be plainly
marked so that it is easy to recognize as being Controlled Unclassified. In the event that
additional domestic restrictions or procedures must be applied, the marking will appear as
CONTROLLED UNCLASSIFIED ( --name of restriction-- ). To promote proper protection
of information, markings must be applied at the time documents are drafted or as soon as
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Controlled Unclassified Information is added to an existing document. Materials containing
Controlled Unclassified Information will be marked

PROPERTY OF (JURISDICTION NAME OR GOVERNMENT AGENCY PROGRAM)
CONTROLLED UNCLASSIFIED

at the bottom of the front cover, title page, and all pages contained within the document or
file. Material other than paper documents, such as slides, computer media, or films, must also
bear these markings on each page or slide. Electronically transmitted messages (for example,
e-mails) containing Controlled Unclassified Information must bear the abbreviation CUI
before the beginning of the text. Controlled Unclassified Information transmitted to contacts
who do not work with this information on a daily basis must bear an expanded marking on
the face of the document so that holders understand the status of the information.

ELECTRONIC TRANSMISSION
4.1.  Transmittal via E-mail or the Internet

4.1.1. Controlled Unclassified Information transmitted via e-mail must be protected
by encryption or transmitted within secure communications systems. When this is
impractical or unavailable, Controlled Unclassified Information may be transmitted
over regular e-mail channels. For added security, when transmitting Controlled
Unclassified Information over a regular e-mail channel, the information can be
included as a password-protected attachment, with the password provided in a
separate message. Recipients of Controlled Unclassified Information must comply
with any e-mail restrictions imposed by the originator.

4.1.2. Due to inherent vulnerabilities, DHS recommends that agencies avoid sending
Controlled Unclassified Information to personal e-mail accounts, where possible.

4.1.3. Controlled Unclassified Information may be put on an Internet Web site only
if access to the site is limited to a specific target audience and the information is
encrypted.

4.2.  Transmittal via Fax

4.2.1. Unless otherwise restricted by the originator, Controlled Unclassified
Information may be sent via nonsecure fax. Where a nonsecure fax is used, the
sender must coordinate with the recipient to ensure that the materials faxed must not
be left unattended or subjected to possible unauthorized disclosure on the receiving
end.

MAILING

Controlled Unclassified Information may be transmitted via first class mail, parcel post, or—
for bulk shipments—fourth-class mail. When mailing Controlled Unclassified Information,
two envelopes (an outer and inner) must be used. The outer and inner envelopes must bear
the recipient’s name and address and the sender’s name. Additionally, the inner envelope
must be stamped. The sender must use an “acknowledgement of receipt” or registered mail
service.

27
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DISCUSSION

Program contacts that need to discuss Controlled Unclassified Information over the
telephone, particularly over cell phones in public places, must be aware of their surroundings
and the need to be discreet. For example, Controlled Unclassified Information must not be
discussed where one can be overheard by people who have no involvement in the program. If
a discussion must take place, it must be as discreet as possible.

COPYING

Reproduction of documents containing Controlled Unclassified Information must be kept to a
minimum.

DESTRUCTION

When no longer needed, Controlled Unclassified Information must be destroyed by
shredding or other destructive technique that renders the document unreadable. Destruction
may be accomplished by either of the following methods:

8.1.  Destroy paper copies by shredding, burning, pulping, or pulverizing, so as to assure
destruction beyond recognition and reconstruction.

8.2.  Electronic storage media must be sanitized appropriately by overwriting or
degaussing.
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APPENDIX B
VISIT PROCEDURES

This appendix describes the visit request procedures. Prior approval of both Parties is
required for all visits. Visits to Sweden and the United States that involve access to, or
the exchange of, Classified Information require the passing of a Personnel Security
Clearance Assurance {(PSCA). All other visits relating to unclassified information or
Controlled Unclassified Information do not require PSCAs.

The offices listed below have been designated by each Party to process visit requests that
are received from the other Party.

Sweden: United States:

Defense Materiel Administration Science and Technology Directorate
Security Department of Homeland Security
SE 115 88 Stockholm Washington, D.C. 20528

SWEDEN USA

The Parties may agree to process visit requests through other agencies, as so designated
by the ASA.

Requests for approval of visits require the following information:

a. Requesting Facility. Provide the full name, postal address (include city, state,
country, and postal zone), and the telephone and fax numbers of the facility.

b. Hosting Facility. Provide the full name, postal address (include city, state,
country, and postal zone), telephone and fax numbers.

c. Point of Contact at Hosting Facility. Provide the full name, title, office, telephone
and email address.

d. Dates of Visit. Provide the actual date or period (date-to-date) of the visit by day-
month-year.
e. Subject to be Discussed/Justification. Give a concise description of the issues or

subjects to be discussed and the reason for the visit. Do not use unexplained
abbreviations. In the case of a request for recurring visits, this item should state
recurring visits as the first words in the data element (e.g., recurring visits to
discuss) or in the case of an amendment (amendment to visit ID number).

f. Classification of Information to be Discussed. Indicate the highest level of
Classified Information to be discussed. Specify the full name of the Agreement,
program or activity that is being supported by this visit.

29
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g Particulars of Visitor(s).

Name

Position

Contractor/Government Agency

Gender

Date of Birth

Place of Birth (city and country)

Security Clearance status (only if discussing Classified Information)
Security Clearance granted by (only if discussing Classified Information)
Passport Number/Identification Number

Passport Expiration Date

Nationality

h. ©  Security Officer of the Requesting Contractor/Government Agency.
Provide the name and telephone number of the requesting security officer.

i Certification of Security Clearance. To be completed by the applicable
government clearance.

I Remarks. This item can be used for certain administrative requirements (e.g.,
proposed itinerary, requests of hotel reservations, and/or transportation. In the
case of an emergency visit, the name, telephone and telefax numbers of the
knowledgeable person with whom advance arrangements have been made should
be stated.

Visit requests should be submitted to the hosting Party 20 working days in advance of
Unclassified visits and 30 working days in advance of Classified visits. Extended visits,
when visitors are required to remain on-site for a continuous period of greater than 30
days, require a fead-time of 30 days.

Unforeseen circumstances requiring individuals to undertake urgent visits which, due to
the urgency, do not permit the usual visit notification lead times to be processed will be
critically reviewed and must be agreed to by both Parties. Approval for such visits cannot
be guaranteed and must not therefore be requested unless the urgency exists.

It is the responsibility of the host site to ensure that the visitor is escorted at all times and

is not allowed access to information or areas for which a Need-to-Know has not been
established.

Edita Stockholm 2009



