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Oversiittning

GENERELLT SAKERHETSSKYDDSAVTAL MELLAN
KONUNGARIKET SVERIGES REGERING

OCH

IRLANDS REGERING
OM

OMSESIDIGT SKYDD

AV SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

INLEDNING

Konungariket Sveriges regering och Irlands regering, nedan kallade parterna,
har, med hansyn till nationens sdkerhet och i syfte att trygga skyddet av siker-
hetsskyddsklassificerade forsvarsrelaterade uppgifter som utbyts mellan dem,
kommit Gverens om foljande.

ARTIKEL 1
DEFINITIONER

I detta avtal géller foljande definitioner:

1. sdkerhetsskyddsklassificerad forsvarsrelaterad uppgift. forsvarsrelate-
rad uppgift som enligt respektive parts lagstiftning oavsett form kraver skydd
mot forlust, otillatet rdjande eller annan blottldggning och som har klassifice-
rats som sédan.

2. ursprungspart. den part, inbegripet alla offentliga och privata aktorer
inom dess jurisdiktion, som &verfor de sidkerhetsskyddsklassificerade for-
svarsrelaterade uppgifterna till den andra parten.

3. mottagande part. den part, inbegripet alla offentliga och privata aktdrer
inom dess jurisdiktion, som tar emot de sdkerhetsskyddsklassificerade for-
svarsrelaterade uppgifterna fran den andra parten.

4. tredje part: en stat, inbegripet alla offentliga och privata aktdrer inom
dess jurisdiktion, eller en internationell organisation som inte dr part i detta
avtal.

5. sdkerhetsskyddsklassificerat kontrakt: ett kontrakt som innehéller eller
hénfor sig till sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter.

6. sdkerhetsgodkdnnande: ett positivt beslut efter registerkontroll som klar-
lagger att en fysisk eller juridisk person ar lojal och i 6vrigt palitlig fran siker-
hetssynpunkt i enlighet med nationella lagar och andra forfattningar.

7. principen om behovsgrundad behirighet: behovet av att fa ta del av
sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter for att kunna ut-
fora sitt arbete.

ARTIKEL 2
SAKERHETSSKYDDSKLASSIFICERINGAR

1. Sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter som ldmnas
ut i enlighet med detta avtal ska forses med lamplig sdkerhetsskyddsmarke-
ring enligt ndgon av parternas nationella lagar och andra forfattningar. Mot-
tagna sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter ska skyddas
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2.
2. De nationella sdkerhetsskyddsmarkeringarna motsvarar varandra enligt
foljande:
I Konungariket Sverige Lirland
Forsvarsmyndigheter Andra myndigheter Forsvarsmyndigheter
HEMLIG/TOP SECRET HEMLIG TOP SECRET
AV SYNNERLIG BETYDELSE
FOR RIKETS SAKERHET
HEMLIG/SECRET HEMLIG SECRET
HEMLIG/CONFIDENTIAL - CONFIDENTIAL
HEMLIG/RESTRICTED -
RESTRICTED

3. Uppgifter fran Konungariket Sverige som endast bdr beteckningen
"HEMLIG” ska i Irland behandlas som "SECRET” om inte ursprungsparten
begir ndgot annat.

4. Ursprungsparten ska utan dréjsmal meddela den mottagande parten om
sakerhetsskyddsklassificeringen dndras for de utlimnade sédkerhetsskydds-
klassificerade forsvarsrelaterade uppgifterna.

ARTIKEL 3
BEHORIGA SAKERHETSMYNDIGHETER

1. Féljande myndigheter &r enligt detta avtal behdriga sakerhetsmyndighe-
ter:

I Konungariket Sverige:
Forsvarsmakten

Militdra sakerhetstjansten (nationell sdkerhetsmyndighet for forsvarsfragor)
Forsvarets materielverk (utsedd myndighet for industriella sdkerhetsfragor)

I Irland:
Forsvarsdepartementet

2. Parterna ska forse varandra med nddvindiga kontaktuppgifter till sina
respektive behoriga sikerhetsmyndigheter.

ARTIKEL 4
ROJANDE OCH ANVANDNING AV
SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

1. Den mottagande parten ska vidta alla lagliga atgérder for att forhindra att
de utlimnade sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifterna
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rdjs eller anvénds for annat dn for de syften och med de begransningar som
ursprungsparten har angett.

2. Den mottagande parten far i enlighet med sina nationella lagar endast
lamna ut sékerhetsskyddsklassificerade forsvarsrelaterade uppgifter pa begé-
ran av en tredje part efter att ursprungsparten uttryckligen skriftligen har med-
gett detta.

ARTIKEL 5
TILLGANG TILL SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

1. Rétten att ta del av sdkerhetsskyddsklassificerade forsvarsrelaterade
uppgifter ska i enlighet med principen om behovsgrundad behdrighet och par-
ternas respektive nationella standarder vara forbehallen personer

a) som har genomgatt sdkerhetsprévning och godkénts for 1amplig klassifi-
ceringsniva och

b) som har informerats om hur sikerhetsskyddsklassificerade forsvarsrela-
terade uppgifter skyddas.

2. Om formforeskrifterna i den nationella lagstiftningen dr uppfyllda ska
parterna erkénna varandras intyg om sikerhetsgodkidnnande.

ARTIKEL 6
SKYDD AV SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

1 . Ursprungsparten ska

a) se till att sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter som
6verldmnas forses med 1dmplig nationell sikerhetsskyddsmarkering i enlighet
med artikel 2.2,

b) i forekommande fall informera den mottagande parten om eventuella
villkor for utlimnandet eller begrdnsningar i anvindningen av de sdkerhets-
skyddsklassificerade forsvarsrelaterade uppgifterna,

¢) informera den mottagande parten om efterféljande dndringar av siker-
hetsskyddsklassificeringen for de overforda sdkerhetsskyddsklassificerade
forsvarsrelaterade uppgifterna.

2. Den mottagande parten ska

a) ge alla sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter det si-
kerhetsskydd som é&r likvérdigt med det skydd som ursprungsparten ger,

b) se till att sdkerhetsskyddsklassificeringarna inte dndras utan skriftligt
tillstand fran ursprungsparten.

ARTIKEL 7
OVERFORING AV SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

1. Sakerhetsskyddsklassificerade forsvarsrelaterade uppgifter ska verforas
mellan parterna i enlighet med ursprungspartens nationella lagar och andra
forfattningar pa diplomatisk vig eller pa annat sitt som de behdriga sdker-
hetsmyndigheterna kommer dverens om.

2. Parterna kan inga separata avtal om kommunikation/sdkerhetsskydd for
att faststélla en siker kommunikation sinsemellan.



ARTIKEL 8
BESOK

1. Besok vid verksambhetsstillen dir sdkerhetsskyddsklassificerade for-
svarsrelaterade uppgifter hanteras eller forvaras ska godkdnnas i forvig av
virdpartens behoriga sdkerhetsmyndigheter om inte nagot annat har dverens-
kommits.

2. Framstillningar om besok ska normalt 1&mnas till vardpartens behoriga
sdkerhetsmyndigheter minst en kalendermanad fore besoket. De ska innehélla
foljande uppgifter:

a) Besokarens namn, fodelsedatum och fodelseort, medborgarskap, pass-
nummer och en kopia av det intyg som visar att besokaren ar sdkerhetsgod-
kénd.

b) Narmare information om besokarens befattning.

d)Information om verksamhetsstéllet och/eller vilka personer som ska be-
sokas.

e) Syftet med besoket.

g) Besokets/besokens tidpunkt och langd.

3. Sakerhetsskyddsklassificerade forsvarsrelaterade uppgifter som rdjs el-
ler gors tillgangliga for besokare frén en part ska behandlas som om de dver-
forts till den parten och ska skyddas pa vederborligt sétt. Alla besokare ska
uppfylla véirdpartens sikerhetsskyddsforeskrifter.

ARTIKEL 9
SAKERHETSSKYDDSKLASSIFICERADE KONTRAKT

1. Parterna ska erkénna varandras intyg om sikerhetsgodkénnande av verk-
samhetsstille. De behoriga sidkerhetsmyndigheterna far begira att det ska ge-
nomforas en sékerhetsskyddsinspektion pa den andra partens verksamhets-
stille for att forsékra sig om att sédkerhetsskyddsnormerna fortsatt foljer den
partens nationella lagar och andra forfattningar.

2. Ett sikerhetsskyddsklassificerat kontrakt ska innehélla riktlinjer om sé-
kerhetsskyddskraven och klassificeringen av varje aspekt av eller del i det si-
kerhetsskyddsklassificerade kontraktet.

ARTIKEL 10
SAMARBETE OM SAKERHETSSKYDD
for sikerhetsskyddsklassificerade forsvarsrelaterade uppgifter

1. For att uppné och bibehalla ett likvardigt sikerhetsskydd far de behoriga
sdkerhetsmyndigheterna pa begéran informera varandra om de nationella
sdkerhetsnormer, sidkerhetsforfaranden och sdkerhetsrutiner som tillimpas for
att skydda sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifter. De be-
horiga sdkerhetsmyndigheterna fir besdka varandra i detta syfte.

2. De behoriga sdkerhetsmyndigheterna ska i forekommande fall informera
varandra om aktuella sikerhetsrisker som kan dventyra de 6verforda siker-
hetsskyddsklassificerade forsvarsrelaterade uppgifterna.

3. De behoriga sidkerhetsmyndigheterna far i enlighet med sina nationella
lagar och andra forfattningar pa begéran hjélpa varandra med att genomfora
forfarandena for sékerhetsgodkdnnande.
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4. Om nagon av de behoriga sikerhetsmyndigheterna upphiver eller vidtar
atgérder for att upphdva den ritt att ta del av sdkerhetsskyddsklassificerade
forsvarsrelaterade uppgifter som en medborgare i den andra parten har bevil-
jats med stod av ett sdkerhetsgodkdnnande ska den andra parten underrittas
och delges motiven for dessa atgérder.

ARTIKEL 11
FORLUST, OBEHORIG ATKOMST TILL ELLER OTILLATET
ROJANDE AV SAKERHETSSKYDDSKLASSIFICERADE
FORSVARSRELATERADE UPPGIFTER

1.1 héndelse av forlust, obehorig dtkomst till eller otillatet rojande av
sakerhetsskyddsklassificerade forsvarsrelaterade uppgifter eller vid misstanke
om detta ska den mottagande partens behoriga sikerhetsmyndighet omedel-
bart skriftligen informera ursprungspartens behoriga sikerhetsmyndighet.

2. Lampliga myndigheter i den mottagande parten (vid behov bitridda av
ursprungspartens behoriga myndigheter) ska omedelbart undersoka héndelsen
i enlighet med sina nationella lagar och andra forfattningar. Den mottagande
parten ska utan dr6jsmal informera ursprungsparten om omstindigheterna
kring héndelsen, mdjliga konsekvenser for sdkerhetsskyddet, vilka atgiarder
som har vidtagits for att begrdnsa forlusten eller skadan och resultatet av un-
dersokningen.

ARTIKEL 12
TOLKNING OCH TVISTER

1. Detta avtal dr avsett att f6lja parternas nationella lagar och internationell
ritt. Om dessa dr motstridiga ska tillimplig nationell lagstiftning gilla.

2. Tvister om tolkningen eller tillimpningen av detta avtal ska 16sas genom
samrad mellan parterna. De far inte hdnskjutas till nationell eller internatio-
nell domstol eller annan tredje part for avgorande.

ARTIKEL 13
SLUTBESTAMMELSER

1. Detta avtal trider i kraft nédr det har undertecknats av bada parter.

2. Avtalet far dndras efter bada parters skriftliga samtycke. Sddana and-
ringar trider i kraft nir de har undertecknats av bada parter.

3. Avtalet giller pa obestdmd tid, om inte ndgon av parterna pa diplomatisk
vig skriftligen meddelar den andra parten om sin avsikt att siga upp avtalet. I
sddana fall upphor avtalet att gilla sex (6) ménader efter den dag dd medde-
landet om uppsdgning ldmnades till den andra parten.

4. Alla sikerhetsskyddsklassificerade forsvarsrelaterade uppgifter som
overfors enligt detta avtal ska fortsitta att skyddas i enlighet med bestdmmel-
serna i detta avtal &ven om avtalet sdgs upp.

5. Parterna ska omedelbart underritta varandra om alla dndringar i sina na-
tionella lagar och andra forfattningar som paverkar skyddet av de sikerhets-
skyddsklassificerade forsvarsrelaterade uppgifter som ldmnats ut enligt detta
avtal. I sddana fall ska parterna samrdda med varandra och vervidga att dndra
detta avtal. De sdkerhetsskyddsklassificerade forsvarsrelaterade uppgifterna



ska under tiden fortsitta att vara skyddade i enlighet med detta avtal om inte SO 2012:23
ursprungsparten skriftligen begér nagot annat.

Undertecknat i Stockholm den 15 juni 2012 och i Dublin den 16 juli 2012 i
tva original pa engelska.

Till bekréftelse hiarav har undertecknade, dartill vederborligen bemyndigade
av sina respektive regeringar, undertecknat detta avtal.

For Konungariket Sveriges regering For Irlands regering

Nils Cederstierna Ciaran Murphy
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GENERAL SECURITY ARRANGEMENT BETWEEN
THE GOVERNMENT OF THE KINGDOM OF SWEDEN
AND
THE GOVERNMENT OF IRELAND
ON
THE MUTUAL PROTECTION
OF DEFENCE CLASSIFIED INFORMATION

INTRODUCTION

The Government of the Kingdom of Sweden and the Government of Ireland,
hereinafter referred to as the Participants, have, in the interest of national se-
curity and for the purpose of ensuring the protection of Defence Classified In-
formation exchanged between them, decided as follows:

SECTION 1
DEFINITIONS

In this Arrangement, the following definitions will be used:

1. Defence Classified Information: Defence Information, regardless of its
form, that under the laws of either Participant requires protection against loss,
unauthorised disclosure or other compromise, and has been so designated.

2. Originating Participant: The Participant, including any public or pri-
vate entities under its jurisdiction, which transfers Defence Classified Infor-
mation to the other Participant.

3. Recipient Participant: The Participant, including any public or private
entities under its jurisdiction, which receives Defence Classified Information
from the other Participant.

4. Third Party: A state, including any public or private entities under its
jurisdiction, or an international organisation not a participant to this Arrange-
ment.

5. Classified Contract: A contract, which contains or involves Defence
Classified Information.

6. Security Clearance: A positive determination stemming from a vetting
procedure that will ascertain loyalty and trustworthiness as well as other secu-
rity aspects of an individual or a legal entity in accordance with national laws
and regulations.

7. Need-to-know Principle: The necessity to have access to Defence Clas-
sified Information in order to be able to perform official duties and tasks.

SECTION 2
SECURITY CLASSIFICATIONS

1. Defence Classified Information released under this Arrangement will be
marked by security classification markings as appropriate under the national
laws and regulations of either Participant. Received Defence Classified Infor-
mation will be granted protection in accordance with the equivalent security
classification level, as stated in Paragraph 2.

2. The equivalence of national security classification markings will be as
follows:



In the Kingdom of Sweden

In Ireland SO 2012:23

Defence Authorities Other Authorities Defence Authorities

HEMLIG/TOP SECRET HEMLIG TOP SECRET
AV SYNNERLIG BETYDELSE
FOR RIKETS SAKERHET
HEMLIG SECRET
HEMLIG/SECRET
— CONFIDENTIAL
HEMLIG/CONFIDENTIAL
HEMLIG/RESTRICTED -
RESTRICTED

3. Information from the Kingdom of Sweden bearing the sole marking of
“HEMLIG” will be treated as SECRET in Ireland unless otherwise requested
by the Originating Participant.

4. The Originating Participant will without delay notify the Recipient Par-
ticipant of any changes to the security classification of released Defence Clas-
sified Information.

SECTION 3
COMPETENT SECURITY AUTHORITIES

1. For the purpose of this Arrangement, the Competent Security Authorities
will be:

In the Kingdom of Sweden:
Forsvarsmakten

Militdra sdkerhetstjansten (National Security Authority for defence matters)

Forsvarets materielverk (Designated Security Authority for industrial security
matters)

In Ireland:
Department of Defence

2. Each Participant will provide the other Participant with the necessary
contact data of their Competent Security Authorities.

SECTION 4
DISCLOSURE AND USE OF DEFENCE CLASSIFIED
INFORMATION

1. The Recipient Participant will take all lawful steps to prevent the disclo-
sure or use of Defence Classified Information released, except for the pur-
poses and within limitations stated by the Originating Participant.

2. Subject to its national laws, the Recipient Participant may release De-
fence Classified Information requested by a Third Party only with the explicit
written approval of the Originating Participant.
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SECTION 5
ACCESS TO DEFENCE CLASSIFIED INFORMATION

1. Access to Defence Classified Information will be limited, in accordance
with the Need-to-Know Principle and the respective Participants’ national
standards, to Persons:

a) who hold valid security clearance at the appropriate classification level
and

b) who have been briefed on Defence Classified Information protection.

2. Subject to fulfilment of procedural requirements laid out in national law,
the Participants will mutually recognise their respective certificates of Secu-
rity Clearance.

SECTION 6
PROTECTION OF DEFENCE CLASSIFIED INFORMATION

1. The Originating Participant will:

a) ensure that transferred Defence Classified Information is marked with an
appropriate national security classification marking according to SECTION
2.2;

b) inform the Recipient Participant of any provisions of release or limita-
tions on the use of the Defence Classified Information, as applicable;

¢) inform the Recipient Participant of any subsequent changes in the secu-
rity classification of transferred Defence Classified Information.

2. The Recipient Participant will:

a) afford the equivalent level of security protection to Defence Classified
Information as afforded by the Originating Participant;

b) ensure that security classifications are not altered, except if authorised in
writing by the Originating Participant.

SECTION 7
TRANSFER OF DEFENCE CLASSIFIED INFORMATION

1. Defence Classified Information will be transferred between the Partici-
pants in accordance with national laws and regulations of the Originating Par-
ticipant, through diplomatic channels or as otherwise agreed between the
Competent Security Authorities.

2. The Participants may agree on separate Commmunication/Security Ar-
rangements for the purpose of regulating secure communication between
them.

SECTION 8
VISITS

1. Visits to facilities where Defence Classified Information is handled or
stored will be subject to prior approval by the Competent Security Authorities
of the host Participant, unless otherwise agreed.

2. A request for visit will be submitted to the Competent Security Authori-
ties of the host Participant, normally at least one Calendar month prior to the
visit, and will include the following:

a) name of the visitor, date and place of birth, nationality, passport number
and a copy of the valid security clearance certificate of the visitor;



b) specific appointment details of the visitor;

d) details of the facility and/or person to be visited;

e) purpose of the visit;

g) dates and duration of the visit(s).

3. Any Defence Classified Information disclosed or made available to visi-
tors from a Participant will be treated as if transferred to that Participant, and
will be protected accordingly. All visitors will comply with the security regu-
lations of the host Participant.

SECTION 9
CLASSIFIED CONTRACTS

1. The Participants will mutually recognise their respective certificates of
Facility Security Clearance (hereinafter FSC). Each Competent Security Au-
thority may request that a security inspection is carried out at a facility of the
other Participant to ensure continuing compliance with security standards ac-
cording to national laws and regulations of that Participant.

2. A Classified Contract will contain guidelines on the security require-
ments and on the classification of each aspect or element of the Classified
Contract.

SECTION 10
SECURITY CO-OPERATION for Defence Classified Information

1. In order to achieve and maintain comparable standards of security, the
Competent Security Authorities may, on request, provide each other with in-
formation about their national security standards, procedures and practices for
the protection of Defence Classified Information. In this respect the Compe-
tent Security Authorities may conduct mutual visits.

2. The Competent Security Authorities will inform each other of current se-
curity risks that may endanger transferred Defence Classified Information, as
applicable.

3. On request, the Competent Security Authorities may, within the limits
set by their national laws and regulations, assist each other in carrying out se-
curity clearance procedures.

4. If either Competent Security Authority suspends or takes action to re-
voke access to Defence Classified Information which is granted to a national
of the other Participant based upon a security clearance, the other Participant
will be notified and given the reasons for such an action.

SECTION 11
LOSS, UNAUTHORISED ACCESS TO OR UNAUTHORISED
DISCLOSURE OF DEFENCE CLASSIFIED INFORMATION

1. In the event of the loss, unauthorised access to, or unauthorised disclo-
sure of Defence Classified Information, or suspicion thereof, the Competent
Security Authority of the Recipient Participant will immediately inform the
Competent Security Authority of the Originating Participant in writing.

2. The appropriate authorities of the Recipient Participant (assisted by
competent authorities of the Originating Participant, if required) will carry out
an immediate investigation of the incident in accordance with their national
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laws and regulations. The Recipient Participant will without delay inform the
Originating Participant about the circumstances of the incident, possible secu-
rity implications, measures adopted for the mitigation of the loss or damage
and the outcome of the investigation.

SECTION 12
INTERPRETATION AND DISPUTES

1. This Arrangement is intended to be in conformity with the national laws
of the Participants and with international law. In case of conflict, the applica-
ble national law will prevail.

2. Any dispute regarding the interpretation or application of this Arrange-
ment will be resolved by consultation between the Participants and will not be
referred to any national or international tribunal or third party for settlement.

SECTION 13
FINAL PROVISIONS

1. This Arrangement will come into effect on the day of the last signature.

2. This Arrangement may be amended with the mutual written consent of
both Participants. Such amendments will come into effect on the day of the
last signature.

3. This Arrangement will remain in force for an indefinite period of time,
unless either Participant notifies the other in writing through diplomatic chan-
nels of its intention to terminate the Arrangement. In this case the Arrange-
ment will expire after six (6) months following the day on which the termina-
tion notice was served on the other Participant.

4. Notwithstanding the termination of this Arrangement, all Defence Clas-
sified Information transferred under this Arrangement will continue to be pro-
tected in accordance with the provisions set out herein.

5. The Participants will promptly notify each other of any changes to their
national laws and regulations that affect the protection of Defence Classified
Information released under this Arrangement. In such case, the Participants
will consult to consider possible amendments to this Arrangement. In the me-
antime, the Defence Classified Information will continue to be protected as
described herein, unless otherwise requested by the Originating Participant in
writing.

Signed in Stockholm on 15 June 2012 and in Dublin on 16 July 2012 in two
original copies, each in English.

In witness of which the undersigned, duly authorised to this effect by their re-
spective governments, have signed this Arrangement.

For the Government of the Kingdom For the Government of Ireland
of Sweden
Nils Cederstierna Ciaran Murphy

Elanders Sverige AB, 2013



