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VA SYD:s yttrande gällande remiss - Ansvar för 
kommunalt avfall avseende vissa enskilda 
avfallsströmmar 

Om VA SYD 

VA SYD är ett kommunalförbund som utvecklar och vårdar avfallshantering och VA-system i 
Sydvästra Skåne.  

VA SYDs avfallsavdelning ansvarar för insamlingen av kommunalt avfall samt avfall under kommunalt 
ansvar i Malmö stad och Burlövs kommun. Ansvarig politisk instans är Tekniska nämnden i Malmö, 
genom avtal med Burlövs kommun. Avfallshierarkin genomsyrar det övergripande arbetet, där det är 
prioriterat att avfallsmängderna ska minska, återbruket ska öka och att det avfall som ändå 
uppkommer ska tas hand om på ett så resurseffektivt sätt som möjligt för att kunna bidra till en hållbar 
samhällsutveckling.  

Bakgrund  

Begreppet kommunalt avfall ersatte begreppet hushållsavfall vid genomförandet av avfallsdirektivet 
den 1 augusti 2020. Införandet av begreppet kommunalt avfall har inneburit att kommunerna har fått 
ett utökat ansvar för insamling och behandling av avfall. Vidare har det lett till oklarheter för vissa 
avfallsströmmar gällande vad som omfattas av begreppet och vem som ansvarar för avfallet i 
förhållande till hur det var tidigare.  

Kommunernas ansvar för visst kommunalt avfall, har tidigare utretts i den så kallade 
frivalsutredningen ”Äga avfall – en del av den cirkulära ekonomin (SOU2021:24)” där utredningens 
förslag var en möjlighet för avfallsproducenter att själva ansvara för ett stort antal avfallsfraktioner 
men att kommunen skulle stå redo som garant för det fall att den privata marknaden av olika 
anledningar inte längre var ett godtagbart alternativ. Utredningens förslag genomfördes inte utan i 
stället har Regeringen givit Naturvårdsverket i uppdrag att analysera om ansvaret för kommunalt avfall 
kan förändras avseende vissa enskilda avfallsströmmar. I uppdraget har det inte ingått att föreslå 
förändringar för det kommunala avfall som idag ingår i ett författningsreglerat producentansvar. I 
uppdraget har det ingått att samråda med Sveriges Kommuner och Regioner, Avfall Sverige, Svenskt 
Näringsliv och andra berörda aktörer.  

DATUM 2022-12-08 

DNR. 22/01658 

HANDLÄGGARE Marie Castor 

TELEFON 040-635 02 66 

E-POST marie.castor@vasyd.se 
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Kommunalt avfall vs hushållsavfall  

En definition av uttrycket kommunalt avfall infördes i 15 kap. 3 § miljöbalken vid det svenska 
genomförandet av kraven i avfallsdirektivet. Begreppet hushållsavfall ersattes därmed av begreppet 
kommunalt avfall, vilket har lett till tolkningssvårigheter, eftersom omfattningen av begreppet 
kommunalt avfall inte i alla avseenden motsvarar det som har benämnts och omfattats av termen 
hushållsavfall. Att kommunalt avfall idag omfattar strömmar som tidigare enligt praxis utgjorde 
verksamhetsavfall har både för vissa branscher och för kommunerna inneburit förändringar och krav 
på anpassning av avfallshantering. Kommunalt avfall definieras som avfall från hushåll och avfall från 
andra källor, såsom detaljhandeln, förvaltningar, skolor, hälso- och sjukvårdsinrättningar, hotell- och 
restaurangbranschen och andra tjänster och verksamheter, som liknar hushållsavfall till sin art och 
sammansättning. Kommunalt avfall omfattar därför bland annat avfall från park- och trädgårdsskötsel, 
såsom löv, gräs- och trädklipp, samt avfall från mark- och gaturenhållningstjänster, såsom innehåll i 
papperskorgar och skräp, utom material såsom sand, sten, lera eller damm. Vid införandet av 
begreppet kommunalt avfall i miljöbalken justerades även paragrafen som reglerar kommunernas 
ansvar för avfallshantering i 15 kap. 20 § miljöbalken.  

Sammanfattning av remissen 

Naturvårdsverket föreslår att ansvaret för tre avfallsströmmar ska förändras:  

• Avfall från detaljhandeln: Förslaget innebär en avgränsad valfrihet för butiker inom 
detaljhandeln, vilket innebär att de får möjlighet att välja om de vill hantera sitt avfall själva. 
Möjligheten till valfrihet innebär att kommunen fortsättningsvis har ett ansvar och att de 
aktörer som inte vill ta hand om sitt eget avfall inte heller behöver göra det.  

• Använt matfett: Förslaget innebär att insamling och behandling av använt matfett undantas 
från det kommunala ansvaret.  

• Utgrävd jord med invasiva främmande arter: Förslaget innebär att kommunerna får ett tydligt 
ansvar för utgrävda massor med invasiva främmande arter från hushållen. Naturvårdsverket 
lämnar även förslag till nya avfallskoder för avfall med invasiva främmande arter, eftersom 
det är viktigt att tydliggöra ansvaret och säkerställa att avfallet behandlas på ett sådant sätt 
att spridning förhindras. 
 

Flera utredda avfallsströmmar föreslås kvarstå i enlighet med nuvarande lagstiftning: 

• matavfall från restauranger och storkök  

• fett från fettavskiljare 

• kontorspapper  

• trädgårds- och parkavfall från verksamheter 

• grovavfall 

• kommunalt avfall från sjukhus och vårdinrättningar 
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VA SYDs ställningstaganden 

Avfall från detaljhandeln 

VA SYD avstyrker Naturvårdsverkets förslag om avgränsad valfrihet (s.k. frival) avseende kommunalt 
avfall från detaljhandel och anser att det istället vore lämpligt med full avreglering av kommunens 
ansvar för kommunalt avfall från detaljhandel (när avfallet till övervägande del härrör från 
detaljhandelverksamheten, d.v.s. inte från personalutrymmena och liknande). Avreglering skulle 
medföra att kommunen inte behöver ha beredskap för att hämta kommunalt avfall från detaljhandel 
som inte utnyttjar frivalet för sitt avfall. Med en sådan lösning får också verksamhetsutövare som 
genererar kommunalt avfall fullt ut äga och ta ansvar för det avreglerade kommunala avfallet och 
därmed borga för att avfallet borttransporteras och behandlas på ett miljö- och resurseffektivt sätt i 
enlighet med avfallshierarkin och gällande lagkrav.  

I syfte att säkerställa ett heltäckande miljö- och hälsoskydd avseende det kommunala avfallet från 
detaljhandel anser VA SYD, i likhet med Avfall Sverige, att det behövs en kompetensregel som 
möjliggör att kommunen får borttransportera och behandla avreglerat kommunalt avfall för det fall 
det inte finns någon privat aktör som vill åta sig uppdraget. Detta förslag till reglering innebär en 
möjlighet men inte någon skyldighet för kommunen att hantera avfallet. 

VA SYD vill understryka att en avreglering sannolikt innebär ett ökat behov av tillsyn, vilket är viktigt 
att tillgodose.  

För det fall lagstiftaren går vidare med förslaget om avgränsad valfrihet avseende kommunalt avfall 
från detaljhandel vill VA SYD påpeka följande: 

Kravet om anmälan till kommunen om val av annan hantering än kommunens, är nödvändigt för att 
möjliggöra kontroll av transportör och tillsyn av mottagare av avfallet. Denna anmälan kommer, 
framförallt initialt, att innebära en ökad administration för kommunen, men därefter även löpande. 
Det framgår inte av remissen om anmälan ska ske till kommunens tillsynsmyndighet eller 
avfallsorganisation. Informationen måste nå båda och kommer att kräva utökad samordning.  

Använt matfett  

VA SYD tillstyrker Naturvårdsverkets förslag gällande att undanta använt matfett från restauranger 
och storkök från kommunalt ansvar. Inom Malmö stad och Burlövs kommun där VA SYD verkar finns 
en välfungerande privat marknad för separat hantering av denna avfallsfraktion, vilket enligt VA 
SYDs bedömning leder till bästa hantering.  

Utgrävd jord med invasiva främmande arter (IAS) 

VA SYD välkomnar ansatsen att definiera och förtydliga ansvaret för avfallsfraktioner innehållande 
IAS. Att tydliggöra att växtmaterial, jord och sten från hushåll, innehållande IAS, är kommunalt 
ansvar bedöms innebära en säkrare hantering av dessa fraktioner. VA SYD skulle dock föredra 
följande formulering i 15 kap. 20 § 5 punkten miljöbalken: avfall som utgörs av utgrävd jord som 
innehåller invasiva främmande arter och som har producerats av hushåll inte producerats i en 
yrkesmässig verksamhet. 

Om kommunen ska erbjuda hämtning och transport av dessa avfallsslag alternativt tillåta att 
hushållen själva får transportera, erfordras vidare riktlinjer för vad som krävs för att en sådan 
transport ska kunna göras utan att riskera skyddet för människors hälsa och miljön.  
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VA SYD önskar också att författningen hänvisar till en förteckning över vilka arter som klassas som 
invasiva för att bland annat underlätta kommunikationen kring detta.  

Kommentarer gällande några av de avfallsslag som av Naturvårdsverket föreslås kvarstå 
med kommunalt ansvar 

VA SYD tillstyrker förslaget att hantering av fettavskiljarslam fortsatt föreslås ingå i det kommunala 
ansvaret. Detta för att säkerställa driften av den kommunala infrastruktur som avloppsledningsnätet 
utgör. 

Gällande trädgårds- och parkavfall som uppstår i yrkesmässig verksamhet så anser VA SYD att det 
inte finns några miljö- och hälsoskyddsskäl till att denna kommunala avfallsfraktion ska ligga under 
kommunalt ansvar. VA SYD hade därför hellre sett en avreglering av kommunalt ansvar för träd-
gårds- och parkavfall som uppstår i yrkesmässig verksamhet. 
 
Kontorspapper lyder under kommunalt ansvar enligt 15 kap. 20 och 20 a §§ miljöbalken när detta 
papper utgör kommunalt avfall. Om avfallet är enahanda och uppstår i större mängder är det inte 
säkert att det ska definieras som kommunalt avfall, vilket ofta är fallet med kontorspapper från verk-
samheter. Då kontorspapper från verksamheter utgör en fraktion där det redan finns ett väl funge-
rande insamlingssystem och att det inte finns några miljö- och hälsoskyddsrisker med en avreglering 
så föreslår VA SYD istället detta.  
 
 
Karin Wikström  
Chef avfallsavdelningen, VA SYD 
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VA SYD:s yttrande gällande remiss - Ansvar för 
kommunalt avfall avseende vissa enskilda 
avfallsströmmar 


Om VA SYD 


VA SYD är ett kommunalförbund som utvecklar och vårdar avfallshantering och VA-system i 
Sydvästra Skåne.  


VA SYDs avfallsavdelning ansvarar för insamlingen av kommunalt avfall samt avfall under kommunalt 
ansvar i Malmö stad och Burlövs kommun. Ansvarig politisk instans är Tekniska nämnden i Malmö, 
genom avtal med Burlövs kommun. Avfallshierarkin genomsyrar det övergripande arbetet, där det är 
prioriterat att avfallsmängderna ska minska, återbruket ska öka och att det avfall som ändå 
uppkommer ska tas hand om på ett så resurseffektivt sätt som möjligt för att kunna bidra till en hållbar 
samhällsutveckling.  


Bakgrund  


Begreppet kommunalt avfall ersatte begreppet hushållsavfall vid genomförandet av avfallsdirektivet 
den 1 augusti 2020. Införandet av begreppet kommunalt avfall har inneburit att kommunerna har fått 
ett utökat ansvar för insamling och behandling av avfall. Vidare har det lett till oklarheter för vissa 
avfallsströmmar gällande vad som omfattas av begreppet och vem som ansvarar för avfallet i 
förhållande till hur det var tidigare.  


Kommunernas ansvar för visst kommunalt avfall, har tidigare utretts i den så kallade 
frivalsutredningen ”Äga avfall – en del av den cirkulära ekonomin (SOU2021:24)” där utredningens 
förslag var en möjlighet för avfallsproducenter att själva ansvara för ett stort antal avfallsfraktioner 
men att kommunen skulle stå redo som garant för det fall att den privata marknaden av olika 
anledningar inte längre var ett godtagbart alternativ. Utredningens förslag genomfördes inte utan i 
stället har Regeringen givit Naturvårdsverket i uppdrag att analysera om ansvaret för kommunalt avfall 
kan förändras avseende vissa enskilda avfallsströmmar. I uppdraget har det inte ingått att föreslå 
förändringar för det kommunala avfall som idag ingår i ett författningsreglerat producentansvar. I 
uppdraget har det ingått att samråda med Sveriges Kommuner och Regioner, Avfall Sverige, Svenskt 
Näringsliv och andra berörda aktörer.  


DATUM 2022-12-08 


DNR. 22/01658 


HANDLÄGGARE Marie Castor 


TELEFON 040-635 02 66 


E-POST marie.castor@vasyd.se 



mailto:m.remissvar@regeringskansliet.se
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Kommunalt avfall vs hushållsavfall  


En definition av uttrycket kommunalt avfall infördes i 15 kap. 3 § miljöbalken vid det svenska 
genomförandet av kraven i avfallsdirektivet. Begreppet hushållsavfall ersattes därmed av begreppet 
kommunalt avfall, vilket har lett till tolkningssvårigheter, eftersom omfattningen av begreppet 
kommunalt avfall inte i alla avseenden motsvarar det som har benämnts och omfattats av termen 
hushållsavfall. Att kommunalt avfall idag omfattar strömmar som tidigare enligt praxis utgjorde 
verksamhetsavfall har både för vissa branscher och för kommunerna inneburit förändringar och krav 
på anpassning av avfallshantering. Kommunalt avfall definieras som avfall från hushåll och avfall från 
andra källor, såsom detaljhandeln, förvaltningar, skolor, hälso- och sjukvårdsinrättningar, hotell- och 
restaurangbranschen och andra tjänster och verksamheter, som liknar hushållsavfall till sin art och 
sammansättning. Kommunalt avfall omfattar därför bland annat avfall från park- och trädgårdsskötsel, 
såsom löv, gräs- och trädklipp, samt avfall från mark- och gaturenhållningstjänster, såsom innehåll i 
papperskorgar och skräp, utom material såsom sand, sten, lera eller damm. Vid införandet av 
begreppet kommunalt avfall i miljöbalken justerades även paragrafen som reglerar kommunernas 
ansvar för avfallshantering i 15 kap. 20 § miljöbalken.  


Sammanfattning av remissen 


Naturvårdsverket föreslår att ansvaret för tre avfallsströmmar ska förändras:  


• Avfall från detaljhandeln: Förslaget innebär en avgränsad valfrihet för butiker inom 
detaljhandeln, vilket innebär att de får möjlighet att välja om de vill hantera sitt avfall själva. 
Möjligheten till valfrihet innebär att kommunen fortsättningsvis har ett ansvar och att de 
aktörer som inte vill ta hand om sitt eget avfall inte heller behöver göra det.  


• Använt matfett: Förslaget innebär att insamling och behandling av använt matfett undantas 
från det kommunala ansvaret.  


• Utgrävd jord med invasiva främmande arter: Förslaget innebär att kommunerna får ett tydligt 
ansvar för utgrävda massor med invasiva främmande arter från hushållen. Naturvårdsverket 
lämnar även förslag till nya avfallskoder för avfall med invasiva främmande arter, eftersom 
det är viktigt att tydliggöra ansvaret och säkerställa att avfallet behandlas på ett sådant sätt 
att spridning förhindras. 
 


Flera utredda avfallsströmmar föreslås kvarstå i enlighet med nuvarande lagstiftning: 


• matavfall från restauranger och storkök  


• fett från fettavskiljare 


• kontorspapper  


• trädgårds- och parkavfall från verksamheter 


• grovavfall 


• kommunalt avfall från sjukhus och vårdinrättningar 
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VA SYDs ställningstaganden 


Avfall från detaljhandeln 


VA SYD avstyrker Naturvårdsverkets förslag om avgränsad valfrihet (s.k. frival) avseende kommunalt 
avfall från detaljhandel och anser att det istället vore lämpligt med full avreglering av kommunens 
ansvar för kommunalt avfall från detaljhandel (när avfallet till övervägande del härrör från 
detaljhandelverksamheten, d.v.s. inte från personalutrymmena och liknande). Avreglering skulle 
medföra att kommunen inte behöver ha beredskap för att hämta kommunalt avfall från detaljhandel 
som inte utnyttjar frivalet för sitt avfall. Med en sådan lösning får också verksamhetsutövare som 
genererar kommunalt avfall fullt ut äga och ta ansvar för det avreglerade kommunala avfallet och 
därmed borga för att avfallet borttransporteras och behandlas på ett miljö- och resurseffektivt sätt i 
enlighet med avfallshierarkin och gällande lagkrav.  


I syfte att säkerställa ett heltäckande miljö- och hälsoskydd avseende det kommunala avfallet från 
detaljhandel anser VA SYD, i likhet med Avfall Sverige, att det behövs en kompetensregel som 
möjliggör att kommunen får borttransportera och behandla avreglerat kommunalt avfall för det fall 
det inte finns någon privat aktör som vill åta sig uppdraget. Detta förslag till reglering innebär en 
möjlighet men inte någon skyldighet för kommunen att hantera avfallet. 


VA SYD vill understryka att en avreglering sannolikt innebär ett ökat behov av tillsyn, vilket är viktigt 
att tillgodose.  


För det fall lagstiftaren går vidare med förslaget om avgränsad valfrihet avseende kommunalt avfall 
från detaljhandel vill VA SYD påpeka följande: 


Kravet om anmälan till kommunen om val av annan hantering än kommunens, är nödvändigt för att 
möjliggöra kontroll av transportör och tillsyn av mottagare av avfallet. Denna anmälan kommer, 
framförallt initialt, att innebära en ökad administration för kommunen, men därefter även löpande. 
Det framgår inte av remissen om anmälan ska ske till kommunens tillsynsmyndighet eller 
avfallsorganisation. Informationen måste nå båda och kommer att kräva utökad samordning.  


Använt matfett  


VA SYD tillstyrker Naturvårdsverkets förslag gällande att undanta använt matfett från restauranger 
och storkök från kommunalt ansvar. Inom Malmö stad och Burlövs kommun där VA SYD verkar finns 
en välfungerande privat marknad för separat hantering av denna avfallsfraktion, vilket enligt VA 
SYDs bedömning leder till bästa hantering.  


Utgrävd jord med invasiva främmande arter (IAS) 


VA SYD välkomnar ansatsen att definiera och förtydliga ansvaret för avfallsfraktioner innehållande 
IAS. Att tydliggöra att växtmaterial, jord och sten från hushåll, innehållande IAS, är kommunalt 
ansvar bedöms innebära en säkrare hantering av dessa fraktioner. VA SYD skulle dock föredra 
följande formulering i 15 kap. 20 § 5 punkten miljöbalken: avfall som utgörs av utgrävd jord som 
innehåller invasiva främmande arter och som har producerats av hushåll inte producerats i en 
yrkesmässig verksamhet. 


Om kommunen ska erbjuda hämtning och transport av dessa avfallsslag alternativt tillåta att 
hushållen själva får transportera, erfordras vidare riktlinjer för vad som krävs för att en sådan 
transport ska kunna göras utan att riskera skyddet för människors hälsa och miljön.  
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VA SYD önskar också att författningen hänvisar till en förteckning över vilka arter som klassas som 
invasiva för att bland annat underlätta kommunikationen kring detta.  


Kommentarer gällande några av de avfallsslag som av Naturvårdsverket föreslås kvarstå 
med kommunalt ansvar 


VA SYD tillstyrker förslaget att hantering av fettavskiljarslam fortsatt föreslås ingå i det kommunala 
ansvaret. Detta för att säkerställa driften av den kommunala infrastruktur som avloppsledningsnätet 
utgör. 


Gällande trädgårds- och parkavfall som uppstår i yrkesmässig verksamhet så anser VA SYD att det 
inte finns några miljö- och hälsoskyddsskäl till att denna kommunala avfallsfraktion ska ligga under 
kommunalt ansvar. VA SYD hade därför hellre sett en avreglering av kommunalt ansvar för träd-
gårds- och parkavfall som uppstår i yrkesmässig verksamhet. 
 
Kontorspapper lyder under kommunalt ansvar enligt 15 kap. 20 och 20 a §§ miljöbalken när detta 
papper utgör kommunalt avfall. Om avfallet är enahanda och uppstår i större mängder är det inte 
säkert att det ska definieras som kommunalt avfall, vilket ofta är fallet med kontorspapper från verk-
samheter. Då kontorspapper från verksamheter utgör en fraktion där det redan finns ett väl funge-
rande insamlingssystem och att det inte finns några miljö- och hälsoskyddsrisker med en avreglering 
så föreslår VA SYD istället detta.  
 
 
Karin Wikström  
Chef avfallsavdelningen, VA SYD 






[ {
  "agreementId" : "b8d570d0-76d9-11ed-af9d-b32af853e28c",
  "agreementName" : "22/01658 ansvar för kommunalt avfall gällande enskilda avfallsströmmar VA SYD svar på remiss",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "22-01658 Ansvar för kommunalt avfall 221207_slutversion.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "279434",
    "fileHash" : "d1902ae455c7eb1b1c974d5ad9ac59f852fc524271d228d6ef60415777e38087",
    "fileId" : "e5c7c9d0-76d9-11ed-b163-15fc92511626"
  } ],
  "signees" : [ {
    "personName" : "Karin Wikström",
    "country" : "SE",
    "orgName" : "VA SYD",
    "personSurname" : "Wikström",
    "orgNr" : "2220002378",
    "personGivenName" : "Karin",
    "email" : "karin.wikstrom@vasyd.se"
  } ],
  "time" : "2022-12-08T10:24:11.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Marie Castor",
    "orgName" : "VA SYD",
    "ipAddress" : "212.112.191.244",
    "orgNr" : "2220002378",
    "email" : "marie.castor@vasyd.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "13749930-76da-11ed-8574-4919102a3ee3"
}, {
  "id" : "17695300-76da-11ed-8574-4919102a3ee3",
  "time" : "2022-12-08T10:24:18.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "marie.castor@vasyd.se"
  }, {
    "email" : "karin.wikstrom@vasyd.se"
  } ]
}, {
  "id" : "5f2efb20-76eb-11ed-af9d-b32af853e28c",
  "time" : "2022-12-08T12:28:00.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.112.191.244"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karin Wikström",
    "country" : "SE",
    "orgName" : "VA SYD",
    "personSurname" : "Wikström",
    "orgNr" : "2220002378",
    "personGivenName" : "Karin",
    "email" : "karin.wikstrom@vasyd.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Karin Wikström",
    "country" : "SE",
    "orgName" : "VA SYD",
    "personSurname" : "Wikström",
    "orgNr" : "2220002378",
    "personGivenName" : "Karin",
    "email" : "karin.wikstrom@vasyd.se"
  },
  "signingMetadata" : {
    "personNr" : "196702144426",
    "personSurname" : "VIKSTRÖM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjIyLzAxNjU4IGFuc3ZhciBmw7ZyIGtvbW11bmFsdCBhdmZhbGwgZ8OkbGxhbmRlIGVuc2tpbGRhIGF2ZmFsbHNzdHLDtm1tYXIgVkEgU1lEIHN2YXIgcMOlIHJlbWlzcyIgCklEOiBiOGQ1NzBkMC03NmQ5LTExZWQtYWY5ZC1iMzJhZjg1M2UyOGMKRGF0dW06IDIwMjItMTItMDgKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "68963520-76eb-11ed-9864-1b6d3332a30f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMjItMDE2NTggQW5zdmFyIGbDtnIga29tbXVuYWx0IGF2ZmFsbCAyMjEyMDdfc2x1dHZlcnNpb24ucGRmIgpkMTkwIDJhZTQgNTVjNyBlYjFiIDFjOTcgNGQ1YSBkOWFjIDU5ZjggNTJmYyA1MjQyIDcxZDIgMjhkNiBlZjYwIDQxNTcgNzdlMyA4MDg3Ci0tLS0tLS0tLS0=",
    "personGivenName" : "KARIN",
    "startDate" : "2022-12-08T11:28:16.460+0000",
    "transactionId" : "73a8b20dc47cd47f4faecbede0231202"
  },
  "time" : "2022-12-08T12:28:33.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.112.191.244"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "72d55890-76eb-11ed-8574-4919102a3ee3"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


4



https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.16 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.
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Parameter name Parameter value example Description


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be


stored as a part of SignMetadata.


For non-advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the TBS from SignMetadata.
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Output type How to validate


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.
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Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
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    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
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    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date
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Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced
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Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended


Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced
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Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based


email service.
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• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide


advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.


Example
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.
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It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
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Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.
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• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.
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• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.
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Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:
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• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)
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◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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