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Svensk note till Forenta Staternas utrikesminister

December 4, 1981

Sir,

In an exchange of notes between the Swed-
ish Minister for Foreign Affairs and the Unit-
ed States Ambassador to Sweden, dated June
30, and July 1, 1952, respectively, the terms
were agreed upon under which the Govern-
ment of Sweden desires to procure for de-
fense purposes military equipment, materi-
als, or services on a reimbursable basis from
the Government of the United States of
America. By an exchange of notes dated Jan-
uary 30, 1961, the scope of this Agreement
was enlarged, insofar as it regards security
measures, to cover any information, equip-
ment, materials or services relating to de-
fense, given a security classification by either
Government and communicated directly or
indirectly between our two Governments.

Subsequently, it has been found desirable
to revise the afore-mentioned Agreement,
dated January 30, 1961. On the basis of the
understanding reached in the course of recent
discussions between representatives of our
two Governments, I have the honor to pro-
pose that the 1961 Agreement should be re-
placed by a General Security of Military In-
formation Agreement, the terms of which
read as follows:

1. All classified military information com-
municated directly or indirectly between our
two Governments shall be protected in accor-
dance with the following principles:

a. the recipient government will not release
the information to a third government or any
other party without the approval of the re-
leasing government;

_b. the recipient government will afford the
information a degree of protection equivalent
to that afforded it by the releasing govern-
ment;

c. the recipient government will not use the
information for other than the purpose for
which it was given; and

d. the recipient government will respect
private rights, such as patents, copyrights, or
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(Oversittning)
Den 4 december 1981

Herr Utrikesminister,

Genom notevaxling mellan den svenske
utrikesministern och Foérenta Staternas am-
bassador i Sverige den 30 juni och den 1 juli
1952 traffades overenskommelse om de vill-
kor pa vilka den svenska regeringen far for
forsvarsiandamal mot betalning forvirva mili-
tér utrustning, materiel eller tjanster fran re-
geringen i Amerikas Forenta Stater. Genom
notevixling den 30 januari 1961 utvidgades
overenskommelsen, sédvitt den avser siker-
hetsatgarder, till att omfatta alla upplysning-
ar, all utrustning och materiel samt alla tjan-
ster som hanfor sig till forsvaret, som enligt
beslut av endera regeringen har sekretessbe-
lagts och som overfors direkt eller indirekt
mellan véara regeringar.

Det har sedermera befunnits onskvirt att
revidera nyss namnda overenskommelse av
den 30 januari 1961. Pa grundval av det sam-
forstind som naddes under de diskussioner
som nyligen dgde rum mellan foretridare for
vara bada regeringar har jag dran foresla att
1961 ars overenskommelse ersédtts med en
allmin 6verenskommelse om sekretesskydd
av militar information med féljande villkor.

1. All sekretessbelagd militdr information,
som overfors direkt eller indirekt mellan vara
bada regeringar, skall skyddas enligt foljande
principer:

a. den mottagande regeringen far inte
lamna informationen till en tredje regering
eller ndgon annan part utan godkidnnande av
den dverldtande regeringen;

b. den mottagande regeringen skall ge in-
formationen samma grad av skydd som den
dverlitande regeringen;

c. den mottagande regeringen far inte an-
vinda informationen for annat dndamal in
det for vilken den dr avsedd; och

d. den mottagande regeringen skall respek-
tera privatigda skyddsritter sdsom patent,




trade secrets which are involved in the infor-
mation.

2. Classified military information and ma-
terial shall be transferred only on a govern-
ment-to-government basis and only to the
persons who have appropriate security clear-
ance for access to it.

3. For the purpose of this agreement, clas-
sified military information is that official mili-
tary information or material which in the in-
terests of national security of the releasing
government, and in accordance with applica-
ble national laws and regulations, requires
protection against unauthorized disclosure
and which has been designated as classified
by appropriate security authority. This in-
cludes any classified information, in any
form, including written, oral, or visual. Mate-
rial may be any document, product or sub-
stance on, or in which, information may be
recorded or embodied. Material shall encom-
pass everything regardless of its physical
character or makeup including, but not limit-
ed to, documents, writing, hardware, equip-
ment, machinery, apparatus, devices, mo-
dels, photographs, recordings, reproduc-
tions, notes, sketches, plans, prototypes, de-
signs, configurations, maps, and letters, as
well as all other products, substances or
items from which information can be derived.

4. Information classified by either of our
two governments and furnished by either
government to the other through government
channels will be assigned a classification by
appropriate authorities of the receiving gov-
ernment which will assure a degree of protec-
tion equivalent to that required by the gov-
ernment furnishing the information.

5. This Agreement shall apply to all ex-
changes of classified military information be-
tween all agencies and authorized officials of
our two governments. Details regarding
channels of communication and the applica-
tion of the foregoing principles shall be the
subject of such technical arrangements (in-
cluding an Industrial Security Arrangement)
as may be necessary between appropriate
agencies of our respective governments.

6. Each government will permit security
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copyright eller affarshemligheter, som ar for-
bundna med informationen.

2. Sekretessbelagd militar information och
materiel far 6verforas endast fran regering till
regering och endast till de personer som ar
godkiinda fran sikerhetssynpunkt for tillgang
till den.

3. I denna overenskommelse avses med
sekretessbelagd militiar information den offi-
ciella militara information eller materiel som
pé grund av den overlatande regeringens na-
tionella sikerhetsintressen och i enlighet med
tillampliga nationella lagar och bestammelser
behover skyddas mot otillatet réjande och
som har sekretessbelagts av behorig siaker-
hetsmyndighet. Den omfattar all sekretessbe-
lagd information, oavsett form, innefattande
skriftlig, muntlig eller visuell. Materiel kan
vara varje dokument, produkt eller foremal
som kan forses med eller innehélla informa-
tion. Materiel omfattar allt, oberoende av fy-
sisk art eller beskaffenhet, inbegripet men ej
begrinsat till, dokument, skrifter, hardvara,
utrustning, maskiner, apparater, anordning-
ar, modeller, fotografier, upptagningar, re-
produktioner, anteckningar, skisser, planer,
prototyper, ritningar, figurer, Kartor och brev
samt alla andra produkter, amnen eller fore-
mal fran vilka kan erhallas information.

4. Information, som sekretessbelagts av
endera av de bada regeringarna och lamnats
av den ena regeringen till den andra genom
kanaler pé regeringsnivi, skall av den motta-
gande regeringens behoriga myndigheter ges
en hemligbeteckning, som skall séikerstilla
minst samma grad av skydd som det skydd
som den regering som tillhandahdller infor-
mationen Kraver.

5. Denna dverenskommelse skall tillampas
vid all utvixling av sekretessbelagd informa-
tion mellan vdra bada regeringars samtliga
myndigheter och behoriga tjanstemin. Nar-
mare detaljer om kanaler for overforandet
samt om tillimpningen av ovanstidende prin-
ciper skall bli féremal for nédvandiga tek-.
niska arrangemang (inbegripet en Overens-
kommelse om industriell sdkerhet) mellan
vara respektive regeringars behdriga myn-
digheter.

6. Vardera regeringen skall tilldta den and-
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experts of the other government to make pe-
riodic visits to its territory, when it is mutual-
ly convenient, to discuss with its security
authorities its procedures and facilities for
the protection of classified military informa-
tion furnished to it by the other government.
Each government will assist such experts in
determining whether such information pro-
vided to it by the other government is being
adequately protected.

7. The recipient government will investi-
gate all cases in which it is known or there are
grounds for suspecting that classified military
information from the originating government
has been lost or disclosed to unauthorized
persons. The recipient government shall also
promptly and fully inform the originating
government of the details of any such occur-
rences, and of the final results of the investi-
gation and corrective action taken to pre-
clude recurrences.

8. a. In the event that either government or
its contractors award a contract involving
classified military information for perfor-
mance within the territory of the other gov-
ernment, then the government of the country
in which performance under the contract is
taking place will assume responsibility for
administering security measures within its
own territory for the protection of such clas-
sified information in accordance with its own
standards and requirements.

b. Prior to the release to a contractor or
prospective contractor of any classified mili-
tary information received from the other gov-
ernment, the recipient government will:

(1) insure that such contractor or prospec-
tive contractor and his facility have the capa-
bility to protect the information adequately;

(2) grant to the facility an appropriate secu-
rity clearance to this effect;

(3) grant appropriate security clearance for
all personnel whose duties require access to
the information;

(4) insure that all persons having access to
the information are informed of their respon-
sibilities to protect the information in accor-
dance with applicable laws;

4

ra regeringens sakerhetsexperter att Ater-
kommande besoka dess territorium vid tillfal-
len som ér lampliga for bada parter i syfte att
med dess sdkerhetsmyndigheter diskutera
dess forfaranden och atgirder for att skydda
sekretessbelagd militdr information, som den
andra regeringen har tillhandahallit. Varje re-
gering skall bistd dessa experter med att fast-
stilla huruvida den information som lamnats
av den andra regeringen &tnjuter lampligt
skydd.

7. Den mottagande regeringen skall under-
soka samtliga de fall da det ar kint eller finns
anledning att misstinka att sekretessbelagd
militar information fran den regering fran vil-
ken den harrdr har forkommit eller rojts for
obehoriga. Den mottagande regeringen skall
aven omedelbart och utférligt informera den
regering som informationen harrér fran om
detaljerna i varje sadant fall samt om de slut-
liga resultaten av den undersdkning och den
pafoljd som tillgripits for att hindra en upp-
repning av det intraffade.

8. a. Om endera regeringen eller dess le-
verantorer ingar ett kontrakt som innehéller
sekretessbelagd militdr information och som
innebir att tillverkning eller andra atgirder
skall utféras pa den andra regeringens terri-
torium, skall regeringen i det senare landet
iklida sig ansvaret for vidtagandet av siker-
hetsatgirder pa sitt eget territorium for att
skydda denna sekretessbelagda information i
enlighet med sina egna normer och krav.

b. Fore utlamnandet till en leverantor eller
eventuell leverantor av sekretessbelagd mili-
tir information. som mottagits fran den andra
regeringen, skall den mottagande regeringen:

1) sikerstdlla att denna leverantor eller
eventuella leverantér och hans foretag har
majlighet att pa ett tillfredsstiillande sitt
skydda informationen;

2) ge foretaget erforderligt godkdnnande
fran sikerhetssynpunkt med hinsyn hirtill;

3) ge erforderligt godkinnande fran siker-
hetssynpunkt at samtliga anstillda, vilkas
uppgifter kriver tillgang till informationen:

4) sakerstilla att alla personer som har till-
gang till informationen dr underrittade om
sitt ansvar att skydda informationen i en-
lighet med tillimplig lagstiftning.
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(5) carry out periodic security inspections
of cleared facilities;

(6) assure that access to the military infor-
mation is limited to those persons who have a
need to know for official purposes.

9. A request for authorization to visit a
facility when access to the classified military
information is involved will be submitted to
the appropriate department or agency of the
government of the country where the facility
is located by an agency designated for this
purpose by the other government: this re-
quest will include a statement of the security
clearance, the official status of the visitor and
the reason for the visit. Blanket authoriza-
tions for visits over extended periods may be
arranged. The government to which the re-
quest is submitted will be responsible for ad-
vising the contractor of the proposed visit
and for authorizing the visit to be made.

10. Costs incurred in conducting security
investigations or inspections required here-
under will not be subject to reimbursement.

If the foregoing is agreeable to your Gov-
ernment, | propose that this note and your
reply to that effect shall constitute an Agree-
ment on this matter between our two Govern-
ments which shall enter into force on the date
of your reply.

Accept, Sir, the assurances of my highest
consideration.

W Wachtmeister
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5) genomfora aterkommande sakerhets-
kontroller av godkinda foretag;

6) tillse att tillgdngen till militar information
begrinsas till de personer som behdover den
for officiella &ndamal.

9. En ansokan om tillstdnd att besoka ett
foretag skall, di besoket medfor tillgang till
sekretessbelagd militiar information, inlim-
nas till vederbérande departement eller myn-
dighet under regeringen i det land dir foreta-
get ir beliget av en myndighet, som for detta
andamal utsetts av den andra regeringen;
denna ansdkan skall dven innefatta en bekraf-
telse pA vederborligt sikerhetsgodkdnnande,
den besdkandes tjinstestillning samt syftet
med besoket. Generella tillstind for besok
under lingre perioder kan ordnas. Den rege-
ring som ansokan inlamnas till skall ansvara
for att besoksmottagaren underrittas om det
avsedda besoket samt for att tillstand for be-
soket utfardas.

10. Kostnader som uppkommer fér genom-
forandet av de undersokningar eller inspek-
tioner som krivs enligt denna 6verenskom-
melse kommer inte att ersittas.

Om ovanstadende kan godtas av Er rege-
ring, foreslér jag att denna note och Ert svar
skall utgéra en 6verenskommelse mellan véra
regeringar i denna fraga, vilken éverenskom-
melse triader i kraft dagen for Ert svar.

Mottag, Herr Utrikesminister, forsidkran
om min utmirkta hogaktning.

W Wachtmeister

Amerikansk note till Sveriges ambassaddir i Washington

December 23, 1981

Excellency:

I have the honor to acknowledge the re-
ceipt of your note dated December 4, 1981,
containing the terms of a General Security of
Military Information Agreement, to replace
the existing Agreement on this matter dated
January 30, 1961.

Den 23 december 1981

Herr Ambassadér,

Jag har dran erkinna mottagandet av Er
note den 4 december 1981, vilken innehaller
villkoren for en allmén 6verenskommelse om
sekretesskydd av militir information, som
skall ersitta den nu géillande 6verenskommel-
sen i denna friga av den 30 januari 1961,
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I hereby convey the acceptance of this
Agreement by the United States Govern-
ment, and confirm that your note and this
reply shall constitute a General Security of
Military Information Agreement between our
two Governments, which shall enter into
force on this date.

Accept, Excellency, the renewed assur-
ances of my highest consideration.

For the Secretary of State:

James Buckley

Jag far harmed meddela att Férenta Stater-
nas regering godkint denna Gverenskom-
melse och bekrifta att Er note och detta svar
skall utgora en allmén 6verenskommelse om
sekretesskydd av militdr information mellan
véra regeringar, som triader i kraft denna dag.

Mottag, Herr Ambassador, forsidkran om
min utmérkta hogaktning.

For utrikesministern

James Buckley




