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Inledning

Konungariket Sveriges regering, foretrddd av dess forsvarsminister, och
Forenade Konungariket Storbritannien och Nordirlands regering, foretradd
av statssekreteraren for forsvaret, dven kallade parterna for de syften som
avses i detta avtal, har i den nationella sdkerhetens intresse kommit verens
om fdljande bestimmelser som anges i detta generella sikerhetsskyddsavtal
(GSA), som oOnskar trygga skyddet av hemlig information som &verfors
for forsvarssamarbete, forskning, produktion och anskaffning mellan de
bada landerna eller till kommersiella och industriella foretag i ettdera av de
bada ldnderna genom godkinda kanaler. Detta GSA ska ocksa genomfora
de sdkerhetsskyddsbestimmelser som ingar i ramavtalet mellan Republiken
Frankrike, Republiken Italien, Konungariket Spanien, Férenade Konungari-
ket Storbritannien och Nordirland, Konungariket Sverige och Forbundsrepu-
bliken Tyskland om atgirder for att underlétta omstrukturering och drift av
den europeiska forsvarsindustrin, som undertecknades i Farnborough den 27
juli 2000, nedan kallat ramavtalet.

Detta GSA ticker inte utvixling av nukledr, biologisk och kemisk infor-
mation (NBC) hanforlig till utrustning som vanligen bendmns massforstirel-
sevapen (WMD).
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Detta GSA ersitter avtalet mellan Sveriges forsvarsminister och statssekre-
teraren for forsvaret i Storbritannien om skydd av sekretessbelagd informa-
tion som utbyts for forsvarsiandamal, forskning, produktion och anskaftning
mellan de bada landerna, daterat den 16 juni 1998.

1. Allmiin bestimmelse

Parternas dtaganden i detta GSA ska tolkas i enlighet med deras respektive
nationella lagar och bestdmmelser.

2. Informationssikerhetsklasser

Informationssdkerhetsklasserna och deras motsvarigheter i de bada ldn-
derna &r foljande:

Storbritannien Sverige

UK SECRET HEMLIG/SECRET

UK CONFIDENTIAL HEMLIG/CONFIDENTIAL
UK RESTRICTED HEMLIG/RESTRICTED

De svenska tilliggen SECRET, CONFIDENTIAL och RESTRICTED ska
tolkas som den sdkerhetsskyddshantering som ska ges den utvédxlade hemliga
informationen. Om den svenska beteckningen 4&r HEMLIG utan angivande
av extra sikerhetsskyddshantering, méste den hemliga informationen ges en
sikerhetsskyddshantering pa nivan UK SECRET.

Som allmén regel giller att de ovanndmnda nivéerna ska betraktas som
likvardiga. Exempelvis ska ett dokument betecknat UK CONFIDENTIAL
som Overfors till Sverige formedlas, behandlas, lagras och placeras pa ett sitt
som ger samma skydd som for ett svenskt dokument betecknat HEMLIG/
CONFIDENTIAL.

3. Definitioner

Foljande termer definieras for tydlighets skull:

hemlig information: uppgifter (dvs. kunskap som kan 6verforas i ndgon
form) eller material som fordrar skydd mot otillatet rdjande, som har asatts
informationssikerhetsklass.

sdkerhetsskyddsavtal: ett avtal som innehaller eller omfattar hemlig infor-
mation.

mottagare: kontraktstagare, anldggning eller annan enhet som mottar ma-
terialet fran verlataren for vidare sammansittning, anvdandning, vidareforad-
ling eller annat &ndamal. Termen omfattar inte transportorer eller agenter.

overldtare: person eller enhet som &r ansvarig for att tillhandahalla mot-
tagaren material.

kontrakt: en 6verenskommelse som rittsligt binder tva eller flera parter och
som skapar och definierar verkstéllbara réttigheter och skyldigheter mellan
parterna.

leverantor: en fysisk eller juridisk person som ar behdrig att ingé avtal med
rattsligt bindande verkan.

dokument: dokumenterad information oberoende av fysisk form eller
beskaffenhet, exempelvis skrivet och tryckt material (ddribland skrivelser,
ritningar och planer), medier for elektronisk lagring (bland annat harddiskar,
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disketter, chip, magnetband, cd-skivor), fotografier och videoinspelningar
samt optisk eller elektronisk atergivning av sddana.

anldggning: installation, verk, fabrik, laboratorium, kontor, universitet
eller annan utbildningsanstalt eller foretag (med tillhérande lagerlokaler, la-
geromraden, nyttigheter och bestandsdelar som ingar i dessa pa grund av sin
funktion eller lokalisering) samt offentlig myndighet eller enhet.

material: foremal eller dmnen frén vilka information kan hidmtas. Termen
omfattar dokument, utrustning, vapen eller komponenter.

nationell sdikerhetsskyddsmyndighet/verkstdllande sdkerhetsskyddsmyn-
dighet (NSA/DSA): officiell myndighet eller enhet som av en part har utsetts
att ansvara for samordning samt genomforande av nationellt sdkerhetsskydd.

upprittande part: den part som genererar den hemliga informationen pa
uppdrag av NSA/DSA.

mottagande part: den part till vilken hemlig information dverfors pa upp-
drag av NSA/DSA.

séikerhetsskyddsansvarig: den person som utsetts av en NSA/DSA att tillse
att sikerhetsskyddsforeskrifterna tillimpas i en offentlig anldggning eller i en
leverantors lokaler.

4. Behoriga sikerhetsmyndigheter
Ansvariga myndigheter for forsvarsrelaterat sdkerhetsskydd ér:

For Storbritannien

Director of Defence Security (D Def Sy)

Ministry of Defence

(Direktoren for forsvarets sikerhetsskydd, Forsvarsministeriet)
St Giles Court

1-13 St Giles High Street

London, WC2H 8LD

For Sverige

NSA i Sverige med det hogsta ansvaret for forsvarsrelaterat sikerhets-
skydd:

Forsvarsmakten

Hogkvarteret

Militdra underrittelse- och sikerhetstjansten (MUST)

SE-107 85 STOCKHOLM

Sverige

DSA i Sverige ansvarig for forsvarsrelaterad industriell sékerhet 4r:

Forsvarets materielverk

Séakerhetsskydd

SE-115 88 STOCKHOLM

Sverige

5. Begrinsningar i friga om anviindning och delgivning

5.1 Part far inte utan foregdende skriftligt tillstdnd av uppréttande part
tillkdnnage, delge eller tillata tillkdnnagivande eller delgivning av hemlig
information, som &r relaterad till ett program, till en annan regering eller in-



ternationell organisation eller ndgon enhet som inte deltar i programmet.

5.2 Mottagande part far inte utan foregaende samrad offentligen delge,
anvinda eller tillata anvindning av hemlig information, utom for de d&ndamal
och med de begrinsningar som angivits av upprittande part eller pa dennas
vagnar.

5.3 Ingenting i detta GSA ska tolkas som ett bemyndigande att tillkdnnage,
anvinda, utvixla eller delge information som omfattas av upphovsritt forran
sarskilt skriftligt tillstdnd har erhallits av rittsinnehavaren, oberoende av om
denne ar en av parterna eller tredje part.

6. Skydd av hemlig information

6.1 Upprittande part ska tillse att mottagande part informeras om

a) informationens informationssdkerhetsklass och andra villkor for dess
tillkdnnagivande eller begrinsningar i friga om anvindning och att informa-
tionen dr markt pa detta sitt, samt

b) eventuella senare dndringar av informationssékerhetsklass.

6.2. Mottagande part ska

a) i enlighet med sina nationella lagar och bestimmelser, ge information
som mottagits fran den andra parten samma sdkerhetsskydd som ges hemlig
information pa samma niva hos uppréttande part,

b) tillse att hemlig information asitts dess egen informationssikerhetsklass
i enlighet med avsnitt 2 ovan, samt

c) tillse att informationssékerhetsklasserna inte dndras utan skriftligt till-
stand av upprittande part eller pa dennas végnar.

6.3 For att uppnéd och bibehalla likvirdigt sdkerhetsskydd ska parternas
NSA/DSA efter anmodan ldmna varandra upplysningar om sina bestdmmel-
ser och rutiner och sina riktlinjer avseende skydd av hemlig information och
ska 1 detta syfte underldtta besok fran varandras behoriga sdkerhetsmyndig-
heter.

7. Behorighet till hemlig information

7.1 Ratt att ta del av hemlig information ska vara foérbehallen personer
som har behov av den i tjdnsten och som har genomgatt sékerhetsprovning
av NSA/DSA hos mottagande part eller av NSA/DSA i en part i ramavtalet
i enlighet med dennas nationella bestimmelser for den nivd som motsvarar
informationssdkerhetsklassen hos den information som ska delges.

7.2 1 enlighet med artikel 23 i ramavtalet gdller f6ljande.

7.2.1 Tillstand att ta del av hemlig information betecknad UK CONFI-
DENTIAL / HEMLIG/CONFIDENTIAL och UK SECRET / HEMLIG/SE-
CRET vad giller en person som dr medborgare endast i en part i ramavtalet
far ges utan uppréttande parts forhandstillstand.

7.2.2 Tillstdnd att ta del av hemlig information betecknad UK CONFI-
DENTIAL / HEMLIG/CONFIDENTIAL och UK SECRET / HEMLIG/SE-
CRET vad géller en person som dr medborgare i en av parterna och i en annan
medlemsstat i EU ska beviljas utan upprittande parts forhandstillstind. Vid
behorighet att ta del av hemlig information som inte foljer av denna punkt ska
det samradsforfarande tillimpas som anges i 7.2.3 nedan.

7.2.3 Raétt att ta del av information betecknad UK CONFIDENTIAL /
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HEMLIG/CONFIDENTIAL och UK SECRET / HEMLIG/SECRET vad
géller en person som inte har medborgarskap som anges i 7.2.1 och 7.2.2
ovan ska goras till foremal for foregaende samrad med upprittande part. Det
samradsforfarande som giller sddana personer ska ske pa det sétt som anges
under a - d nedan.

a) Samradsforfarandet ska inledas innan ett projekt eller ett program har
satts igang eller, om det dr lampligare, under arbetets gang.

b) Informationen ska begrénsas till de berdrda personernas nationalitet.

d) En part som mottar en sddan begiran ska prova om delgivning av dess
hemliga information till icke-godkénda medborgare kan godtas.

e) Sadant samrad ska beredas skyndsamt med mélet att uppna konsensus.
Om detta inte 4r mojligt, ska uppréttande parts beslut godtas.

8. Overforing av sekretessbelagd information

8.1 Hemlig information med den brittiska beteckningen UK CONFIDEN-
TIAL/UK SECRET och den svenska beteckningen HEMLIG/CONFIDEN-
TIAL/HEMLIG/SECRET ska dverforas mellan de bada ldnderna i enlighet
med upprittande parts sékerhetsskyddsbestimmelser. Den normala vigen
ska vara via de diplomatiska kanalerna mellan de béda parterna, men andra
overforingssétt far anvindas, sisom genom personligt dverlimnande eller
via sikra kommunikationsmedel (kryptering), om de dr godtagbara for bada
parterna.

8.2 I enlighet med artikel 25 i ramavtalet och dess bilaga far i bradskande
fall, dvs. endast nir diplomatisk kurirpost inte uppfyller dessa krav, hemlig
information betecknad UK CONFIDENTIAL / HEMLIG/CONFIDENTIAL
overforas med anlitande av privata kurirforetag, under forutsittning att fol-
jande krav dr uppfyllda:

a) Kurirforetaget dr lokaliserat inom parternas territorium och har ett séker-
hetsskyddsprogram for transport av virdeforsdandelser, med kvittenssystem
inkluderande fortlopande kontroll av att forsédndelsen &r omhéndertagen
antingen med anvindning av kvittenser och leveranslistor eller elektroniskt
sparnings- och uppfoljningssystem.

b) Kurirforetaget ska tillhandahélla och ge avsdndaren ett mottagnings-
bevis pé leveranslista eller tillhandahélla kvittens som dverensstimmer med
numret pa forsdndelsen.

c) Kurirforetaget garanterar att forsdndelsen lamnas till mottagaren fore ett
bestdmt klockslag och datum inom en 24-timmarsperiod.

d) Kurirforetaget har ritt att anlita ett ombud eller en underleverantor.
Ansvaret for att uppfylla de ovanndmnda kraven maste dock kvarstd hos
kurirforetaget.

8.3 Hemlig information betecknad UK RESTRICTED / HEMLIG/RES-
TRICTED ska overforas mellan parterna i enlighet med upprittande parts na-
tionella bestimmelser, vilket kan innefatta anlitande av privata kurirforetag.

8.4 1 enlighet med artikel 25 i ramavtalet och dess bilaga far hemlig in-
formation betecknad UK CONFIDENTIAL / HEMLIG/CONFIDENTIAL
och UK SECRET / HEMLIG/SECRET inte 6verforas elektroniskt i klartext.
Endast signalskyddssystem som godkénts av parternas NSA/DSA far anvén-
das for kryptering av hemlig information betecknad UK CONFIDENTIAL /
HEMLIG/CONFIDENTIAL och UK SECRET / HEMLIG/SECRET obero-



ende av overforingssatt. Hemlig information betecknad UK RESTRICTED /
HEMLIG/RESTRICTED far 6verforas eller nas pa elektronisk vig (exempel-
vis genom punkt-till-punkt-forbindelser) via ett allmént ndtverk sdsom Inter-
net, med anvéindning av officiella eller kommersiella kryptoutrustningar som
omsesidigt godkénts av de behoriga nationella myndigheterna. Emellertid far
telefonsamtal, videokonferenser eller faxdverforingar som innehéller hemlig
information betecknad UK RESTRICTED / HEMLIG/RESTRICTED ske i
klartext, om ett godként signalskyddssystem inte ar tillgdngligt.

8.5 Nir stora mingder av hemlig information ska &verforas, ska transport-
sattet, vigen och eskorten (i féorekommande fall) gemensamt bestdmmas i
varje sérskilt fall av parternas behdriga myndigheter.

9. Besok

9.1 Parterna ska bevilja civila och militira foretrddare fran den andra
parten eller dennes leverantdrers anstillda tillstand till besok, som innefattar
tillgang till hemlig information, i sina statliga anldggningar, organ och labo-
ratorier och i industrianliggningar som tillhor leverantdrer, om besdkarna
ar placerade i sdkerhetsklass och har behov av att ta del av informationen i
tjansten.

9.2 Besokare ér skyldiga att folja vardpartens sdkerhetsskyddsbestammel-
ser. Hemlig information som ldmnats ut till eller gjorts tillgénglig for en beso-
kare ska betraktas sdsom delgiven till den part som ar ansvarig for besdkaren
och ska skyddas i enlighet ddrmed.

9.3 I enlighet med artikel 26 i ramavtalet och dess bilaga om besdk som be-
ror hemlig information i offentliga anldggningar tillhdrande den andra parten
eller i en leverantdrs anldggningar dr tillgang till hemlig information beteck-
nad UK CONFIDENTIAL / HEMLIG/CONFIDENTIAL och UK SECRET /
HEMLIG/SECRET krivs, ska foljande forfarande tillampas.

1) Enligt foljande bestimmelser ska saddana besok avtalas direkt mellan
den sidndande anldggningen och den mottagande anldggningen.

2) For dessa besok ska foljande krav ocksa vara uppfyllda:

a) Besoket gors i ett officiellt syfte.

b) Leverantorsdgda anldggningar som ska besdkas maste vara godkénda ur
sakerhetssynpunkt.

c) Fore ankomsten maste bekréftelse pa besokarens sdkerhetsprovning
lamnas direkt till den mottagande anldggningen av den sdkerhetsansvarige
vid den sédndande anldggningen i dverenskommen form. For att styrka sin
identitet maste besdkaren ha ID-kort eller pass, som uppvisas for de sdker-
hetsansvariga i den mottagande anldggningen.

9.4 De sikerhetsskyddsansvariga vid den sdndande anldggningen

a) ar skyldiga att forsdkra sig hos sina NSA/DSA om att den anldggning
som ska besokas dr godkand ur sidkerhetssynpunkt, och

b) ér, tillsammans med de sdkerhetsskyddsansvariga i den mottagande an-
laggningen, skyldiga att komma dverens om att besoket dr nédvéandigt.

9.5 Den sidkerhetsskyddsansvarige i en anldggning som ska besdkas el-
ler, i forekommande fall, en statlig anldggning, ska tillse att alla besdkare
antecknas med namn, den organisation de foretrdder, dagen for utgangen
av sdkerhetsprévningens giltighetstid, dagen eller dagarna for besoket samt
uppgift om vilka personer som har besokts. Dokumentationen ska bevaras i
minst fem 4r.
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9.6 NSA/DSA i den mottagande parten har ritt att begéra forhandsmed-
delande fréan sina anldggningar nér det géller besok om besdket varar langre
an 21 dagar. Det tillkommer vederbérande NSA/DSA att ge tillstand, men de
ska, om sédkerhetsproblem uppstar, radgéra med NSA/DSA fran besokarens
land.

9.7 Besdk som berdr hemlig information betecknad UK RESTRICTED /
HEMLIG/RESTRICTED ska ocksé avtalas direkt mellan den sdndande och
den mottagande anlidggningen.

10. Kontrakt

10.1 Nér upprittande part avser att gora en bestéllning, eller bemyndigar
en leverantdr i sitt land att gora en bestdllning, som innefattar hemlig infor-
mation betecknad UK CONFIDENTIAL / HEMLIG/CONFIDENTIAL eller
hogre, hos en leverantdr i det andra landet, ska den i forvég begira en forsik-
ran fran NSA/DSA i det andra landet, som utvisar att den avsedda leveranto-
ren ar godkénd ur sékerhetssynpunkt upp till den erforderliga nivan och dven
har tillréckliga sidkerhetsanordningar for att ge hemlig information erforder-
ligt skydd. I forsdkran ska det ingd att den sidkerhetsgodkénda leverantorens
sakerhetsupptridande ska dverensstimma med nationella sdkerhetsskydds-
bestdmmelser och 6vervakas av dennes NSA/DSA.

10.2 Vederborande NSA/DSA ér skyldig att tillse att leverantorer som far
bestéllningar till foljd av dessa forfragningar fore kontraktets ingdende ar
medvetna om foljande bestimmelser och skyldigheter:

10.2.1 Definitionen av termen hemlig information och likvérdiga nivéer for
informationssidkerhetsklasser hos de bada parterna enligt denna uppgorelse.

10.2.2 Namnen pa de bada ldndernas myndigheter som &dr behdriga att ge
tillstand till utlimnande av, och samordning av skyddet av, hemlig informa-
tion som berdr ett kontrakt.

10.2.3 Kanaler som far anvindas for overforing av hemlig information
mellan de berdrda myndigheterna och/eller leverantorerna.

10.2.4 Forfaranden och mekanismer for att meddela eventuella fordnd-
ringar géllande hemlig information, antingen nér det géller informations-
sékerhetsklass eller att skydd inte langre behovs.

10.2.5 Formaliteter for beviljande av besokstillstand, tilltrade eller inspek-
tion for personer fran det ena landet i foretag i det andra landet som omfattas
av ett kontrakt.

10.2.6 Att leverantoren forbinder sig att inte 1dmna ut hemlig information
till andra personer dn sddana som &r placerade i sdkerhetsklass med avseende
pa rétt att ta del av informationen, som har behov av den i tjansten och som ar
anstéllda eller anlitade for att genomfora ett kontrakt.

10.2.7 Att leverantdren forbinder sig att inte 1dmna ut hemlig information
eller tillata att sddan information delges till personer som inte &r sékerhets-
provade for att ta del av den.

10.2.8 Att leverantdren &r skyldig att omedelbart meddela sin NSA/DSA
om intrédffad eller missténkt forlust eller réjande av hemlig information som
hor till ett kontrakt.

10.3 Den behdriga sékerhetsskyddsmyndigheten i upprittande part ska
overldmna tva kopior av de relevanta delarna av ett sidkerhetsskyddsavtal
till mottagande parts behoriga sdkerhetsskyddsmyndighet for att mojliggora



erforderlig sikerhetsskyddsévervakning.

10.4 Varje kontrakt ska innehélla anvisningar om sékerhetsskyddsbestdm-
melserna och informationssakerhetsklasserna for varje aspekt eller del av ett
kontrakt. For Sveriges del ska dessa anvisningar anges i sérskilda relevanta
sakerhetsskyddsdokument. For Storbritanniens del ska dessa anvisningar
tickas av sérskilda sdkerhetsskyddsklausuler och i en skrivelse om séker-
hetsskyddsaspekter (SAL). I anvisningarna maste identifieras varje hemlig
aspekt av ett kontrakt, eller varje hemlig aspekt som kommer att genereras
av kontraktet, och séttas en sirskild informationssikerhetsklass. Andringar
i krav, aspekter eller delar ska meddelas om och nér sé ar nddvéandigt och
uppréttande part ska meddela mottagande part nér information inte ldngre ar
placerad i informationssikerhetsklass.

11. Omsesidiga siikerhetsskyddsarrangemang for industrin

11.1 Vardera NSA/DSA ska pa begéran av den andra parten lamna upp-
lysningar om sdkerhetsldget for ett foretags lokaler i sitt land. Vardera
NSA/DSA ska ocksa pé begiran 1&mna upplysningar om sdkerhetsprovning
for sina medborgare. Dessa upplysningar bendmns sdkerhetsklarering for
anldggningar respektive intyg om séikerhetsprovning.

11.2 NSA/DSA ska pé begéran faststilla status for sdkerhetsklarering for
ett foretag eller en sdkerhetsprévning for en person och dversidnda intyg om
detta, om foretaget eller personen redan dr klarerad respektive sdkerhetspro-
vad. Om foretaget eller personen saknar intyg om sédkerhetsklarering eller
sakerhetsprovning eller om klareringen eller sdkerhetsprovningen giller en
lagre informationssdkerhetsklass dn den som har begérts, ska upplysningar
siandas med innebord att intyg om sédkerhetsklarering respektive sikerhets-
provning inte omedelbart kan utfardas, men att &tgérder haller pa att vidtas
for att behandla framstéllningen. Om provningen ger godként resultat, ska
intyg om sikerhetsklarering respektive sidkerhetsprévning utférdas.

11.3 For ett foretag som av NSA/DSA i det land dér det &r registrerat be-
doms sta under dgande, kontroll eller inflytande av tredje land, vars syften
inte dr forenliga med den berdrda regeringens syften, far sékerhetsklarering
inte utfdrdas, och begidrande NSA/DSA ska underréttas.

11.4 Om endera NSA/DSA far kdinnedom om ofordelaktiga uppgifter om
en person for vilken ett intyg om sékerhetsprovning har utfardats, ska den
meddela den andra NSA/DSA uppgifternas karaktir och de éatgérder den
avser att vidta eller har vidtagit. Endera NSA/DSA far begéra omprdvning
av ett intyg om sédkerhetsprovning som tidigare har lamnats av den andra
NSA/DSA, under forutséttning att framstéllningen motiveras. Den begédrande
NSA/DSA ska underrittas om resultatet av omprovningen och om déirav
foranledda atgérder.

11.5 Om uppgifter framkommer som vicker tvivel om ett godként foretags
lamplighet att fortsdtta att fa tillgdng till hemlig information i det andra lan-
det, ska ndrmare detaljer om dessa uppgifter of6rdrdjligen framforas till den
berdrda NSA/DSA for att mojliggdra en utredning.

11.6 Om endera NSA/DSA upphéver eller vidtar atgiarder for att dra in ett
intyg om sédkerhetsprovning eller upphéver eller vidtar atgéarder for att dra in
ett tillstdnd att ta del av hemlig information som har beviljats en medborgare
i det andra landet med stdd av en sdkerhetsprovning, ska den andra parten
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underrittas och delges motiven for dessa atgérder.

11.7 Vardera NSA/DSA far med en motiverad framstéllning begéra att den
andra NSA/DSA omprévar ett intyg om sikerhetsklarering for anldggningar.
Den begédrande NSA/DSA ska efter omprévningen underrittas om resultatet
av denna och delges de omstdandigheter som styrker ett eventuellt beslut.

11.8 Vardera NSA/DSA ska pa begéran av den andra parten samarbeta vid
omprovningar och utredningar avseende sékerhetsprovning och sédkerhets-
klarering av anldggningar.

12. Forlust eller rojande

12.1 T hdndelse av sdkerhetsovertradelse som innebér forlust av hemligt
material, eller misstanke om att hemlig information har rojts, ska mottagande
parts NSA/DSA omedelbart underritta uppréttande parts NSA/DSA.

12.2 Mottagande part ska omedelbart genomfora en utredning (med bitrdde
av upprittande part om sa begirs) i enlighet med sina géillande bestimmelser
om sikerhetsskydd. Mottagande part ska sa snart det dr mojligt underritta
upprittande part om omsténdigheterna, om vilka atgérder som vidtagits samt
om resultatet av utredningen.

13. Kostnader

Alla kostnader som uppkommit vid tillimpning av bestimmelserna i detta
GSA ska betalas av respektive part.

14. Andringar

Bestimmelserna i detta GSA féar dndras med parternas dmsesidiga skrift-
liga tillstand.

15. Tvister

Tvister om tolkningen eller tillimpningen av detta GSA ska l6sas genom
samrad mellan parterna eller med ndgon annan émsesidigt godtagbar metod.

16. Ikrafttridande
Detta GSA trader i kraft dagen for den sista underskriften.

17. Uppségning och éversyn

17.1 Detta GSA ska forbli i kraft tills det skriftligen sdgs upp av nagon
av parterna med sex ménaders varsel. Parterna ska forbli ansvariga efter
uppsédgningen for skyddet av all hemlig information som utbytts med stdd av
bestimmelserna i detta GSA.

17.2 Likaledes ska hemlig information som utbytts med stod av detta GSA
skyddas, dven om G&verforingen har skett efter det att ndgon av parterna har
sagt upp detta GSA.

17.3 1 fall av uppsédgning ska utestdende fragor soka 10sas genom samrad
mellan de bada parterna.

17.4 Detta GSA ska ses 0ver av parterna gemensamt inom tio ar efter dess
ikrafttrddande.
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Foregaende text utgdr den 6verenskommelse som har triaffats mellan Ko-
nungariket Sveriges forsvarsminister och Férenade konungariket Storbritan-
nien och Nordirlands statssekreterare for forsvaret om de fragor som avses i
6verenskommelsen.

Detta GSA har undertecknats i tva original pa engelska spraket.

For Konungariket Sveriges forsvarsminister
Expeditionschef i Forsvarsdepartementet
Ingvar Akesson

For Forenade konungariket Storbritannien och Nordirlands statssekretare for
forsvaret

Generaldirektor for sékerhet och sekretesskydd i forsvarsministeriet

Gloria Craig

London den 13 september 2002

SO 2007: 66

11



SO 2007: 66

GENERAL SECURITY ARRANGEMENT
between

THE GOVERNMENT OF THE UNITED KINGDOM

OF GREAT BRITAIN AND NORTHERN IRELAND
REPRESENTED BY THE

THE SECRETARY OF STATE FOR DEFENCE
and
THE GOVERNMENT OF SWEDEN
REPRESENTED BY THE
MINISTER FOR DEFENCE

OF THE KINGDOM OF SWEDEN

CONCERNING
THE PROTECTION OF
CLASSIFIED INFORMATION EXCHANGED
FOR THE PURPOSE OF DEFENCE CO-OPERATION,
RESEARCH, PRODUCTION, AND PROCUREMENT

BETWEEN THE TWO COUNTRIES
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INTRODUCTION

The Government of the United Kingdom of Great Britain and Northern Ireland represented
by the Secretary of State for Defence and the Government of Sweden represented by the
Minister for Defence of the Kingdom of Sweden, also referred to as the Participants for the
purpose of this Arrangement have, in the interests of national security, established the
following arrangements which are set out in this General Security Arrangement (GSA),
wishing to ensure the protection of Classified Information transferred for the purposes of
defence co-operation, research, production and procurement between the two countries or
to commercial and industrial organisations in either of the two countries, through approved
channels. This GSA will also implement the security provisions incorporated in the
Framework Agreement between the French Republic, the Federal Republic of Germany,
the Italian Republic, the Kingdom of Spain, the Kingdom of Sweden and the United
Kingdom of Great Britain and Northern Ireland concerning Measures to Facilitate the
Restructuring and Operation of the European Defence industry signed at Farnborough on
27 July 2000, hereafter referred to as “the Framework Agreement”.

This GSA does not cover the exchange of Nuclear, Biological or Chemical (NBC)
information related to equipment commonly referred to as Weapons of Mass Destruction
(WMD).

This GSA replaces the GSA between the Secretary of State for Defence of the United
Kingdom of Great Britain and Northern Ireland and The Minister for Defence of the
Kingdom of Sweden concerning The Protection of Classified Information Exchanged For
the Purpose of Defence Research, Production and Procurement Between the Two
Countries dated 16 June 1998.

1. GENERAL PROVISION

Each Participants commitments under this GSA are to be interpreted in accordance with
their respective domestic laws and regulations.

2. SECURITY CLASSIFICATIONS

The security classifications and their equivalents in the two countries are:

IN THE UNITED KINGDOM IN SWEDEN

UK SECRET HEMLIG / SECRET

UK CONFIDENTIAL HEMLIG / CONFIDENTIAL
UK RESTRICTED HEMLIG / RESTRICTED

The additional Swedish marking SECRET, CONFIDENTIAL and RESTRICTED is to be
interpreted as the afforded level of protective security handling of the exchanged Classified
Information. If the Swedish classification is HEMLIG, without the additional level of
protective security handling, the Classified Information must be safeguarded on the
security handling level of UK SECRET.

As a general rule, the levels referred to above are to be considered as equivalent. For
example a UK CONFIDENTIAL document passed to Sweden is to be transmitted,
handled, stored and located in a manner which will afford the same protection as that given
to a Swedish HEMLIG/CONFIDENTIAL document.

14



3.

DEFINITIONS

The following terms are defined in the interests of clarity:

“Classified Information” means any information (namely, knowledge that can be
communicated in any form) or Material determined to require protection against
unauthorised disclosure which has been so designated by security classification.

"Classified Contract” means a Contract, which contains or involves Classified
Information.

“Consignee” means the Contractor, Facility or other organisation receiving the
Material from the Consignor either for further assembly, use, processing or other
purposes. It does not include carriers or agents.

“Consigner” means the individual or organisation responsible for supplying Material to
the Consignee.

“Contract” means an agreement between two or more parties creating and defining
enforceable rights and obligations between the parties.

“Contractor” means an individual or legal entity possessing the legal capacity to
undertake Contracts.

"Document" means any recorded information regardless of physical form or
characteristics, e.g. written or printed matter (inter alia letter, drawing, plan), computer
storage media (inter alia fixed disk, diskette, chip, magnetic tape, CD), photograph and
video recording, optical or electronic reproduction of them.

“Facility” means an installation, plant, factory, laboratory, office, university or other
educational institution or commercial premises (including any associated warehouse,
storage areas, utilities and components which when related by function and location,
form an operating entity), or any government department and establishment.

"Material” means any item or substance from which information can be derived. This
includes Documents, equipment, weapons or components.

“National Security Authority (NSA) / Designated Security Authority (DSA)” means
the government department, authority or agency designated by a Participant as being
responsible for the co-ordination and implementation of national security policy.

“QOriginating Participant” means the Participant initiating the Classified Information
as represented by the NSA / DSA.

“Recipient Participant” means the Participant to which the Classified Information is
transmitted as represented by the NSA / DSA.

“Security Official” means an individual designated by a NSA/DSA to implement
security requirements at a Government establishment or Contractor’s premises.

SO 2007: 66
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4. COMPETENT SECURITY AUTHORITIES

The Government Authorities responsible for Defence Security in each country are:

FOR THE UNITED KINGDOM

Director of Defence Security (D Def Sy)
Ministry of Defence

St Giles Court

1-13 St Giles High Street

London, WC2H 81D

FOR THE KINGDOM OF SWEDEN

The NSA in Sweden with overall responsibility for Defence Security is:

Forsvarsmakten

(The Swedish Armed Forces) Headquarters
Military Intelligence and Security (MUST)
SE-107 86 STOCKHOLM

Sweden

The DSA in Sweden responsible for Industrial Defence Security is:

Forsvarets Materielverk

(The Swedish Defence Materiel Administration)
Security

SE-115 88 STOCKHOLM

Sweden

5. RESTRICTIONS ON USE AND DISCLOSURE

5.1 The Participants will not release, disclose or permit the release or disclosure of
Classified Information related to a programme to another government or international
organisation, or any entity not participating in the programme, without prior written
consent of the Originating Participant.

5.2 The Recipient Participant will not, without prior consultation, publicly disclose,
use, or permit the use of any Classified Information except for purposes and within any
limitations stated by or on behalf of the Originating Participant.

5.3 Nothing in this GSA will be taken as an authority for, or to govern the release, use,
exchange or disclosure of information in which intellectual property rights exist, until the
specific written authorisation of the owner of these rights has first been obtained, whether
the owner is one of the Participants or a third party.

16



6. PROTECTION OF CL ASSIFIED INFORMATION

6.1 The Originating Participant will ensure that the Recipient Participant is informed

of:

a. The classification of the information and of any conditions of release or
limitations on its use, and that documents are so marked.

b. Any subsequent change in classification.

6.2  The Recipient Participant will:

a. In accordance with its national laws and regulations, afford information
received from the other Participant a level of security protection that is
afforded to Classified Information of an equivalent classification originated
by the Recipient Participant

b. Ensure that Classified Information is marked with its own classification in
accordance with Section 2 above.

c. Ensure that classifications are not altered, except as authorised in writing by
or on behalf of the Originating Participant.

6.3  In order to achieve and maintain comparable standards of security, each NSA/DSA
will, on request, provide to the other information about its security standards, procedures
and practices for safeguarding Classified Information, and will for this purpose facilitate
visits by the Competent Security Authorities of the other Participant.

7. ACCESS TO CLASSIFIED INFORMATION

7.1 Access to Classified Information will be limited to those persons who have a "need
to know", and who have been granted a security clearence by the recipient NSA/DSA or by
the NSA/DSA of a Framework Agreement Party, in accordance with their national
standards, to the level appropriate to the classification of the information to be accessed.

7.2 In accordance with Article 23 of the Framework Agreement:

7.2.1 Access to Classified Information at the UK CONFIDENTIAL/
HEMLIG/CONFIDENTIAL and UK SECRET / HEMLIG/SECRET levels by a
person holding the sole nationality of a Party to the Framework Agreement may be
granted without prior authorisation of the Originating Participant.

7.2.2 Access to Classified Information at the UK CONFIDENTIAL / HEMLIG/
CONFIDENTIAL and UK SECRET / HEMLIG/SECRET levels by a person
holding the dual nationality of one of the Participants and another European Union
country may be granted without prior authorisation of the Originating Participant.
Access not covered by this paragraph will follow the consultation process described
in paragraph 7.2.3 below.

SO 2007: 66

17



SO 2007: 66

7.2.3 Access to Classified Information at the UK CONFIDENTIAL / HEMLIG/
CONFIDENTIAL and UK SECRET / HEMLIG/SECRET levels by a person not
holding the nationality described in paragraphs 7.2.1 and 7.2.2 above will be
subject to prior consultation with the Originating Participant. The consultation
process concerning such persons will be as described in sub-paragraphs a-d below.

a.  The consultation process will be initiated before the start or, as appropriate, in
the course of a project/programme.

b.  The information will be limited to the nationality of the persons concerned.

d. A Participant receiving such notification will examine whether access to its
Classified Information by non-approved nationals is acceptable or not.

e.  Such consultations will be given urgent consideration with the objective of

reaching consensus. Where this is not possible the Originating Participant’s
decision will be accepted

8. TRANSMISSION OF CLASSIFIED INFORMATION

8.1 Classified Information at the UK CONFIDENTIAL/UK SECRET and Swedish
HEMLIG/CONFIDENTIAL / HEMLIG/SECRET levels will be transmitted between the
two countries in accordance with the national security regulations of the Originating
Participant. The normal route will be through official diplomatic Government-to-
Government channels, but other arrangements may be established, such as hand carriage,
secure communications (encryption), if mutually acceptable to both Participants.

8.2 Inaccordance with Article 25 and the Annex to the Framework Agreement in cases
of urgency, i.e. only when the use of Government-to-Government diplomatic bag channels
cannot meet the requirements, Classified Information at the UK CONFIDENTIAL /
HEMLIG/CONFIDENTIAL level may be transmitted via private courier companies,
provided that the following criteria are met:

a.  The courier company is located within the territory of the Participants and has
established a protective security programme for handling valuable items with
a signature service, including a record of continuous accountability on
custody through either a signature and tally record, or an electronic
tracking/tracing system.

b.  The courier company must obtain and provide to the Consignor proof of
delivery on the signature and tally record, or it must obtain receipts against
package numbers.

¢.  The courier company must guarantee that the consignment will be delivered
to the Consignee by a specific time and date within a 24-hour period.

d. The courier company may charge a commissioner or sub-contractor.

However, the responsibility for fulfilling the above requirements must remain
with the courier company.
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8.3  Classified Information at the UK RESTRICTED / HEMLIG RESTRICTED level
will be transmitted between the Participants in accordance with the national regulations of
the Originating Participant, which may include the use of private courier companies.

84  In accordance with Article 25 and the Annex to the Framework Agreement,
Classified Information at the UK CONFIDENTIAL / HEMLIG/CONFIDENTIAL and UK
SECRET / HEMLIG/SECRET levels must not be transmitted electronically in clear text.
Only cryptographic systems approved by the Participants NSAs/DSAs will be used for the
encryption of  Classified Information at the UK  CONFIDENTIAL /
HEMLIG/CONFIDENTIAL and UK SECRET / HEMLIG/SECRET levels, irrespective of
the method of transmission. Classified Information at the UK RESTRICTED /
HEMLIG/RESTRICTED level may be transmitted or accessed electronically (e.g. by
means of point-to-point computer links) via a public network like the Internet, using
government or commercial encryption devices mutually accepted by the competent
national authorities. However, telephone conversations, video conferencing or facsimile
transmissions containing Classified Information at the UK RESTRICTED /
HEMLIG/RESTRICTED level may be in clear text, if an approved encryption system is
not available.

8.5  Where large volumes of Classified Information are to be transmitted, the means of
transport, the route and the escort (if any) will be jointly determined on a case-by-case
basis by the competent authorities of the Participants.

9. VISITS

9.1 Each Participant will permit visits involving access to Classified Information to its
Government establishments, agencies and laboratories and contractor industrial facilities,
by civilian or military representatives of the other Participant or by their contractor
employees, provided that the visitor has an appropriate Personal Security Clearance and a
“need to know”.

9.2 All visiting personnel will comply with security regulations of the host Participant.
Any Classified Information disclosed or made available to visitors will be treated as if
supplied to the Participant sponsoring the visiting personnel, and will be protected
accordingly.

9.3  In accordance with Article 26 and the Annex to the Framework Agreement for
visits in the context of Classified Information to Government establishments of the other
Participant or to facilities of a contractor where access to Classified Information at the UK
CONFIDENTIAL / HEMLIG/CONFIDENTIAL and UK SECRET / HEMLIG/SECRET
levels is required, the following procedure will apply:

1. Subject to the following provisions, such visits will be prepared directly
between the sending facility and the facility to be visited.

2. For these visits the following prerequisites must also be met:
a.  The visit will be for an official purpose.

b.  Any facility of a contractor to be visited will have the appropriate Facility
Security Clearance.
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c. Prior to arrival, confirmation of the visitor's Personal Security Clearance must
be provided directly to the facility to be visited by the security official of the
sending facility, in the agreed format. To confirm identity the visitor must be
in possession of an ID card or passport for presentation to the security
authorities at the facility to be visited.

9.4 ltis the responsibility of the security officials of:

a.  the sending facility to ensure with their NSA/DSA that any company facility
to be visited is in possession of an appropriate Facility Security Clearance;

b.  both the sending facility and the facility to be visited to agree that there is a
need for the visit.

9.5  The security official of a company facility to be visited or, where appropriate, a
Government establishment must ensure that records are kept of all visitors, including their
name, the organisation they represent, the date of expiry of the Personal Security
Clearance, the date(s) of the visit(s) and the name(s) of the person(s) visited. Such records
are to be retained for a period of no less than five years.

9.6  The NSA/DSA of the host Participant has the right to require prior notification
from their facilities to be visited of visits of more than 21 days' duration. This NSA/DSA
may then grant approval, but should a security problem arise it will consult with the
NSA/DSA of the visitor.

9.7  Visits relating to Classified Information at the UK RESTRICTED /
HEMLIG/RESTRICTED level will also be arranged directly between the sending facility
and the facility to be visited.

10. CONTRACTS

10.1 When proposing to place, or authorising a Contractor in its country to place, a
Contract involving Classified Information at the UK CONFIDENTIAL / HEMLIG
CONFIDENTIAL level or above with a Contractor in the other country the Originating
Participant will obtain prior assurance from the NSA/DSA of the other country that the
proposed Contractor is security cleared to the appropriate level and also has suitable
security safeguards to provide adequate protection for Classified Information. The
assurance will carry a responsibility that the security conduct by the cleared Contractor
will be in accordance with national security rules and regulations and monitored by his
NSA/DSA.

10.2  The Competent Security Authority will ensure that Contractors that receive
Contracts placed as a consequence of these pre-contract enquiries are aware of the
following provisions and obligations:

10.2.1 The definition of the term "Classified Information" and of the equivalent levels of

security classification of the two participants in accordance with the provisions of this
Arrangement.
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10.2.2 The names of the Government Authorities of each of the two countries empowered
to authorise the release and to co-ordinate the safeguarding of Classified Information
related to the Contract.

10.2.3 The channels to be used for the transfer of the Classified Information between the
Government Authorities and/or Contractors involved.

10.2.4 The procedures and mechanisms for communicating the changes that may arise in
respect of Classified Information either because of changes in its security classification or
because protection is no longer necessary.

10.2.5 The procedures for the approval of visits, access or inspection by personnel of one
country to companies of the other country which are covered by the Contract.

10.2.6 An obligation that the Contractor will disclose the Classified Information only to a
person who has previously been cleared for access, who needs to know, and is employed
on, or engaged in, the carrying out of the Contract.

10.2.7 An obligation that the Contractor will not disclose the Classified Information or
permit it to be disclosed to any person not cleared to have such access.

10.2.8 An obligation that the Contractor will immediately notify his NSA/DSA of any
actual or suspected loss, leak or compromise of the Classified Information of this Contract.

10.3 The Competent Security Authority of the Originating Participant will pass two
copies of the relevant parts of the Classified Contract to the Competent Security Authority
of the Recipient Participant, to allow adequate security monitoring.

10.4 Each contract will contain guidance on the security requirements and on the
classification of each aspect/element of the Contract. In Sweden this guidance will be set
out in separate relevant security documents. In the UK the guidance will be contained in
specific security clauses and in a Security Aspects Letter (SAL). The guidance must iden-
tify each classified aspect of the Contract, or any classified aspect which is to be generated
by the contract, and allocate to it a specific security classification. Changes in the re-
quirements or to the aspects/elements will be notified as and when necessary and the
Originating Participant will notify the Recipient Participant when all the information has
been declassified.

11 RECIPROCAL INDUSTRIAL SECURITY ARRANGEMENTS

11.1 Each NSA/DSA will notify the security status of a company site in its country
when requested by the other Participant. Each NSA/DSA will also notify the security
clearance status of one of its nationals when so requested. These notifications will be
known as Facility Security Clearance and Personnel Security Clearance assurance
respectively.

11.2  When requested the NSA/DSA will establish the security clearance status of the
company/individual which is the subject of the enquiry and forward a Security Clearance
assurance if the company/individual is already cleared. If the company/individual does not
have a Security Clearance, or the clearance is at a lower security level than that which has
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been requested, notification will be sent that the Security Clearance assurance cannot be
issued immediately, but that action is being taken to process the request. Following
successful enquiries a Security Clearance assurance will be provided.

[1.3 A company which is deemed by the NSA/DSA, in the country in which it is
registered, to be under the ownership, control or influence of a third country whose aims
are not compatible with those of the host Participant is not eligible for a Facility Security
Clearance assurance and the requesting NSA/DSA will be notified.

114 If either NSA/DSA learns of any adverse information about an individual for whom
a Personnel Security Clearance assurance has been issued, it will notify the other
NSA/DSA of the details and the action it intends to take, or has taken. Either NSA/DSA
may request a review of any Personnel Security Clearance assurance that has been fur-
nished earlier by the other NSA/DSA, provided that the request is accompanied by a rea-
son. The requesting NSA/DSA will be notified of the results of the review and any subse-
quent action.

11.5 If information becomes available which raises doubts about the suitability of a
cleared company to continue to have access to Classified Information in the other country
then details of this information will be promptly notified to the NSA/DSA to allow an
investigation to be carried out.

11.6 If either NSA/DSA suspends or takes action to revoke a Personnel Security
Clearance, or suspends or takes action to revoke access which is granted to a national of
the other country based upon a Personnel Security Clearance, the other Participant will be
notified and given the reasons for such an action.

11.7  Each NSA/DSA may request the other to review any Facility Security Clearance
assurances, provided that their request is accompanied by the reasons for seeking the
review, Following the review, the requesting Authority will be notified of the results and
will be provided with facts supporting any decisions taken.

11.8  If required by the other Participant each NSA/DSA will co-operate in reviews and
investigations concerning Personnel or Facility Security Clearances.

12. LOSS OR COMPROMISE

12.1  In the event of a security infringement involving loss of classified material or
suspicion that Classified Information has been disclosed to unauthorised persons, the
NSA/DSA of the Recipient Participant will immediately inform the NSA/DSA of the
Originating Participant.

12.2  An immediate investigation will be carried out by the Recipient Participant (with
assistance from the Originating Participant if required) in accordance with the regulations
in force in that country for the protection of Classified Information. The Recipient
Participant will inform the Originating Participant about the circumstances, measures
adopted and outcome of the investigation as soon as is practicable.
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13.  COSTS

Any costs incurred in the application of the provisions of this GSA will be borne by
the Participant providing the services.

14. AMENDMENT

The provisions of this GSA may be amended with the mutual consent in writing of
the Participants.

15.  DISPUTES

Any dispute regarding the interpretation or application of this GSA will be resolved
by consultation between the Participants or by any other mutually acceptable method of
settlement.

16. EFFECTIVE DATE

This GSA becomes effective upon the date of the last signature.

7.  TERMINATION/REVIEW

17.1  This GSA will remain in operétion until terminated by either Participant giving the
other six months written notice of termination. Both Participants will remain responsible
after termination for the safeguarding of all Classified Information exchanged under the
provisions of this GSA.

17.2  Similarly, any Classified Information which is exchanged under the cover of this
GSA will also be safeguarded, even though its transfer may occur following notice by
either of the Participants to terminate.

17.3  In the event of termination, solutions to any outstanding problems will be sought
by consultation between the two Participants.

17.4  This GSA will be reviewed jointly by the Participants no later than ten years after
its effective date.
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The foregoing represents the understandings reached between the Secretary of
State for Defence of the United Kingdom of Great Britain and Northern Ireland and the
Minister for Defence of the Kingdom of Sweden upon the matters referred to therein.

This GSA is signed in two originals, in the English language.

FOR THE SECRETARY OF STATE FOR
DEFENCE OF THE UNITED KINGDOM
OI' GREAT BRITAIN AND NORTIIERN
IRELAND

DIRECTOR GENERAL SECURITY AND
SAFETY
MINISTRY OF DEFENCE

FOR THE MINISTER FOR DEFENCE
OF THE KINGDOM OF SWEDEN

PERMANENT UNDER SECRETARY
MINISTRY OF DEFENCE

/W

Signed & P ()/v\/ Signed
Date 1% Seplenn,, 2002 Date R ep bt dimy
Place | oo Place Lsnd o
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