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AVTAL OM TILLAMPNING AV SAKERHETSSKYDDSAVTAL FOR INDUSTRIELL
VERKSAMHET MELLAN KONUNGARIKET SVERIGES REGERING, FORETRADD
AV FORSVARETS MATERIELVERK, OCH FORENTA STATERNAS
FORSVARSDEPARTEMENT

1. SYFTE

a. F6ljande forfaranden har utarbetats av Konungariket Sveriges regering foretridd av
Forsvarets materielverk (FMV) och Férenta staternas férsvarsdepartement (DOD), nedan kallade
“parterna,” for genomfSrande av bestdmmelserna i den allménna Sverenskommelsen med
Amerikas Forenta Stater om sekretesskydd av militdr information mellan Konungariket Sveriges
regering och Férenta staternas regering, som tradde i kraft den 23 december 1981, och ersitter
Security Procedures for Industrial Operations between the Supreme Commander of the Swedish
Armed Forces and the Department of Defense of the United States (Industrial Security Annex)
av den 16 februari 1982. 1981 ars 6verenskommelse innehaller bestimmelser om skydd av
sekretessbelagd militdr information som utvixlas mellan regeringarna. Detta tillimpningsavtal
(nedan kallat avtalet) kommer att vara tillimpligt pa de fall dir kontrakt,
underleverantérskontrakt, avtalsforhandlingar eller andra av regeringen godkinda
Overenskommelser som innehéller parternas sekretessbelagda information genomfbrs eller ingés
av FMV eller pé dess vignar i Forenta staterna eller av DOD eller for dess rikning i Sverige.

b. Vardera parten skall inom ramen for sin nationella lagstifining vidta alla nédvindiga
atgérder for att se till att sekretessbelagd information eller materiel som tillhandahallits enligt
detta avtal skyddas.

c. I Sverige dr den behdériga sikerhetsmyndigheten (DSA) FMV (Forsvarets
materielverk). DOD utser hirmed Deputy Under Secretary of Defense (Technology Security
Policy & Counterproliferation) som sin DSA for att utéva dvergripande tillsyn avseende
bestimmelserna i detta avtal.

2. DEFINITIONER

I detta avtal anvinds foljande beteckningar med de betydelser som hér anges:

— sekretessbelagt kontrakt: ett kontrakt som innebir, eller kommer att innebira, att en leverantor
eller dess anstéllda maste f3 tillgéng till sekretessbelagd information vid genomftrandet av ett
kontrakt.

— sekretessbelagd information: officiell information eller materiel som i den dverlatande eller
dgande regeringens nationella sdkerhetsintresse och i enlighet med tillimpliga nationella lagar
och bestimmelser behover skyddas mot otillatet réjande och som har sekretessbelagts av en
behorig sikerhetsmyndighet. Den omfattar all information, oavsett form, innefattande skriftlig,
muntlig eller visuell, eller i form av materiel. :

— forsvarsmaterielansvarig sdkerhetsmyndighet (CSO): den eller de statliga myndigheter som har
utsetts att handha den industriella sikerheten vid en leveranttrs anlédggning.
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— kontrakt: en verkstillbar Gverenskommelse att tillhandahalla varor eller tjanster.

— leverantor: en fysisk eller juridisk eller annan person som samtycker till att tillhandahalla varor
eller tj4nster.

— behorig regeringsforetrddare (DGR): en person eller en myndighet som har utsetts att
foretrdda den avséindande eller mottagande parten vid Sverforing eller godkénnande av
Overforing av sekretessbelagd information frén regering till regering.

— behorig sdakerhetsmyndighet (DSA): den regeringsmyndighet som ansvarar for sikerheten for
sekretessbelagd information som omfattas av detta avtal.

- handling: skrivelse, anteckning, protokoll, redogdrelse, promemoria, meddelande, teckning,
fotografi, film, karta, grafisk framstillning, plan, anteckningsbok, stencil, karbonpapper,
skrivimaskinsband, diskett, magnetband eller annan form av bevarad information.

— forsakran om sakerhetsklarering for verksamhetsstdlle (FSCA): ett intyg som utfirdas av en
DSA eller CSO for en leverantdrs verksamhetsstélle enligt dess territoriella behorighet dir det
anges att verksamhetsstillet 4r sikerhetsklarerad pd en viss nivé och att lampligt sikerhetsskydd
pa en viss niva dven har inforts for att skydda sekretessbelagd information. En FSCA innebér
dven att sekretessbelagd information med beteckningen CONFIDENTIAL eller hégre kommer
att skyddas av den leverantor till vilken FSCA utfirdats i enlighet med bestimmelserna i detta
avtal samt att efterlevnaden skall dvervakas och uppritthallas av ansvarig DSA eller CSO. En
FSCA kriivs inte for en leverant6r som atar sig kontrakt som innebir att sekretessbelagd
information péa nivin HEMLIG/RESTRICTED tas emot eller framstills.

— overforing mellan regeringar: principen att sekretessbelagd information och materiel med
beteckningen CONFIDENTIAL och hégre kommer att 6verforas genom officiella kanaler mellan
regeringar eller genom andra kanaler som de séindande och mottagande parterna skriftligen kan
komma &verens om.

— materiel; alla handlingar, produkter eller imnen som kan forses med eller innehalla
information. Materiel omfattar allt, oberoende av fysisk art eller beskaffenhet, inbegripet men ej
begrénsat till, handlingar, skrifter, hardvara, utrustning, maskiner, apparater, anordningar,
modeller, fotografier, upptagningar, reproduktioner, anteckningar, skisser, planer, prototyper,
ritningar, figurer, kartor och brev samt alla andra produkter, Zmnen eller foremal fran vilka
information kan erhéallas.

~ behov av information: ett bestut som fattas av en behérig innehavare av sekretessbelagd .
information att en framtida mottagare behover ta del av viss sekretessbelagd information for att
genomfdra eller bitrada i en lagenlig och godkind myndighetsfunktion.
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— part: i Sverige avser part den regering som foretrids av FMV (inbegripet organ och
myndigheter under Sveriges forsvarsdepartement). I Férenta staterna avser part
forsvarsdepartementet (inbegripet dess myndigheter och enheterna for armén, flottan och
flygvapnet).

— forsdkran om sdkerhetsklarering for personal (PSCA):

a. For en person som &r anstilld av ett regeringsorgan eller vid en leverantors
verksambhetsstille som lyder under en DSA eller CSO, skall en forsikran frén denna DSA eller
CSO utfirdas angaende nivan pa den sikerhetsklarering fr personal som innehas av denna
person,

b. For en person som dr medborgare i en part men skall anstillas av den andra parten eller
av dess leverantorer, en forsakran fran DSA eller CSO i det land ddr den personen 4r medborgare
om att personen #r berittigad till sikerhetsklarering till en niva som den begéirande parten anger.
— mottagande part: den part till vilken sekretessbelagd information 8verfors.

— sdndande part: den part som Sverfor sekretessbelagd information till den mottagande parten.

3. INSKRANKNINGAR I FRAGA OM UTNYTTJANDE OCH ROJANDE AV UTVAXLAD
SEKRETESSBELAGD INFORMATION

a. Om inte foregdende sérskilt skriftligt tillstdnd 1mnas om motsatsen, fir den
mottagande parten inte rdja eller utnyttja eller tillata rdjande eller utnyttjande av sekretessbelagd
information utom fér de dndamal och med de begriinsningar som angivits av den sindande
parten,

b. Den mottagande parten far inte till en offentlig tjinsteman, leveranttr, dennes anstillda
eller nagon annan person som &r medborgare i tredje land, eller till internationell organisation
formedla eller roja sekretessbelagd information med beteckningen CONFIDENTIAL eller hogre
som tillhandahéllits enligt bestimmelserna i det allménna avtalet eller detta avtal, eller
offentligen r6ja sekretessbelagd information utan foregéende skriftligt tillstand fran den
sindande parten.

¢. Ingen bestdmmelse i detta avtal skall tolkas som ett bemyndigande eller vara
bestimmande for att tillkéinnage, utnyttja, utviixla eller réja information i vilken immateriell
dganderitt forekommer forrén sarskilt skriftligt tillstind har erhéllits av réttsinnehavaren.

4. SKYDD AV SEKRETESSBELAGD INFORMATION

Nir den mottagande parten mottar sekretessbelagd information som limnats i enlighet med detta
avtal, skall den forbinda sig att ge informationen minst samma grad av sikerhetsskydd som den
sdndande parten. Den mottagande parten skall vara ansvarig for information som mottagits pa
detta sitt medan den &r inom dess regerings territoriella jurisdiktion och medan den innehas av
eller lamnas till personer som har tillstdnd att géra utlandsbesok enligt detta avtal. I Sverige dr
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FMYV forsvarsmaterielansvarig sikerhetsmyndighet (CSO) och i Forenta staterna &r Defense
Security Service (DSS) forsvarsmaterielansvarig sikerhetsmyndighet (CSQ). Dessa
organisationer skall ikldda sig ansvaret for att sikerstilla handhavandet av sikerhetsatgarder for
ett kontrakt som innehéller sekretessbelagd information med beteckningen CONFIDENTIAL
eller hogre och som tilldelas industrin f6r utforande i deras respektive linder. Sekretessbelagd
information pa den svenska nivin HEMLIG/RESTRICTED skall skyddas i USA i enlighet med
bestammelserna i tilligg A.

a. Ritt att ta del. Ratt att ta del av sekretessbelagd information med beteckningen
CONFIDENTIAL eller hogre skall vara forbehallen personer som har behov av den och som har
genomgétt sikerhetsklarering av endera av parterna i enlighet med dess nationella lagar och
bestimmelser pa minst samma nivéa som sékerhetsgraden hos den information varav del skall tas.

b. Inspektion/sikerhetsgranskning. CSO, som definierats ovan, skall se till att industriella
inspektioner/sikerhetsgranskningar gors regelbundet av varje leverantrs verksamhetsstille som
ir beldgen och registrerad for affirsverksamhet inom deras land och som utfor eller forhandlar
om ett sekretessbelagt kontrakt.

c. Sikerhetskostnader. Kostnader som uppkommer for genomftrandet av
inspektioner/granskningar skall tickas av den part som utfor tjinsten. Kostnader som
uppkommer for endera parten pd grund av genomfSrande av andra sikerhetsatgirder, inbegripet
kostnader som uppkommer pé grund av nyttjande av diplomatisk kurirtj4nst eller ndgon annan
behorig officiell budtjanst kommer inte att aterbetalas. Det skall finnas bestimmelser i
sekretessbelagda kontrakt om sikerhetskostnader som uppkommer enligt kontraktet, till exempel
sdrskilda kostnader for paketering, transport och liknande, som skall téckas av den part som har
behov av tjdnsten enligt kontraktet. Om sikerhetsbeteckningen eller sikerhetskraven enligt
kontraktet dndras efter avtalsdagen, och séikerhetskostnaderna diirmed 6kas eller minskas, skall
de bestimmelser i kontraktet som eventuellt pdverkas justeras pa ett skiligt sétt pa grund av
sddana Okade eller minskade kostnader. S&dana skiliga justeringar skall géras pa grundval av de
bestdimmelser i kontraktet som rér dndringar.

d. Sakerhetsklareringar. Klareringar av leverantérs verksamhetsstille och av personer
som kommer att inneha eller ges tillstand att fa ta del av sekretessbelagd information i samband
med ett sekretessbelagt kontrakt eller ett potentiellt sekretessbelagt kontrakt skall genomforas
enligt de relevanta bestimmelserna i det land som ansvarar for handhavandet av
sikerhetsatgirderna for det sekretessbelagda kontraktet.

e. Anvisningar, CSO skall se till att leverantdrer eller underleveranté;er som har riitt att ta
del av sekretessbelagd information far instruktioner som faststiller deras ansvar att skydda
informationen i enlighet med tillimpliga nationella lagar och bestimmelser som motsvarar
bestdimmelserna i detta avtal. '

5. OVERFORING AV SEKRETESSBELAGD INFORMATION

a. Sekretessbelagd information med beteckningen CONFIDENTIAL och hégre skall
normalt verfras mellan parterna genom DGR med anviindning av kanaler mellan regeringarna.
Kanaler mellan regeringarna 4r officiella regeringskanaler (t.ex. diplomatisk kurirtjéinst). Andra
kanaler som far upprittas, om parterna skriftligen kommer &verens om det, skall sikerstilla att
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regeringens ansvar och kontroll uppritthélls frin ursprungsplatsen till slutdestinationen. CSO for
varje sekretessbelagt kontrakt skall godkinna forfarandena, eller underritta leverantéren om
vilka kanaler for 6verforing som skall anviindas och faststilla DGR. Materiel skall forberedas for
tverforing i enlighet med den sindande partens nationella lagar och bestimmelser om
sakerhetsskydd.

b. Sekretessbelagd information med beteckningen CONFIDENTIAL och hégre som skall
Overforas elektroniskt skall formedlas pa sikert sitt som har godkénts av badda parternas
kommunikationssikerhetsmyndigheter.

c. Sekretessbelagd information p& den svenska nivain HEMLIG/RESTRICTED kommer
att formedlas i USA i enlighet med bestimmelserna i tilldgg A.

6. UTLAMNING AV INFORMATION

En leveranttrs eller underleveranttrs utlimning av sekretessbelagd information med
beteckningen CONFIDENTIAL eller hgre som hinfor sig till ett sekretessbelagt kontrakt skall i
Sverige regleras genom ett sikerhetsskyddsavtal (SA) som innehéller en
Industrisikerhetsskyddsmanual (ISM) mellan leverantéren eller underleverantéren och den
svenska parten och i USA genom National Industrial Security Program Operating Manual
(NISPOM), DOD 5220.22-M. For ett svensk verksamhetsstille med ett sekretessbelagt USA-
kontrakt skall forhandsinspektionen och godkinnandet regleras genom svenska SA och ISM med
slutligt godkinnande av USA:s behoriga myndighet. For ett verksamhetsstille i USA med ett
svenskt sekretessbelagt kontrakt skall fsrhandsinspektion och godkénnande regleras genom
NISPOM med slutligt godkannande av den svenska parten.

7. MARKNING

a. Den sidndande parten skall se till att handlingar som innehaller sekretessbelagd
information mérks med ldmplig sekretessbeteckning och med ursprungs- eller dgarlandets namn
framfGr innan §verforing sker till den mottagande parten. Vid mottagandet skall informationen,
om nddvindigt, mirkas med motsvarande sekretessbeteckning, enligt nedan. Om sédan
information senare ingér i andra handlingar, skall dessa handlingar mérkas s4 att den séindande
parten och den tillimpliga beteckningen kan identificras.

Tabell 6ver motsvarande sekretessbeteckningar

Sverige Firenta staterna
KVALIFICERAT HEMLIG TOP SECRET '
HEMLIG/SECRET SECRET
HEMLIG/CONFIDENTIAL CONFIDENTIAL
HEMLIG/RESTRICTED Ingen motsvarighet (Se tilligg A)

b. Pé sekretessbelagd information som framstills eller dterges av en mottagande part skall
anges om den innehéller information fran frimmande makt. Mérkningarna skall anbringas pa det
sitt som anges i bestimmelserna i det land dédr informationen framstills eller &terges.
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8. KONTRAKT

Nér en part avser att gora en bestéllning, eller bemyndigar en leverantor i sitt land att gora en
bestillning, som innefattar sekretessbelagd information med beteckningen CONFIDENTIAL
eller hogre hos en leverantor i den andra partens land, skall den part som avser att géta en
bestillning, eller bemyndigar leverant6ren att géra en sddan bestillning, vid behov begiira en
FSCA frén det andra landets CSO. I en FSCA skall inga en forbindelse att den klarerade
leverantorens handhavande av sekretess kommer att st i Sverensstimmelse med nationella
sekretesslagar och bestimmelser och dvervakas av dess CSO.

a. Klausul om sikerhetskrav

1. Den ansvariga myndigheten i den part som forhandlar om ett sekretessbelagt
kontrakt som skall utforas inom det andra landet och varje leverantdr som innehar ett
sekretessbelagt kontrakt eller fsrhandlar om ett sekretessbelagt underleverantdrskontrakt som
skall utforas inom det andra landet skall inforliva limpliga sikerhetsklausuler i kontraktet,
anbudsinfordran eller underleverantdrskontraktet. Fér sddan verksamhet som innehéller
sekretessbelagd information pa nivin CONFIDENTIAL eller hégre skall de sikerhetsklausuler
som terfinns i tilldgg B anvindas.

2. En kopia av de relevanta delarna av kontraktet, anbudsinfordran eller
underleverantdrskontraktet, skall, tillsammans med klausulerna om sikerhetskrav, omedelbart
genom lampliga kanaler ldmnas till den CSO dir bestillningen gors for att de skall kunna utéva
tillsyn.

3. Kontrakt som ingés med leverantdrer i USA och som innehaller
sekretessbelagd information pa den svenska nivin HEMLIG/RESTRICTED skall innehalla en
klausul om krav pa sdrskilda villkor dir det anges vilka atgédrder som skall tillimpas for att
skydda den svenska informationen med beteckningen HEMLIG/RESTRICTED.

b. Anvisningar om séikerhetsklassificering. Den bestillande regeringens vederbdrande
myndighet (se 8 a 1 ovan) skall forse leverantoren eller underleverantdren med de anvisningar
om sekretessklassificering som hinfor sig till varje sekretessbelagd aspekt som ror kontraktet.
For Sveriges del skall dessa anvisningar 14ggas fram i en sikerhetsskyddsplan eller
programsékerhetsinstruktioner (PSI) tillsammans med en handledning for sidkerhetsklassificering
och i USA genom en Contract Security Classification Specification (DD Form 254).
anvisningarna maste den sekretessbelagda information som limnas av den bestillande parten i
samband med kontraktet, eller som framstills till f5ljd av det sekretessbelagda kontraktet,
identifieras och ges ritt sekretessbeteckning. Tva exemplar av de skriftliga anvisningarna om
sekretessklassificering och av de skyddade delarna av det sekretessbelagda kontraktet, eller
anbudsinfordran, eller underleverantérskontrakt som innehaller klausulen om sikerhetskrav skall
dverldmnas till CSO i den part som ansvarar for handhavandet av sikerhetsitgirder. Adresserna
till CSO #r foljande:
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Sverige

Férsvarets materielverk ~ FMV
Defence Materiel Administration
Security

Banérgatan 62

SE-115 88 Stockholm

SVERIGE

Forenta staterna

Defense Security Service

Attn: Deputy Director for Industrial Security
Department of Defense

1340 Braddock Place

Alexandria, Virginia 22314-1651
AMERIKAS FORENTA STATER

¢. Underleverantérskontrakt. Om det inte &r uttryckligen forbjudet i det sekretessbelagda
kontraktet far en leverantdr inga underleverantdrskontrakt inom sitt eget land i enlighet med de
sikerhetsforeskrifter som giller i dess land for sekretessbelagda underleverantérskontrakt och
inom den bestillande partens land enligt de foreskrifter som uppréttas genom detta avtal for att
inga ett sekretessbelagt huvudkontrakt i det landet, i enlighet med de klausuler som anges i
tilligg B till detta avtal.

d. Utlindskt dgande, utlindsk kontroll eller paverkan. Firetag som enligt nationella
sikerhetsmyndigheter stir under finansiell, administrativ, policy- eller ledningskontroll av
medborgare eller andra enheter i en tredje parts land far delta i ett kontrakt eller
underleverantdrskontrakt som innebir att tillgang maste ges till sekretessbelagd information som
tillhandahills av den andra parten endast nér verkstillbara atgiérder &r i kraft for att sikerstiilla att
medborgare eller andra enheter i tredje parts land inte far tillgang till sekretessbelagd information
som tillhandahalls eller som framstélls ddrav. Om inte verkstillbara atgérder dr i kraft for att
forhindra att medborgare eller andra enheter i tredje parts land far tillgang till information, skall
ursprungspartens tillstdnd erhallas innan sadan tillgang medges.

e. Foretagsstyrning. FMV samtycker till att Gvervaka genomforandet av styrelsebeslut
som fattas av svenska enheter i samband med DOD:s Special Security Agreements (SSAs). FMV
samtycker dven till att bistd DOD med att atgérda svenska foretags pastadda dvertriadelser av
DOD:s SSA-bestdimmelser. Dessa 6verenskommelser grundas pa forutsittningen att DOD skall
overvaka att styrelsebeslut/Gverenskommelser som fattas eller ingés av enheter i USA i samband
med FMV krav avseende reglering av utldndskt dgande, utlindsk kontroll eller paverkan av
svenska enheter som innehar svenska sikerhetsklareringar efterlevs, och att DOD skall bistd
FMV med att atgiirda Svertridelser av dessa bestimmelser av enheter i USA.
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9. BESOK

Framstallningar om besokstillstand skall 6verlimnas enligt de forfaranden som anges i tiltdgg C.
Besokstillstand skall ldimnas endast till personer som innehar sikerhetsklarering pa minst den
sekretessniva till vilken tillgdng kommer att ges. Tillstdnd for besokare att fa ta del av
sekretessbelagd information kommer att begréinsas till dem som har behov av den.

10. SAKERHETSGARANTIER SOM ROR NATIONELLA SAKERHETSKLARERINGAR
AV VERKSAMHETSSTALLEN ELLER MEDBORGARE I DET ANDRA LANDET

a. Vardera parten skall pa begiran av den andra parten utfirda en FSCA eller PSCA for
verksambhetsstilien eller personer i sitt land.

b. Den part som mottar begéran skall pa begéran avgora sikerhetsldget for det
verksamhetsstille eller den person som forfrégan avser och 6versinda en FSCA eller PSCA om
verksamhetsstillet eller medborgaren redan #r klarerad. Om verksambhetsstillet eller
medborgaren inte har en siikerhetsklarering, eller om verksamhetsstillet eller personen har en
klarering pd en ligre niva &n den som begirts, skall meddelande sindas till den begirande parten
att FSCA eller PSCA inte kan utfirdas utan vidare samrad. I sidana fall far ytterligare atgirder
vidtas for att gora de undersdkningar som dr nédvindiga for att uppfylla kravet.

c. Om den part som mottar begiran avgér att ett verksamhetsstille som &r beldget och
registrerat for affirsverksamhet i dess land inte #r beréttigat till en sdkerhetsklarering, skall den
begédrande parten underrittas.

d. Om endera parten far ngon negativ information om ett verksamhetsstlle eller person
for vilken den har utfirdat en FSCA eller PSCA, skall den underritta den andra parten om vad
for slags information det giller och om vilka atgéirder den avser att vidta, eller har vidtagit.
Endera parten far begira omprévning av en FSCA eller PSCA som har utfirdats av den andra
parten, under forutsittning att begéran &tféljs av en motivering. Den begiirande parten skall
underrittas om resultaten av omprovningen och om eventuella vidare atgirder.

¢. Om en av parterna ogiltigforklarar, upphiver eller vidtar dtgarder for att dra in en
sidkerhetsklarering for personal eller for ett verksamhetsstille, skall den part som begirde en
PSCA eller FSCA underrittas och delges motiven for dessa atgérder.

f. Vardera parten skall, pa begiran av den andra parten, samarbeta vid omprovnmgar och
undersékningar som ror sékerhetsklareringar.
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11. FORLUST ELLER BEFARAD FORLUST

a. I hindelse av forlust eller befarad forlust av sekretessbelagd information med
beteckningen CONFIDENTIAL eller higre, eller misstanke om att sddan sekretessbelagd
information har utsatts for fara, skall den mottagande parten omedelbart underritta den sindande
parten.

b. Den mottagande parten skall omedelbart genomftra en undersékning, med bitrade av
den sdndande parten, om sa begirs, i enlighet med géllande lagar och bestimmelser i den
mottagande parten. Den mottagande parten skall s3 snart som m&jligt underriitta den sindande
parten om omsténdigheterna och resultatet av undersékningen samt om vilka &tgéirder som
vidtagits for att forhindra en upprepning av det intriffade.

12. TVISTER

Tvister om tolkningen eller tillimpningen av detta avtal skall 13sas genom samréd melian
parterna och inte hénskjutas till nationell eller internationell domstol eller tredje man for 16sande.

13. IKRAFTTRADANDE

Detta tillimpningsavtal till 1981 &rs allm4nna 6verenskommelse med Amerikas Forenta Stater
om sekretesskydd av militir information ersétter Security Procedures for Industrial Operations
between the Supreme Commander of the Swedish Armed Forces and the Department of Defense
of the United States (Industrial Security Annex) av den 16 februari 1982 och trider i kraft nir
béada parter undertecknar det.

14. UPPSAGNING OCH OVERSYN

a. Detta avtal skall forbli i kraft tills 1981 ars allmiinna 6verenskommelse med Amerikas
Forenta Stater om sekretesskydd av militiér information upphort att gilla , eller tills ndgon av
parterna sagt upp avtalet efter att ha gett den andra parten sex ménaders skriftlig varsel om sin
avsikt att siga upp avtalet. Detta avtal far dven ségas upp nir som helst efter bada parternas
skriftliga samtycke. Sedan avtalet har upphort att gilla skall bada parter vara ansvariga for
skyddet av all sekretessbelagd information som har utbytts enligt bestimmelserna i 1981 ars
overenskommelse med Amerikas Férenta Stater om sekretesskydd av militir information och
detta avtal samt eventuella kontrakt som ingatts, eller genererats av detta, i enlighet med
nationella lagar och bestimmelser.

b. Parterna skall gemensamt géra en Gversyn av detta avtal senast fem "(5) ar efter dess
ikrafttridande.

c. All sekretessbelagd information som utviixlats med stdd av detia avtal skall skyddas
dven om formedlingen har skett efter det att ndgon av parterna har sagt upp avtalet.

d. I fall av uppsédgning skall utestadende fragor 16sas genom samrad meilan de bada
parterna.

10
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15. UNDERTECKNANDE

a. Ovanstiende 4r en Sverenskommelse mellan Konungariket Sveriges regering foretradd
av FMV och forsvarsdepartementet i Amerikas forenta stater om de frigor som avses i detta
avtal.

b. Till bekriftelse hdrav har undertecknade, dértill vederbérligen befullmiktigade av
sina regeringar, undertecknat detta avtal.

¢. Upprittat i Washington, D.C. den 20 maj 2004, p4 engelska och svenska, vilka bada
texter dger lika giltighet.

For Konungariket Sveriges regering Fér Amerikas forenta staters

Forsvarets materielverk OAX o
\/ A NP o
n-Olof Lmd

Ma\Bronson

f Generaldirektor Deputy Under Secretary of Defense for
Forsvarets materielverk Technology Security Policy and
Counterproliferation

Tilldgg till tillimpningsavtalet mellan Sverige och USA:

A. Rutiner for hantering av svensk information med beteckningen HEMLIG/RESTRICTED
inom Forenta staterna

B. Klausuler om sikerhetsskyddskrav

C. Besoksrutiner

11
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TILLAGG A

RUTINER FOR HANTERING AV SVENSK INFORMATION MED BETECKNINGEN
HEMLIG/RESTRICTED INOM FORENTA STATERNA

1. Svenska handlingar eller materiel med beteckningen HEMLIG/RESTRICTED skall vid
mottagandet i USA hanteras som USA:s UNCLASSIFIED information som #r undantagen fran
offentliggérande enligt en eller flera lagar i USA. Till dessa lagar hor Freedom of Information
Act (FOIA) och Title 10 U.S.C. Section 130(c), "Nondisclosure of Information: Certain
Sensitive Information of Foreign Governments and International Organizations." Handlingar
eller materiel med denna mirkning skall arkiveras i lasta skip som ger lampligt skydd eller i
l&sta utrymmen som forhindrar att obehorig personal far tilltride.

2. Svenska handlingar med beteckningen HEMLIG/RESTRICTED skall hanteras p4 ett sitt som
forhindrar 6ppet offentliggorande, tillgang eller anviindning for annat in officiella
regeringsindamal i Forenta staterna eller Sverige.

3. Innan ndgot kommunikations- och informationssystem tillits arkivera, behandla eller
vidarebefordra svensk information med beteckningen HEMLIG/RESTRICTED, maste den erhalla
sikerhetsgodkinnande, s kallad ackreditering. En ackreditering #r ett formellt erkdnnande av
vederbSrande myndighet att anvéndningen av ett system uppfyller erforderliga sikerhetskrav och
inte utgdr nigon oacceptabel risk. Fér system med fristiende bordsdatorer och birbara datorer som
anvénds vid DOD:s anldggningar fungerar systemets registreringsbevis tillsammans med sikra
driftsmetoder som den erfordrade ackrediteringen. Fér leverantorer skall anvisningar om hur man
anvénder informationstekniska system infSrlivas i kontraktets klausul om krav pa sirskilda villkor.

4. Svenska handlingar med beteckningen HEMLIG/RESTRICTED skall befordras med forsta
klass post inom Forenta staterna i ett sikert omslag/kuvert. Befordran utanfdr Forenta staterna
skall ske i tva sikra omslag/kuvert, varvid det inre omslaget/kuvertet mérks "Swedish

HEMLIG/RESTRICTED". Sadan befordran skall ske med befordringss#tt som kan spéras, till
exempel kommersiella kurirer eller andra befordringssitt som Sverige skriftligen har godkint.

5. Andra oklassificerade handlingar fran USA som hérrér fran ett regeringsorgan i USA och som
innehéaller information som Sverige har klassificerat HEMLIG/RESTRICTED skall p4 omslaget
och pé forsta sidan vara mirkta "Swedish HEMLIG/RESTRICTED — Exempt from Public
Disclosure under Title 10 U.S.C., Section 130(c)." Den del av handlingen som innehéller svensk
information med beteckningen HEMLIG/RESTRICTED skall ocks4 anges i handlingarna.

6. Svensk information med beteckningen HEMLIG/RESTRICTED far befordras eller goras
tillgénglig i elektronisk form via ett sadant allmént nét som Internet, med anviindning av statliga
eller kommersiella krypteringsanordningar som parternas statliga sikerhetsmyndigheter
omsesidigt kommit Sverens om. Telefonsamtal, videokonferenser eller fax som innehaller svensk
information med beteckningen HEMLIG/RESTRICTED fir vara i klartext, om det inte finns
nagot tillgangligt godként krypteringssystem.

12
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TILLAGG B

KLAUSUL OM SAKERHETSSKYDDSKRAV SOM SKALL INGA I
SEKRETESSBELAGDA KONTRAKT SOM INNEHALLER SEKRETESSBELAGD
INFORMATION MED BETECKNINGEN CONFIDENTIAL ELLER HOGRE

Bestimmelserna i denna klausul grundas pé den allmiinna dverenskommelsen med Amerikas
Forenta Stater om sekretesskydd av militér information mellan Konungariket Sveriges regering
och Forenta staternas regering och skall tillimpas i den méan detta kontrakt medfor tillgdng till
eller innehav av information eller materiel som har forsetts med sekretessbeteckningen
CONFIDENTIAL och hégre av den regering dér informationen har sitt ursprung (nedan kallad
ursprungsregeringen).

1. All sekretessbelagd information och materiel som tillhandahlls eller genereras enligt detta
kontrakt skall skyddas pa fljande sitt:

a. Mottagaren far inte limna ut informationen eller materielen till en regering, person
eller foretag i tredje land utan foregdende godkinnande frén ursprungsregeringen.

b. Mottagaren skall ge informationen och materielen minst samma sekretessgrad som
ursprungsregeringen har givit den enligt nedanstiende tabell. Mottagen information skall mérkas
med den sekretessgrad som den part som informationen hérrdr ifran har givit den och med
uppgift om ursprungslandet.

¢. Mottagaren far inte anvinda informationen och materielen fSr annat dndamal #n det for
vilket den tillhandah6lls utan fregdende skriftligt medgivande frin den part fran vilken den
harror.

2. Sekretessbelagd information och materiel som lamnas eller genereras enligt detta kontrakt
skall Gverforas genom kanaler mellan regeringar eller andra kanaler som Forenta staternas och
Konungariket Sveriges regeringar Smsesidigt skriftligen godkiint. Ritt att ta del av
sekretessbelagd information och matetiel skall endast beviljas personer som har en
sdkerhetsklarering som minst motsvarar informationens sekretessgrad och som i sin tjdnst har
behov av att fi ta del av informationen for att fullgdra kontraktet.

3. Mottagaren skall mirka om sekretessbelagd information och materiel som tillhandahallits
enligt detta kontrakt med sin regerings motsvarande sekretessbeteckning.

4. Sekretessbelagd information och materiel som genereras enligt detta kontrakt skall ges en
sekretessbeteckning enligt kontraktets forteckning &ver sekretessbeteckningarr

5. Leverantdren skall omedelbart och utforligt till sin regerings séikerhetsmyndigheter rapportera
alla fall dir det r kint eller finns anledning att tro att sekretessbelagd information eller materiel
som tillhandahallits eller genererats enligt detta kontrakt har utsatts for sikerhetsbrott eller fara,
forkommit eller rojts for obehériga.
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6. Sekretessbelagd information och materiel som tillhandahallits eller genererats enligt detta
kontrakt far inte limnas vidare till en annan eventuell leverantor eller underleverantsr om inte

a. en eventuell leverantdr eller underleverantdr som 4r beldgen i USA eller Sverige har
godkénts for ritt att ta del av sekretessbelagd information och materiel pd erforderlig niva av
USA:s eller Sveriges sikerhetsmyndigheter, eller,

b. om den dr beldgen i tredje land, har erhallit foregiende skriftligt medgivande fran
USA:s eller Sveriges regering, beroende pa vilken regering informationen hérror fran.

7. Den mottagande leverantdren skall i alla underleverantdrskontrakt enligt detta kontrakt som
med{or tillgang till sekretessbelagd information som tillhandahéllits eller genererats enligt detta
kontrakt infora villkor som i allt visentligt Sverensstimmer med lydelsen i dessa klausuler,
inbegripet denna klausul.

8. Nir kontraktet har fullgjorts skall all sekretessbelagd information eller materiel som
tillhandahallits eller genererats enligt kontraktet antingen forstdras av leverantéren i enlighet
med nationella lagar och bestimmelser eller, om sa begirs, aterldmnas till den regering som
tillhandaholl informationen.

Tabell éver motsvarande sekretessbeteckningar

Sverige Férenta staterna
KVALIFICERAT HEMLIG TOP SECRET
HEMLIG/SECRET SECRET
HEMLIG/CONFIDENTIAL CONFIDENTIAL
HEMLIG/RESTRICTED Ingen motsvarighet (Se tilldgg A)
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TILLAGG C
BESOK

1. I detta tilligg beskrivs de rutiner som skall anvindas vid handliggning av framstillningar om
besok. Besok skall godkinnas i forvég av bédda parter enligt forfarandena i detta tilligg.

2. Nedan angivna myndigheter har av vardera parten utsetts att handldgga framstillningar om bestk
som mottas fran den andra parten. De fortecknade myndigheterna kallas nedan centrala bestkskontor
(CVO).

Sverige

Forsvarets materielverk - FMV

Swedish Defence Materiel Administration
Security

Banérgatan 62

SE-115 88 Stockholm

SVERIGE

Totalf6rsvarets Forskningsinstitut — FOI
Swedish Defence Research agency
Ranhammarsvigen 14

SE-172 90 Stockholm

SVERIGE

Forsvarsmakten — Hogkvarteret
Swedish Armed Forces Headquarters
Protocol

Lidingévigen 24

SE-107 85 Stockholm

SVERIGE

Forenta staterna:

Department of the Army

Office of the Deputy Chief of Staff for Intelligence
Attn: Foreign Liaison Directorate (DAMI-FL)
Washington, D.C. 20310-1040

Amerikas f6érenta stater

Department of the Navy

Navy International Programs Office

Foreign Disclosure Policy Control Division (Navy IPO-10)
Washington, D.C. 20350-5000

Amerikas forenta stater
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Department of the Air Force

Office of the Deputy Under Secretary of the Air Force
(International Affairs)

Foreign Disclosure & Technology Transfer Division (SAF/IAPD)
1010 Air Force Pentagon

Washington, D.C. 20330-1010

Amerikas forenta stater

Defense Intelligence Agency
Foreign Liaison Staff
(DIA/PO-FL)

Washington, D.C. 20301-6111
Amerikas fOrenta stater

(Defense Intelligence Agency handlagger besck till Office of the Secretary of Defense (OSD),
OSD:s personal, Department of Defense Agencies och "Joint Staff” samt deras leverantérer.)

3. Framstillningar om beviljande av besokstillstind skall innehalla f6ljande information:

16

a. Begiirande regeringsorgan/leverantér . Ange fullstindigt namn och postadress (inklusive
stad, land och postnummer, samt i Amerikas Férenta Stater, inkluderande stat) och telefon-
och faxnummer,

b. Regeringsorgan eller industriell anldggning som skall bestkas. Ange fullstéindigt namn,
titel och beséksadress (gata, stad, land och postnummer, samt i Amerikas Forenta Stater,
inkluderande stat) samt telefon- och faxnummer, e-postadress och namn pé den person med
vilken métet skall hillas (kontaktperson).

c. Tid for besGket. Ange tidpunkt eller period (fran datum till datum) for beséket (dag-manad-
ar).

d. Typ av bestk. Ange om beséket dr ett regeringsinitiativ eller kommersiellt initiativ och om
besoket sker pa initiativ av begdrande regeringsorgan/leverantor eller av
regeringsorgan/leverantdr som skall bestkas. Regeringsinitiativ skall bara anges om bestket
sker med anledning av ett godkint statligt program, vilket méste beskrivas fullstandigt i punkt
g nedan.

e. Amne som skall diskuteras/motivering. Ge en kortfattad beskrivning av de fragor eller
#mnen som skall diskuteras och anledningen till besoket. Anvind inte oforklarade
forkortningar. Vid en framstéllning om aterkommande besok skall dterkommande besok
anges som de forsta orden i dataclementet (t.ex. Aterkommande besdk for att diskutera ...)
eller vid en #ndring (Andring av bestk ID-nummer...).

f. Férviintad niva pa den sekretessbelagda information som kommer att berdras. Ange
tilldimplig niva, TOP SECRET, SECRET, CONFIDENTIAL, och det land som informationen
hirrdr fran.
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g. Besokets relevans. Ange fullstindigt namn pa det statliga programmet, avtalet eller
forsiljningskontraktet (t.ex. "Foreign Military Sales case”) eller anbudsinfordran och anvénd
bara vanligt fsrekommande eller férklarade forkortningar.

h. Uppgifier om bestkaren

Namn - efternamn, f5ljt av fornamnet utskrivet och initial(er) pA mellannamn
Fédelsetid (dag-manad-ar)

Fodelseort (stad och land, samt i Amerikas Foérenta Stater inkluderande stat)
Niva av sikerhetsklarering (t.ex. TS, S, C)

Passnummer/identitetsnummer

Nationalitet

Stallning — Ange besokarens officiella titel eller stillning i organisationen (t.ex.
direktor, produktchef, osv.)

Leverantdr/regeringsorgan — Ange namnet p& den industrianlédggning eller det
regeringsorgan som bestkaren foretrider.

i. Begirande leverantorens/regeringsorganets sikerhetsansvarige tjdnsteman. Ange namn,
telefonnummer, faxnummer och e-postadress till den begérande sikerhetsansvarige
tjinstemannen.

j. Forsikran om sikerhetsklarering, Ifylls av tillimplig regerings klareringsmyndighet.

k. Anmérkningar. Denna punkt kan anvindas for vissa administrativa behov (t.ex. foreslagen
resplan, begiran om hotellreservationer och/eller transport). Om beséket har arrangerats i
forvig bdr namn, telefon- och faxnummer till den insatta person med vilken arrangemangen
har gjorts upp i forvig anges.

4. Engangsbessk: Engangsbessk kan vara ett enstaka besok med kort varaktighet (fr inte 6verstiga
30 dagar for USA och 21 dagar for Sverige). Framstillningar om godkidnnande av engéngsbesok skall
inges genom kanaler mellan regeringarna. Oforutsedda héndelser kan intriffa som innebir att
enskilda maste gora bradskande bes6k som, pa grund av bradskan, inte medger sedvanlig
framforhallning for bessksansdkan. Under sddana omstidndigheter skall ansokningar om bestk
granskas kritiskt och de méste vara fullstindigt dokumenterade och motiverade av den sindande
parten. Sddana bradskande bestk far bara anordnas i undantagsfall nir

a. det avsedda besoket ror en officiell regeringsinfordran av anbud (t.ex. ingivande av eller
andring i ett anbud, nirvaro vid fsrhandlingar fore ingdende av kontrakt eller samling av
anbudsgivare) eller,

b. besoket skall goras som svar pa en inbjudan av en virdregerings tjdnsteman eller ,
virdleverantdrs tjinsteman och i samband med ett officiellt statligt projekt, program eller
kontrakt och

c. en mdjlighet till ett program, projekt eller kontrakt kommer att dventyras om
framstillningen om besék inte godkénns.
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5. Periodiskt &terkommande bestk. Program som kommer att innebira periodiskt &terkommande
besdk i samband med sekretessbelagda kontrakt som ingitts enligt bilaterala program som genomfors
enligt ett avtal eller avtalsmemorandum mellan regeringar eller mellan myndigheter, och sédana
besok som rér affdrskontrakt som har godkiints av regeringarna, skall handliggas enligt punkt a eller
b nedan, beroende pé vilket som #r tillimpligt:

a. Bilaterala program. Varje deltagande leverantérs verksamhetsstille skall uppritta en
forteckning &ver de personer som medverkar i programmet. Forteckningen skall ingéien
framstéllning om besckstillstand som innehéller den information som anges i detta tilldgg.
Framstéllningarna skall sindas genom regeringskanaler till viirdpartens centrala besdkskontor, som
anges 1 punkt 2 ovan. Besdkstillstind som handldggs pé detta sitt skall vara giltiga under
programmets varaktighet och det skall inte finnas ndgon grins for antalet tillitna besckare.
Forteckningen skall varje &r kontrolleras av begirande CVO for att sikerstilla att alla bestkare
fortfarande behover ingd i forteckningen. Det skall inte finnas nigon gréins for hur ménga dndringar
som far goras i forteckningen, men de skall begransas till tilligg och strykningar av namn. Nar
bestken har godkints far besok till de medverkande leverantsrsanliggningarna och statliga
organisationerna anordnas direkt.

b. Andra &n bilaterala program. Leverantdrs verksamhetsstilien skall uppritta en forteckning
Over de personer som berdrs av ett visst kontrakt eller underleverantorskontrakt som har godkénts av
de ansvariga statliga myndigheterna. Forteckningen skall ingé i en framstllning om beskstillstand
som innehéller den information som anges i punkt 3 ovan. Framstillningen skall sindas till det CVO
som anges i punkt 2 ovan for besok till svenska och amerikanska leverantors verksamhetsstillen och
statliga organisationer. Bestk av personer pa de godkinda listorna far anordnas direkt med
sdkerhetsavdelningarna vid den leverantdrs verksamhetsstille eller statliga organisation som skall
besokas. Besokstillstind som handléggs pa detta sttt skall galla i ett ar, men far vid behov fomyas for
perioder pa upp till ett &r for att utfSra kontraktet eller underleverantorskontraktet.

6. Forldngda besok. En framstillning om forlingt besok bor anvindas nér det krévs att en besékare
stannar pa en anléggning (industri eller statlig) under en sammanhéngande period av mer &n 21 dagar
i Sverige, eller 30 dagar i USA. Ledtiden for en framstillning om fSrlingt besokstillstand till Sverige
ar tjugoen (21) dagar och for USA trettio (30) dagar, Ett forlingt besokstillstand kan gilla i upp till
tre (3) &r i Sverige och under programmets varaktighet i USA. Det finns begrénsningar av vilket slags
arbete som far utfras av en person pa ett forlingt besskstillstand.

7. Besdk till leverantdrs verksamhetsstéllen som endast ror oklassificerad eller svensk information
med beteckningen HEMLIG/RESTRICTED skall anordnas direkt mellan de séndande och
mottagande verksamhetsstéillen och besokaren behover inte ha intyg om sikerhetsklarering.

8. I'tillstdnd att bestka huvudleveranttrens verksamhetsstille skall, nir det behovs for kommersiella
enheter, ing tillstand att f3 tillgang till eller r&ja sekretessbelagd information vid en underleverantérs
verksamhetsstille som utfor arbete i samband med samma huvudkontrakt, om underleverantéren
finns med i den ursprungliga bestksframstillningen.

9. Det dr verksamhetsstillet som besoks som ansvarar for att se till att besokare inte fir tillgang till
information eller omréden som de inte har behov av.

10. For éndringar i godkinda framstillningar om besék krivs forhandsgodkénnande fran den
mottagande parten. Bridskande besok far inte dndras efter godkannande,
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SECURITY IMPLEMENTING AGREEMENT
FOR INDUSTRIAL OPERATIONS BETWEEN THE GOVERNMENT OF THE
KINGDOM OF SWEDEN REPRESENTED BY FORSVARETS MATERIELVERK AND
THE DEPARTMENT OF DEFENSE OF THE UNITED STATES

1. PURPOSE.

a. The following procedures have been developed by the Government of the Kingdom of
Sweden represented by Férsvarets materielverk (FMV) and the Department of Defense of the
United States (DoD), hereinafter referred to as “the Parties,” to implement the provisions of the
General Security of Military Information Agreement between the Government of the Kingdom
of Sweden and the Government of the United States, which entered into force on December 23,
1981. These procedures replace the Security Procedures for Industrial Operations between the
Supreme Commander of the Swedish Armed Forces and the Department of Defense of the
United States (Industrial Security Annex), dated 16 February 1982. The Agreement of 1981
provides for the safeguarding of Classified Military Information exchanged between the
governments. This Implementing Agreement (hereafter referred to as Agreement) will apply to
those cases in which Contracts, subcontracts, pre-Contract negotiations or other government-
approved arrangements involving Classified Information of the Parties are placed or entered into
by or on behalf of FMV in the United States or by or on behalf of the DoD in Sweden.

b. Within the framework of their national legislation, each Party shall take all appropriate

measures 1o ensure the protection of Classified Information or Materiel provided pursuant to this
Agreement.

¢. In Sweden the Designated Security Authority (DSA) is FMV (the Defence Materiel
Administration). The DoD hereby designates the Deputy Under Secretary of Defense
(Technology Securxty Policy & Counterproliferation) as its DSA to prov1de policy oversight
concerning the provisions of this Agreement.

2. DEFINITIONS.
The following definitions will be used for the purpose of this Agreement:

Classified Contract: A Contract that requires, or will require, access to Classified Information by
a Contractor or by its employees in the performance of a Contract.

Classified Information: Official information or Materiel which in the interest of national security
of the releasing or owning government, and in accordance with applicable national laws and
regulations, requires protection against unauthorized disclosure and which has been deSLgnated
as classified by an appropriate security authority. This includes any information, in any form,
including written, oral or visual, or in the form of Materiel.

Cognizant Security Office (CSO): The government office or offices designated to administer
industrial security in a Contractor’s facility.
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Contract: A legally enforceable agreement to provide goods or services.

Contractor: An individual or a commercial or other entity that agrees to provide goods or
services.

Designated Government Representative (DGR): A person or an authority appointed to represent
the sending or receiving Party in making or authorizing a government-to-government transfer of
Classified Information.

Designated Security Authority (DSA): The government authority responsible for the security of
Classified Information covered by this Agreement.

Document: Any letter, note, minute, report, memorandum, message, sketch, photograph, film,
map, chart, plan, notebook, stencil, carbon, typewriter ribbon, diskette, magnetic tape, or any
other form of recorded information.

Facility Security Clearance Assurance (FSCA): A certification provided by a DSA or CSO for a
Contractor facility under its territorial jurisdiction which indicates that the facility is security
cleared to a specified level and also has suitable security safeguards in place at a specified level
to safeguard Classified Information. The FSCA also signifies that Classified Information
CONFIDENTIAL or above will be protected by the Contractor on which the FSCA is provided
in accordance with the provisions of this Agreement and that compliance shall be monitored and
enforced by the responsible DSA or CSO. An FSCA is not required for a Contractor to
undertake Contracts that require the receipt or production of Classified Information at the
HEMLIG/RESTRICTED level.

Government-to-Government Transfer: The principle that Classified Information and Materiel
CONFIDENTIAL and above will be transferred through official government-to-government
channels or through other channels as may be mutually agreed, in writing, by the Sending and
Receiving Parties.

Materiel: Any Document, product or substance on or in which information may be recorded or
embodied. Materiel shall encompass everything regardless of its physical character or makeup
including, but not limited to, Documents, writing, hardware, equipment, machinery, apparatus,
devices, models, photographs, recordings, reproductions, notes, sketches, plans, prototypes,
designs, configurations, maps and letters, as well as all other products, substances or items from
which information can be derived.

Need-to-know: A determination made by an authorized holder of Classified Information that a
prospectlve recipient requires access to specific Classified Information in order to perform or |
assist in a lawful and authorized governmental function.

Party: In Sweden, Party refers to the Government represented by FMV (including the agencies
and authorities under the Swedish Ministry of Defence). In the United States, Party refers to the
Department of Defense (including its agencies and the Departments of the Army, Navy, and Air
Force).
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Personnel Security Clearance Assurance (PSCA):

a. In the case of an individual who is employed by a government agency or Contractor
facility under the jurisdiction of a DSA or CSO, a certification provided by that DSA or CSO
concerning the level of personnel security clearance held by the individual.

b. In the case of an individual who is a citizen of one Party but is to be employed by the
other Party or its Contractors, a statement provided by the DSA or CSO of the individual’s
country of citizenship concerning the individual’s eligibility for a personnel security clearance at
a level specified by the requesting Party.

Receiving Party: The Party to which Classified Information is transferred.

Sending Party: The Party that transfers Classified Information to the Receiving Party.

3. RESTRICTIONS ON USE AND DISCLOSURE OF EXCHANGED CLASSIFIED
INFORMATION.

a. Unless express prior written consent is given to the contrary, the Receiving Party will
not disclose or use, or permit the disclosure or use of, any Classified Information except for the
purposes and within any limitations stated by the Sending Party.

b. The Receiving Party will not pass or disclose to a Government official, Contractor,
Contractor’s employee or to any other person holding the citizenship of any third country, or to
any international organization, any Classified Information CONFIDENTIAL or above, supplied
under the provisions of the General Security Agreement or this Agreement, nor will publicly
disclose any Classified Information without prior written consent of the Sending Party.

c. Nothing in this Agreement will be taken as an authority for, or to govern the release,
use, exchange or disclosure of information in which intellectual property rights exist, until the
specific written authorization of the owner of these rights has first been obtained.

4. PROTECTION OF CLASSIFIED INFORMATION.

Upon receipt of Classified Information furnished under this Agreement, the Receiving Party
shall undertake to afford the information a degree of security protection at least equivalent to that
afforded to the information by the Sending Party. The Receiving Party shall be responsible for
information so received while it is within the territorial jurisdiction of its government and while
it is possessed by or furnished to persons authorized to visit abroad pursuant to this Agreement.
In Sweden FMV is the Cognizant Security Office (CSO) and in the United States the Defense
Security Service (DSS) is the Cognizant Security Office (CSO). These organizations will
assume responsibility for ensuring the administration of security measures for a Contract
involving Classified Information CONFIDENTIAL or above awarded to industry for
performance in their respective countries. Classified Information at the Swedish
HEMLIG/RESTRICTED level will be protected in the U.S. in accordance with the provisions of
Appendix A.
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a. Access. Access to Classified Information CONFIDENTIAL or above will be limited to
those persons who have a need-to-know and have been security cleared by either of the Parties in
accordance with its national laws and regulations to the level at least equal to the classification of
the information to be accessed.

b. Inspection/Security Review. The CSOs, as identified above, shall ensure that periodic
industrial security inspections/security reviews are made of each Contractor facility that is
located and incorporated to do business within their country engaged in the performance of, or in
negotiations for, a Classified Contract,

c. Security Costs. Costs incurred in conducting security inspections/reviews shall be
borne by the Party rendering the service. Costs incurred by either of the Parties through
implementation of other security measures, including costs incurred through the use of the
diplomatic courier service or any other authorized official courier service, will not be
reimbursed. There shall be provisions in Classified Contracts for security costs to be incurred
under the Contract, such as special costs for packing, transport and the like, which shall be borne
by the Party for whom the service is required under the Contract. If, subsequent to the date of
the Contract, the security classification or security requirements under the Contract are changed,
and the security costs are thereby increased or decreased, the provisions of the Contract that may
be affected shall be subject to an equitable adjustment by reason of such increased or decreased
costs. Such equitable adjustments shall be accomplished under the appropriate provisions in the
Contract governing changes.

d. Security Clearances. Clearances of Contractor facilities and individuals that will
possess or be authorized access to Classified Information in connection with a Classified
Contract or a potential Classified Contract shall be processed according to the pertinent
regulations of the country having responsibility for administering security measures for the
Classified Contract.

e. Orientation. The CSOs shall ensure that Contractors or subcontractors having access to
Classified Information are furnished instructions setting forth their responsibility to protect the
information in accordance with applicable national laws and regulations commensurate with the
provisions of this Agreement.

5. TRANSFERS OF CLASSIFIED INFORMATION.

a. Classified Information CONFIDENTIAL and above shall normally be transferred
between the Parties through DGRs using Government-to-Government channels. Government-to-
Government channels are official government channels (e.g., diplomatic courier service). Other
channels that may be established, if mutually agreed in writing by the Parties, shall ensure that:
government accountability and control is maintained from the point of origin to the ultimate
destination. The CSO for each Classified Contract shall approve the procedures, or inform the
Contractor of the channels of transmission to be used, and identify the DGR. Materiel shall be
prepared for transmission in accordance with the national security laws and regulations of the
Sending Party.
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b. Classified Information CONFIDENTIAL and above that is to be transferred
clectronically shall be transmitted using secure means that have been approved by both Party’s
communications security authorities.

¢. Classified Information at the Swedish HEMLIG/RESTRICTED level will be
transmitted in the U.S. in accordance with the provisions of Appendix A.

6. RELEASE OF INFORMATION.

Release by a Contractor or subcontractor of any Classified Information CONFIDENTIAL or
above pertaining to a Classified Contract shall in Sweden be governed by a Security Agreement
(SA) including an Industrial Security Manual (ISM) between the Contractor or subcontractor and
the Swedish Party and in the U.S. by the National Industrial Security Program Operating Manual
(NISPOM), DoD 5220.22-M. In the case of a Swedish facility with a U.S. Classified Contract,
initial prior review and approval shall be governed by the Swedish SA and ISM with final
approval by the appropriate U.S. authority. In the case of a U.S. facility with a Swedish
Classified Contract, initial prior review and approval shall be governed by the NISPOM with
final approval by the Swedish Party.

7. MARKING.

a. The Sending Party shall ensure that Documents containing Classified Information are
marked with the appropriate classification markings and prefixed with the country of
origin/ownership prior to transfer to the Receiving Party. Upon receipt, the information shall, if
required, be marked with the equivalent security classification, as detailed below. If such
information subsequently is included in other Documents, those Documents shall be marked to
identify the Sending Party and the applicable classification.

Table of Equivalent Security Classification Categories

Sweden United States
KVALIFICERAT HEMLIG TOP SECRET
HEMLIG/SECRET SECRET
HEMLIG/CONFIDENTIAL CONFIDENTIAL
HEMLIG/RESTRICTED No equivalent (See Appendix A)

b. Classified Information produced or reproduced by a Receiving Party shall indicate
when foreign government information is contained therein. The markings shall be applied in the
manner prescribed in the regulations of the country in which the information is produced or
reproduced. '
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8. CONTRACTS.

When a Party proposes to place, or authorizes a Contractor in its country to place, a Contract
involving Classified Information CONFIDENTIAL or above with a Contractor in the country of
the other Party, the Party that is to place or authorize the Contractor to place such Contract will
request an FSCA, where appropriate, from the CSO of the other country. The FSCA will carry a
responsibility that the security conduct by the cleared Contractor will be in accordance with
national security laws or regulations and be monitored by its CSO.

a. Security Requirements Clause.

(1) The responsible authority of the Party in the process of negotiating a
Classified Contract to be performed within the other country, and every Contractor in receipt of a
Classified Contract or in the process of negotiating a Classified subcontract to be performed
within the other country, shall incorporate appropriate security clauses in the Contract, request
for proposal or subcontract Document. For such activity involving Classified Information at the
CONFIDENTIAL or above levels, the security clauses attached at Appendix B shall be used.

(2) A copy of the relevant portions of the Contract, request for proposal or
subcontract, including the security requirements clauses, shall be furnished promptly through
appropriate channels to the CSO where the Contract is placed to enable them to furnish security
supervision.

(3) Contracts placed with U.S. Contractors involving Classified Information at the
Swedish HEMLIG/RESTRICTED level will contain a Restricted Conditions Requirement
Clause identifying the measures to be applied for the protection of the Swedish
HEMLIG/RESTRICTED information.

b. Security Classification Guidance. The appropriate authority (see 8.a.(1), above) of the
contracting government shall furnish the Contractor or subcontractor with the security
classification guidance pertaining to each classified aspect related to the Contract. In the case of
Sweden this guidance shall be set forth in a Security Plan or Program Security Instruction (PSI)
together with a Security Classification Guide and in the U.S. by way of a Contract Security
Classification Specification (DD Form 254). The guidance must identify that Classified
Information which is furnished by the contracting Party in connection with the Contract, of
which is generated pursuant to the Classified Contract, and assign to such information a proper
security classification. Two copies of the written security classification guidance, and of the
security portions of the Classified Contract, or request for proposal, or subcontract containing the
security requirements clauses will be submitted to the CSO of the Party which is responsible for
administering security measures. The addresses of the CSOs are:
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Sweden

Foérsvarets materielverk — FMV
Defence Materiel Administration
Security

Banérgatan 62

SE-115 88 Stockholm
SWEDEN

United States

Defense Security Service

Attn: Deputy Director for Industrial Security
Department of Defense

1340 Braddock Place

Alexandria, Virginia 22314-1651

UNITED STATES OF AMERICA

c. Subcontracts. Unless specifically prohibited in the Classified Contract, a Contractor
may subcontract within its own country in accordance with the security procedures prescribed in
its country for classified subcontracts, and within the country of the contracting Party under the
procedures established by this Agreement for placing a classified prime Contract in that country,
in accordance with the clauses set out in Appendix B to this Agreement.

d. Foreign Ownership, Control, or Influence. Firms that are determined by national
security authorities to be under financial, administrative, policy or management control of
nationals or other entities of a third party country may participate in a Contract or subcontract
requiring access to Classified Information provided by the other Party only when enforceable
measures are in effect to ensure that nationals or other entities of third party countries will not
have access to Classified Information that is provided or that is generated there from. If
enforceable measures are not in effect to preclude access by nationals or other entities of third
party countries, the permission of the originating Party will be obtained prior to permitting such
access.

e. Corporate Governance. FMV agrees to oversee implementation of board resolutions
entered into by Swedish entities in connection with DoD Special Security Agreements (SSAs).
FMYV also agrees to assist the DoD in addressing alleged violations of the provisions of a DoD
SSA by a Swedish company. These agreements are predicated on the understanding that the
DoD will oversee compliance with board resolutions/arrangements entered into by U.S, entities
in connection with FMV requirements governing foreign ownership, control or influence of
Swedish entities holding Swedish security clearances, and that DoD will assist the FMV in
addressing violations of these provisions by U.S. entities.
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9. VISITS.

Requests for approval of visits shall be submitted using the procedures in Appendix C. Approval
for visits shall be granted only to persons possessing security clearances at least at the level of
the information to which access will be given. Authorization for visitots to have access to
Classified Information will be limited to those who have a Need-to-Know.

10. SECURITY ASSURANCES RELATED TO NATIONAL SECURITY CLEARANCES OF
FACILITIES OR NATIONALS OF THE OTHER COUNTRY.

a. Each Party will provide a FSCA or PSCA for facilities or individuals in its country
when requested by the other Party.

b. When requested, the Party receiving the request shall determine the security clearance
status of the facility or individual that is the subject of the inquiry and forward a FSCA or PSCA
if the facility or national is already cleared. If the facility or national does not have a security
clearance, or the facility or individual has a clearance that is at a lower security level than that
requested, notification will be sent to the requesting Party that the FSCA or PSCA cannot be
issued without further consultation. In such cases, further steps may be initiated to conduct
inquiries that are necessary to meet the requirement.

¢. If the Party receiving the request determines that a facility located and incorporated to
do business in its country is ineligible for a security clearance, the requesting Party will be
notified.

d. If either Party learns of any adverse information about a facility or an individual for
whom it has furnished a FSCA or PSCA, it will notify the other Party of the nature of the
information and the action it intends to take, or has taken. Either Party may request a review of
any FSCA or PSCA that has been furnished by the other Party, provided that the request is
accompanied by a rationale. The requesting Party will be notified of the results of the review
and any subsequent action.

¢. If either Party invalidates, suspends or takes action to revoke a personnel or facility
security clearance, the Party that requested the PSCA or FSCA will be notified and given the

reasons for such an action.

f. If requested by the other Party, each Party will cooperate in reviews and investigations
concerning security clearances. ’ s
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11. LOSS OR COMPROMISE.

a. In the event of the loss or possible loss of Classified Information CONFIDENTIAL or
above, or suspicion that such Classified Information has been compromised, the Receiving Party
will immediately inform the Sending Party.

b. An investigation will be carried out immediately by the Receiving Party, with
assistance from the Sending Party, if required, in accordance with the laws and regulations in the
country of the Receiving Party. The Receiving Party will inform the Sending Party about the
circumstances and outcome of the investigation as soon as possible and the measures adopted to
preclude recurrence of the incident.

12, DISPUTES.

Any dispute regarding the interpretation or application of this Agreement will be resolved by
consultation between the Parties and will not be referred to any national or international tribunal
or third Party for settlement.

13. EFFECTIVE DATE.

This Implementing Agreement to the 1981 General Security of Military Information Agreement
supersedes the Security Procedures for Industrial Operations between the Supreme Commander
of the Swedish Armed Forces of the Kingdom of Sweden and the Department of Defense of the
United States (Industrial Security Annex) dated 16 February 1982 and becomes effective upon
signature by both parties.

14. TERMINATION/REVIEW.

a. This Agreement will remain in effect until termination of the 1981 General Security of
Military Information Agreement, or until this Agreement is terminated by either Party giving the
other Party six months written notification of its intent to terminate the Agreement. This
Agreement may also be terminated at any time upon written consent of both Parties. Both
Parties will remain responsible after termination for the safeguarding of all Classified
Information exchanged under the provisions of the 1981 General Security of Military
Information Agreement and this Agreement and any Contracts entered into, or generated
therefrom, in accordance with national laws and regulations.

b. This Agreement will be reviewed jointly by the Parties no later than five (5)'years after
its effective date.

¢. Any Classified Information that is exchanged under the cover of this Agreement will
be safeguarded even though its transfer may occur following notice by either of the Parties to
terminate. :

d. In the event of termination, resolution of any outstanding problems will be achieved by
consultation between the two Parties.
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15. SIGNATURES.

a. The foregoing represents the understanding between the Government of the Kingdom
of Sweden represented by FMV and the Department of Defense of the United States of America
upon the matters referred to therein,

b. IN WITNESS WHEREOF, the undersigned, being duly authorized by their
Governments, have signed this Agreement.

¢. DONE, at Washington, D.C. this 20th day of May, 2004, in English and Swedish,
each text being equally authentic.

For the Department of Defense For the Government
of the Uhited States of America of the Kingdom of Sweden
Forsvarets materielverk .
\IAsa Bronson Jad-Olof Lind '
Deputy Under Secretary of Defense for Acting Director General
Technology Security Policy and Forsvarets materielverk
Counterproliferation

Appendices to the U.S.-Sweden Implementing Agreement:

A. Procedures for Handling Swedish HEMLIG/RESTRICTED Information within the United
States

B. Security Requirements Clauses

C. Visit Procedures
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APPENDIX A

PROCEDURES FOR HANDLING SWEDISH HEMLIG/RESTRICTED INFORMATION
WITHIN THE UNITED STATES

1. Upon receipt, Swedish Documents or Materiel bearing the classification
“HEMLIG/RESTRICTED" shall be handled in the U.S. as U.S. UNCLASSIFIED information
that is exempt from public release under one or more U.S. laws. These laws include the Freedom
of Information Act (FOIA) and Title 10 U.S.C. Section 130(c), "Nondisclosure of Information:
Certain Sensitive Information of Foreign Governments and International Organizations."
Documents or Materiel so marked shall be stored in locked containers affording the appropriate
protection or closed spaces or areas that will prevent access by unauthorized personnel.

2. Swedish HEMLIG/RESTRICTED Documents shall be handled in a manner that will preclude

open publication, access or use for other than official government purposes of the United States
or Sweden,

3. Before any Communications and Information System is allowed to store, process or forward
Swedish HEMLIG/RESTRICTED information, it must be given security approval, known as
Accreditation. An Accreditation is defined as a formal statement by the appropriate authority
confirming that the use of a system meets the appropriate security requirement and does not
present an unacceptable risk. For stand-alone desktop PCs and laptop systems utilized in DoD
establishments the system registration Document together with the Security Operating Procedures
fulfils the role of the required Accreditation. For Contractors, guidance on the use of Information

Technology systems will be incorporated within the Restricted Conditions Requirements Clause in
the Contract.

4. Swedish HEMLIG/RESTRICTED Documents shall be transmitted by first class mail within
the United States in one secure envelope/cover. Transmission outside the URited States shall be
in two secure envelopes/covers, the inner cover marked "Swedish HEMLIG/RESTRICTED".
Such transmissions shall be by traceable means such as Commerecial Courier or other means
agreed upon by Sweden in writing.

5. Otherwise unclassified U.S. Documents originated by a U.S. Government agency which
contain information that Sweden has classified HEMLIG/RESTRICTED shall bear on the cover
and the first page the marking "Swedish HEMLIG/RESTRICTED - Exempt from Public
Disclosure under Title 10 U.S.C., Section 130(c)." The portion of the Document containing
Swedish HEMLIG/RESTRICTED information also shall be identified in the Documents.

6. Swedish HEMLIG/RESTRICTED information shall be transmitted or accessed electronically,
via a public network like the Internet, using government or commercial encryption devices
mutually accepted by the Parties' government security authorities. Telephone conversations,
video conferencing or facsimile transmissions containing Swedish HEMLIG/RESTRICTED
information may be in clear text, if an approved encryption system is not available.
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APPENDIX B

SECURITY REQUIREMENTS CLAUSE FOR INCLUSION IN CLASSIFIED
CONTRACTS INVOLVING CLASSIFIED INFORMATION CONFIDENTIAL OR
ABOVE

The provisions of this clause are based upon the General Security of Military Information
Agreement between the Government of the Kingdom of Sweden and the Government of the
United States and shall apply to the extent that this Contract involves access to or the possession
of information or Materiel to which a security classification CONFIDENTIAL and above has
been assigned by the Government that originated the information (hereafter called Originating
Government).

1. All Classified Information and Materiel furnished or generated pursuant to this Contract shall
be protected as follows:

a. The recipient shall not release the information or Materiel to a third country
government, person, or firm without the prior approval of the Originating Government.

b. The recipient shall afford the information and Matericl a degree of protection at least
equivalent to that afforded it by the Originating Government as indicated in the table below.
Information received shall be marked with the originator's level of classification and denote the
country of origin.

¢. The recipient shall not use the information and Materiel for other than the purpose for
which it was furnished without the prior written consent of the originating Party.

2. Classified Information and Materiel furnished or generated pursuant to this Contract shall be
transferred through government-to-government channels or other channels mutually approved, in
writing, by the Governments of the United States and the Kingdom of Sweden. Access to
Classified Information and Materiel shall be granted only to persons who have a security
clearance at least equal to the classification level of the information and an official need for
access to the information in order to perform on the Contract.

3. Classified Information and Materiel furnished under this Contract will be remarked by the
recipient with its government's equivalent security classification markings.

4. Classified Information and Materiel generated under this Contract shall be ass1gned a security
classification as specified by the Contract security classification specifications. '

5. All cases in which it is known or there is reason to believe that Classified Information or
Materiel furnished or generated pursuant to this Contract has been subject to a security breach,
compromised, lost, or disclosed to unauthorized persons shall be reported promptly and fully by
the Contractor to its government’s security authorities.

6. Classified Information and Materiel furnished or generated pursuant to this Contract shall not
be further provided to another potential Contractor or subcontractor unless:
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a. A potential Contractor or subcontractor which is located in the U.S. or Sweden has
been approved for access to Classified Information and Materiel at the requisite level by U.S. or
Swedish security authorities; or,

b. If located in a third country, prior written consent is obtained from the U.S. or Swedish
Government, whichever is the Originating Government.

7. The recipient Contractor shall insert terms that substantially conform to the language of these
clauses, including this clause, in all subcontracts under this Contract that involve access to
Classified Information furnished or generated under this Contract.

8. Upon completion of the Contract, all Classified Information or Materiel furnished or generated
pursuant to the Contract shall either be destroyed by the contractor in accordance with national
rules and regulations or, if requested, returned to the Government that furnished the information.

Table of Equivalent Security Classification Categories

Sweden United States
KVALIFICERAT HEMLIG TOP SECRET
HEMLIG/SECRET SECRET
HEMLIG/CONFIDENTIAL CONFIDENTIAL
HEMLIG/RESTRICTED No equivalent (See Appendix A)
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APPENDIX C
VISITS

1. This Appendix describes procedures to be used in the visit request process. Visits require the prior
approval of both Parties using the procedures in this Appendix.

2. The offices listed below have been designated by each Party to process visit requests that are

received from the other Party. The listed offices are hereafier referred to as Central Visit Offices or
CVOs,

Sweden

Forsvarets materielverk — FMV

Swedish Defence Materiel Administration
Security

Banérgatan 62

SE-115 88 Stockholm

SWEDEN

Totalférsvarets Forskningsinstitut — FOI
Swedish Defence Research agency
Ranhammarsvigen 14

SE-172 90 Stockholm

SWEDEN

Forsvarsmakten — Hogkvarteret
Swedish Armed Forces Headquarters
Protocol

Lidingtvigen 24

SE-107 85 Stockholm

SWEDEN

United States:

Department of the Army

Office of the Deputy Chief of Staff for Intelligence
Attn: Foreign Liaison Directorate (DAMI-FL)
Washington, D.C. 20310-1040

United States of America

Department of the Navy

Navy International Programs Office

Foreign Disclosure Policy Control Division (Navy [PO-10)
Washington, D.C. 20350-5000

United States of America
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Department of the Air Force

Office of the Deputy Under Secretary of the Air Force
(International Affairs)

Foreign Disclosure & Technology Transfer Division (SAF/IAPD)
1010 Air Force Pentagon

Washington, D.C. 20330-1010

United States of America

Defense Intelligence Agency
Foreign Liaison Staff (DIA/PO-FL)
Washington, D.C. 20301-6111
United States of America

(The Defense Intelligence Agency processes visits to the Office of the Secretary of
Defense (OSD), the OSD Staff, Department of Defense Agencies, and the Joint Staff, and
their contractors.)

3. Requests for approval of visits shall include the following information:

a. Requesting Facility. Provide the full name and postal address (include city, country, and

postal zone, and in the U.S. include the state) and the telephone and telefax numbers of the
facility.

b. Government Agency or Industrial Facility to be Visited. Provide the full name, title, and
visit (street) address (include city, country, and postal zone, and in the U.S. include the state)
including telephone and telefax number, E-mail address and name of the person with whom
the meeting will take place (point of contact).

c. Dates of Visit. Provide the actual date or period (date-to-date) of the visit by day-month-
year.

d. Type of Visit. Specify whether the visit is a government initiative or commercial initiative
and whether the visit is being initiated by the requesting facility or the facility to be visited.
Government initiative will be specified only if the visit is in support of an authorized
government program, which must be fully described in subparagraph g, below.

e. Subject to be Discussed/Justification. Give a concise description of the issues or subjects to
be discussed and the reason for the visit. Do not use unexplained abbreviations. In the case
of a request for recurring visits, this item should state Recurring Visits as the first words in the
data element (e.g., Recurring Visits to discuss ...) or in the case of an amendment
(Amendment to Visit ID number...).

f. Anticipated Level of Classified Information to be involved. Indicate TOP SECRET,
SECRET, CONFIDENTIAL, as applicable, and country of origin of the information.

g. Pertinence of Visit. Specify the full name of the government program, agreement, or sales
Contract (e.g., Foreign Military Sales case), or request for proposal or tender, using
commonly used or explained abbreviations only.
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h. Particulars of Visitor.

Name - Family Name, followed by forename in full and middle initial(s).

Date of Birth (day-month-year)

Place of Birth (city, and country, and in the U.S. include the state)

Security Clearance status (e.g. TS, S, C)

Passport Number/Identification Number

Nationality

Position - Indicate the official title or position the visitor holds in the organization
(e.g., director, product manager, etc.).

Contractor/Government Agency — Provide the name of the industrial facility or
government agency that the visitor represents.

i. Security Officer of the Requesting Contractor/Government Agency. Provide the name,
telephone number, fax number and E-mail address of the requesting Security Officer.

j. Certification of Security Clearance. To be completed by the applicable government
clearance agency.

k. Remarks. This item can be used for certain administrative requirements (e.g., proposed
itinerary, request of hotel reservations, and/or transportation). If the visit has been pre-
coordinated, the name, telephone and telefax numbers of the knowledgeable person with
whom advance arrangements have been made should be stated.

4. One-time Visits: One-time visits may be for a single visit of a short duration (not to exceed 30 days
for the U.S. and 21 days for Sweden). Requests for approval of one-time visits will be submitted via
government to government channels. Unforeseen circumstances may occur that require individuals
to undertake urgent visits which, due to the urgency, do not permit the usual lead time for the visit.

In such circumstances visit applications will be critically reviewed and must be fully documented and

justified by the Sending Party. Such emergency visits shall be arranged only in exceptional
circumstances when:

a. The proposed visit is related to an official government request for proposal/request for
tender offer (e.g.; submission of, or amendment to, a bid or proposal; attendance at pre-
Contract negotiations or bidder’s conference); or,

b. The visit is to be made in response to the invitation of a host government official or host

contractor official and is in connection with an official government project, programme or
Contract, and,

¢. A programme, project or Contract opportunity will be placed in Jeopardy if the visit request
is not approved.

5. Intermittent Recurring Visits. Programs that will involve intermittent, recurring visits related to
Classified Contracts that are awarded pursuant to bilateral programs conducted under a government-
to-government or agency-to-agency agreement or memorandum of understanding, and such visits
related to commercial Contracts that have been approved by the governments, shall be processed as
prescribed in subparagraphs (a) or (b) below, as applicable:
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a. Bilateral programs. A list shall be developed by each participating contractor facility of
those individuals who are participating in the program. The list shall be included with a request for
visit authorization containing the information described in this Appendix. The requests shall be sent
through government channels to the Central Visit Offices of the host Party, as identified in paragraph
2, above. Visit authorizations under this procedure shall be valid for the duration of the program and
there will be no limit on the number of visitors authorized. The list shall be checked annually by the
requesting CVO to ensure that there is still a requirement for all visitors to continue to be included.
There shall be no limit to the number of amendments which may be submitted to the list but they
shall be confined to the addition and deletion of names. Upon approval, direct arrangements may be
made for visits to the participating contractor facilities and government organizations.

b. Other than Bilateral Programs. A list shall be developed by contractor facilities of those
individuals that are involved in a specific Contract or subcontract that has been approved by the
responsible government authorities. The list shall be included with a request for visit authorization
containing the information described in paragraph 3., above. The request shall be submitted to the
CVO identified in paragraph 2, above, for visits to Swedish and to U.S. Contractor facilities and
government organizations. Visits by individuals on the approved lists may be arranged directly with
the security offices of the Contractor facility or government organization to be visited. Visit
authorizations under this procedure shall be valid for one year, but may be renewed for periods of up
to one year as necessary for performance on the Contract or subcontract.

6. Extended Visits. An Extended Visit Request should be used when a visitor will be required to
remain on a site (industrial or government) for a continuous period of greater than 21 days in
Sweden, or 30 days in the U.S. The lead-time for a request for an Extended Visit Authorization to
Sweden is twenty-one (21) days, and for the U.S. is thirty (30) days. An Extended Visit
Authorization can be valid for a period of up to three (3) years in Sweden, and for the duration of the

program in the U.S. There are limitations on the type of work that can be carried out by an individual
on an Extended Visit Authorization.

7. Visits to Contractor facilities relating only to Unclassified or Swedish HEMLIG/RESTRICTED
information shall be arranged directly between the sending and receiving facilities, and the visitor
does not require a security clearance.

8. When requested in regard to commercial entities, the authority to visit the facility of the prime
Contractor shall include authorization to have access to or to disclose Classified Information at the
facility of a subcontractor engaged in performance of work in connection with the same prime
Contract provided the subcontractor is included on the original Visit Request.

9. It is the responsibility of the host site to ensure that the visitor is not allowed access to information
or areas for which they do not have a need-to-know. ;

10. Modifications to approved Visit Requests require the prior concurrence of the receiving Party.
Emergency visit requests may not be modified after approval.

Edita Norstedts Tryckeri, Stockholm 2004
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