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Avtal mellan Konungariket Sveriges regering och Republiken
Bulgariens regering om omsesidigt skydd och utbyte av hemliga
uppgifter

Konungariket Sveriges regering och Republiken Bulgariens regering, i det
som foljer kallade “parterna”,

med insikt om att det i gott samarbete ocksa kan behdva utbytas hemliga
uppgifter mellan parterna,

i syfte att skapa ett regelverk som reglerar det dmsesidiga skyddet av
hemliga uppgifter och som ar tillimpbart i alla framtida samarbetsavtal som
kommer att implementeras mellan parterna och sdkerhetsskyddsavtal i vilka
uppgifter forekommer eller berdrs;

har 6verenskommit foljande:

ARTIKEL 1
DEFINITIONER

I detta avtal avser:

(1) “Hemliga uppgifter” — information oavsett form, slag eller overfo-
ringsmetod som har fardigtstillts eller som &r under fardigstdllande och som
har placerats i informationssidkerhetsklass och som med hénsyn till rikets
sikerhet, i enlighet med parternas nationella lagar och foreskrifter, skall
skyddas.

(2) “Informationssikerhetsklass” — den kategorisering, som enligt na-
tionella lagar och foreskrifter, anger de hemliga uppgifternas kanslighet och
den behdrighetsniva som krivs for att fa tillgang till dem och den grad av
skydd som parterna skall tillse samt de nivaer enligt vilka uppgifterna skall
markas.

(3) “Sékerhetsklarering” — ett positivt beslut efter registerkontroll i syfte
att utfarda forsdkran om en fysisk eller juridisk persons lojalitet och palitlig-
het och att 6vriga sdkerhetshdnsyn tagits i enlighet med nationella lagar och
foreskrifter. Ett sddant beslut gor det mojligt att ge en fysisk eller juridisk
person behorighet att hantera hemliga uppgifter pa en viss niva.

(4) “Upprittande part” — den part, inbegripet statliga eller privata organi-
sationer under dess jurisdiktion, som delger hemliga uppgifter till den andra
parten.

(5) “Mottagande part” — den part, inbegripet statliga eller privata orga-
nisationer under dess jurisdiktion, som mottar hemliga uppgifter fran upprit-
tande part.

(6) “Behérig sikerhetsmyndighet” — nationell sdkerhetsmyndighet, som
i enlighet med respektive parts nationella lagar och foreskrifter tillser efter-
levnad av statens avsikter vad géller skydd av hemliga uppgifter och som
utdvar tillsynen inom detta omrade samt andra behdriga myndigheter med
ansvar for genomforandet av detta avtal. Dessa myndigheter finns foreteck-
nade i avtalets artikel 3.

(7) ”Kontraktspart” — fysisk eller juridisk person med rattslig forméaga
att ingd avtal.

(8) “Sikerhetsskyddsavtal” — ett avtal mellan tva eller flera avtalsparter
vilket innehaller eller medfor tillgang till hemliga uppgifter.



(9) “Behovsprincipen” — endast den som har behov av hemliga uppgifter
for sitt arbete i den verksamhet dér de hemliga uppgifterna forkommer.

(10) “Tredje part” — avser en stat eller internationell organisation som inte
ar part i avtalet.

(11) “Sakerhetsovertriadelse” — en handling eller en forsummelse som
bryter mot nationella lagar och foreskrifter som leder eller kan leda till obe-
horigt réjande, missbruk, skada, forstorande eller forlust av hemliga uppgif-
ter, eller misstanke om att sa har skett.

ARTIKEL 2
INFORMATIONSSAKERHETSKLASSER

(1) Parterna overenskommer om att foljande informationssidkerhetsklas-
ser ar likvédrdiga och motsvarar de informationssikerhetsklasser som anges i
parternas respektive nationella lagar och foreskrifter:
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for Konungariket for Konungariket Motsvarande niva for Republiken
Sverige: Sverige: pa engelska Bulgarien
Forsvarsmyndigheter andra myndigheter
HEMLIG/TOP SECRET HEMLIG TOP SECRET CTPOI'O CEKPETHO
AV SYNNERLIG
BETYDELSE FOR

RIKETS SAKERHET

HEMLIG/SECRET HEMLIG SECRET CEKPETHO

HEMLIG/CONFIDENTIAL - CONFIDENTIAL ITOBEPUTEJIHO

HEMLIG/RESTRICTED - RESTRICTED 3A CJIY2KEBHO
ITOJIBBAHE

(2) Information fran Konungariket Sverige som endast bar beteckningen
“HEMLIG” skall behandlas som “CEKPETHO” i Republiken Bulgarien om
annat inte har begirts av uppréttande part.

(3) Hemliga uppgifter fran Republiken Bulgarien med beteckningen
for informationssikerhetsklass “3A CJIYXXEBHO TIIOJI3BAHE” eller
“ITOBEPUTEJIHO”, skall ges skydd pa nivin “HEMLIG” av andra svenska
myndigheter dn forsvarsmyndigheter om annat inte begérts av uppréttande
part.

(4) Upprittande part skall utan drojsmél meddela mottagande part om
dndringar betrdffande informationssikerhetsklass pa de hemliga uppgifter
som delgivits.

ARTIKEL 3
BEHORIGA SAKERHETSMYNDIGHETER OCH SAKERHETSSAM-
ARBETE

(1) Parternas nationella sikerhetsmyndigheter &r:

for Konungariket Sverige:

— Den militéra sékerhetstjansten
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for Republiken Bulgarien:

— Den statliga kommissionen for informationssékerhet

(2) Parternas nationella sikerhetsmyndigheter skall forse varandra med
kontaktuppgifter till behoriga sdkerhetsmyndigheter.

(3) De behoriga sidkerhetsmyndigheterna skall informera varandra om nu
géllande nationella lagar och foreskrifter for reglering av skydd av hemliga
uppgifter.

(4) Pa anmodan skall behoriga sdkerhetsmyndigheter, inom ramen for
nationella lagar och foreskrifter bista varandra med att genomfora sékerhets-
klareringar.

(5) T syfte att sdkerstdlla ett ndra samarbete i implementeringen av detta
avtal kan behoriga sidkerhetsmyndigheter samrada pa forfragan fran nagon
av parterna.

(6) Parternas sédkerhetstjanster (inklusive de nationella underréttelsetjéns-
terna) far utbyta operativ information och underrittelseinformation direkt
med varandra i enlighet med nationella lagar och foreskrifter.

ARTIKEL 4
NATIONELLA ATGARDER

(1) T enlighet med nationella lagar och foreskrifter skall parterna vidta
alla ndodvandiga atgarder till skydd for de hemliga uppgifter som uppréttats
gemensam eller utbyts, direkt eller indirekt, genom detta avtal. Det skall
sakerstillas att dessa hemliga uppgifter ges likvérdigt skydd med nationella
hemliga uppgifter i motsvarande informationssdkerhetsklass.

(2) Mottagande part skall vidta alla rattsliga atgérder for att férhindra att
hemliga uppgifter som har delgivits, rojs eller anvénds for andra andamal dn
vad som har angivits av upprittande part.

(3) I enlighet med dess nationella lagar och foreskrifter, fir mottagande
part delge hemliga uppgifter till tredje part endast under forutsittning att ut-
tryckligt skriftligt godkédnnande fran uppréttande part har lamnats.

(4) Behorighet att ta del av hemliga uppgifter skall endast ges till personer
som har erhallit vederborlig sdkerhetsklarering, har fatt information om sé-
kerhetsskydd av hemliga uppgifter och i enlighet med behovsprincipen.

(5) Parterna skall 6msesidigt erkdnna respektive parts intyg om sékerhets-
klarering och informera varandra om efterfoljande dndringar sker i dessa.

(6) Upprittande part skall:

a) sdkerstilla att delgivna hemliga uppgifter 4r mérkta med rétt nationell
beteckning for informationssdkerhetsklass i enlighet med artikel 2,

b) informera mottagande part om villkor for delgivning eller begransningar
i anvindningen av de hemliga uppgifterna, nér det &r tillimpligt,

¢) informera mottagande part om efterfoljande dndringar av informations-
sakerhetsklassningen av delgivna hemliga uppgifter.

(7) Mottagande part skall:

a) asitta hemliga uppgifter den informationssikerhetsklass som motsvarar
den som upprittande part angivit,

b) sdkerstilla att klassningen inte dndras, utom i de fall skriftligt tillstand
har lamnats av upprittande part.

(8) Parterna skall i god tid informera varandra om dndringar i de nationella
lagar och foreskrifter som péaverkar skyddet av hemliga uppgifter. I sddana
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fall skall parterna informera varandra i enlighet med stycke 3 i artikel 3, i
syfte att diskutera mojliga dndringar av avtalet. Under tiden skall de hemliga
uppgifterna skyddas i enlighet med avtalets foreskrifter, om annat inte skrift-
ligen har 6verenskommits.

ARTIKEL 5
FORMEDLING AV HEMLIGA UPPGIFTER

(1) Hemliga uppgifter skall férmedlas via diplomatkurir eller militdr kurir
eller pa annat sétt som uppfyller de krav som stills genom parternas natio-
nella lagar och foreskrifter. Mottagande part skall skriftligen bekrifta mot-
tagande av hemliga uppgifter.

(2) Hemliga uppgifter far formedlas via skyddade telekommunikations-
system, nitverk eller med andra elektromagnetiska dverforingsmetoder som
godkénts av behdriga sikerhetsmyndigheter och dir vederborligt intyg om
godkidnnande i enlighet med endera partens nationella lagar och foreskrifter
finns.

(3) Andra godkénda sitt for formedling av hemliga uppgifter far endast
anvindas efter dverenskommelse mellan behoriga sdkerhetsmyndigheter.

ARTIKEL 6
OVERSATTNING, KOPIERING OCH FORSTORING

(1) Hemliga uppgifter med informationssikerhetsklass “CTPOI'O
CEKPETHO” / “HEMLIG/TOP SECRET” / “HEMLIG av synnerlig bety-
delse for rikets sdkerhet” far endast dversittas eller aterges efter skriftligt
medgivande fran upprittande parts behoriga sdkerhetsmyndighet.

(2) Oversittningar av hemliga uppgifter skall mirkas med motsvarande
informationssidkerhetsklass som originalet.

(3) Nar hemliga uppgifter kopieras skall beteckning for informationssa-
kerhetsklass ocksa kopieras eller aterges pa varje kopia. Antalet kopior skall
begrinsas till vad som dr nddvéndigt for tjinsteutovning.

(4) Upprittande part kan uttryckligen forbjuda kopiering, forédndring eller
forstoring av hemliga uppgifter genom att méirka forsandelsen med hemliga
uppgifter eller genom efterfoljande skriftligt meddelande. Om forstoring av
hemliga uppgifter dr forbjuden, skall dessa ges skydd i enlighet med den in-
formationssédkerhetsklass de tillhor eller atersandas till upprittande part.

(5) I nodfall, dér det ar omojligt att skydda eller att atersdnda hemliga upp-
gifter som har framstillts eller formedlats under detta avtal, skall de hemliga
uppgifterna omedelbart forstoras. Mottagande part skall meddela upprittande
parts behoriga sdkerhetsmyndighet om forstéringen sa snart som maojligt.

ARTIKEL 7
SAKERHETSSKYDDSAVTAL

(1) Sékerhetsskyddsavtal skall slutas och genomforas i enlighet med varje
parts nationella lagar och foreskrifter. Pa forfragan fran behdrig sékerhets-
myndighet skall parterna tillhandahélla uppgifter om huruvida en foreslagen
kontraktspart har intyg om sidkerhetsklarering for angiven informations-
sakerhetsklass. Om den foreslagna kontraktsparten saknar intyg om séker-
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hetsklarering kan endera parternas behdriga sdkerhetsmyndigheter begéra att
kontraktsparten sdkerhetsklareras.

(2) Sakerhetsskyddsavtal skall innehélla riktlinjer for géllande sdkerhets-
krav och informationssidkerhetsklassning av varje del av det hemliga kon-
traktet. Upprattande part skall i riktlinjerna ange vilka hemliga uppgifter som
kommer att delges till, eller framstillas av, mottagande part.

(3) Kontrakt slutna med kontraktsparter som ror hemliga uppgifter pa
nivan “3A CJIYKEBHO TIOJI3BAHE” / “HEMLIG/RESTRICTED” skall
innehalla en for syftet relevant bestimmelse som anger en minsta niva for
atgirder att tillimpas for skydd av hemliga uppgifter av detta slag. Sékerhets-
klarering krédvs inte for siddana kontrakt.

ARTIKEL 8
BESOK

(1) Besokare kan endast ges forhandstillstdnd fran berdrd behorig saker-
hetsmyndighet i virdlandet om de dr behdriga att ta del av hemliga uppgifter
i enlighet med egna nationella lagar och foreskrifter och om de har behov av
att ta del av hemliga uppgifter eller behorighet till anldggningar dar hemliga
uppgifter upprittas, hanteras eller lagras.

(2) Forfaranden for besok skall 6verenskommas mellan parternas berérda
behoriga sdkerhetsmyndigheter.

(3) Forfragan om besdk skall innehalla foljande information:

a) besdkarens namn, fodelsedatum och -plats, pass- eller ID-kortsnum-
mer,

b) besokarens nationalitet,

¢) besokarens befattning eller titel och namn pa den organisation som han
eller hon foretrader,

d) sikerhetsklarering for besdkaren pa rétt niva,

e) syfte och planerad(e) tidpunkt(er) for besok,

f) namn pa de organisationer och anldggningar som besoksforfragan gil-
ler.

(4) Parternas behoriga sdkerhetsmyndigheter far 6verenskomma om att
listor uppréttas Gver behoriga personer for aterkommande besdk. Dessa listor
kan goras giltiga for en inledande period pé tolv ménader. Nar dessa listor
har godkénts av parternas behdriga sdkerhetsmyndigheter, skall villkoren
for de enskilda besoken beslutas direkt mellan de organisationer som skall
besdkas av dessa personer, i enlighet med de villkor och forutséttningar som
overenskommits.

ARTIKEL 9
SAKERHETSOVERTRADELSER

(1) T hindelse av sdkerhetsdvertrddelse skall mottagande parts nationella
sakerhetsmyndighet informera uppréttande parts nationella sdakerhetsmyndig-
het snarast mojligt och inleda vederbdrlig utredning. Den andra parten skall,
om sa krivs, samarbeta i utredningen.

(2) Uppréttande part skall alltid informeras om utredningsresultatet och
skall tillsindas den slutliga rapporten om skélen bakom och omfattningen av
den skada som fororsakats samt om vilka atgarder som har vidtagits.
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ARTIKEL 10
KOSTNADER

Varje part skall bira sina kostnader for genomforandet av sina ataganden
pa grund av detta avtal.

ARTIKEL 11
SLUTBESTAMMELSER

(1) Detta avtal 16per pa obestamd tid och trader i kraft pa forsta dagen efter
mottagande av det sista meddelandet ddr parterna informerar varandra om att
nodvandiga nationella atgirder for ikrafttridande vidtagits.

(2) Detta avtal far dndras efter skriftligt medgivande fran bada parterna.
Sadana dndringar skall trdda i kraft i enlighet med forsta stycket i denna
artikel.

(3) Varje part kan hdva detta avtal genom skriftligt meddelande till den
andra parten. Havandet trader i kraft sex ménader efter mottagande av sddant
meddelande. Om avtalet hdvs skall alla hemliga uppgifter som formedlats i
enlighet med detta avtal skyddas i enlighet med vad som hér foreskrivs, till
dess upprittande part befriar mottagande part fran detta atagande.

(4) Tvist om tolkning eller tillimpning av detta avtal skall 16sas i vinskap-
ligt samforstand mellan parterna utan inblandning av annan jurisdiktion.

Undertecknat i Stockholm den 9 oktober 2007 i tva original, vardera pa spra-
ken svenska, bulgariska och engelska, dér varje text dger lika giltighet. Vid
tolkningsskillnader skall den engelska texten dga foretrade.

A Konungariket Sveriges regerings viignar
Sten Tolgfors

A Republiken Bulgariens regerings vignar
Tsveta Markova
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Agreement between the Government of the Kingdom of Sweden
and the Government of the Republic of Bulgaria on mutual pro-
tection and exchange of Classified Information

The Government of the Kingdom of Sweden and the Government of the
Republic of Bulgaria, hereinafter referred to as the “Parties”,

Realising that good co-operation may require exchange of Classified Infor-
mation between the Parties,

Desiring to create a set of rules regulating the mutual protection of Clas-
sified Information applicable to any future co-operation agreements and clas-
sified contracts, which will be implemented between the Parties, containing
or involving Classified Information,

Have agreed as follows:

ARTICLE 1
DEFINITIONS

For the purpose of this Agreement:

(1) “Classified Information” means information of whatever form,
nature or method of transmission either manufactured or in the process of
manufacture to which a security classification level has been attributed and
which, in the interests of national security and in accordance with the national
laws and regulations, require protection.

(2) “Security classification level” means the categories, according to the
national laws and regulations, which characterise the importance of Clas-
sified Information, the level of restriction of access to it and the level of its
protection by the Parties and also the categories on the basis of which infor-
mation is marked.

(3) “Security Clearance” means a positive determination stemming
from a vetting procedure that shall ascertain loyalty and trustworthiness of
an individual or legal entity as well as other security aspects in accordance
with national laws and regulations. Such determination enables to grant the
individual or the legal entity access to Classified Information and allow them
to handle Classified Information on a certain level

(4) “Originating Party” means the Party, including any public or private
entities under its jurisdiction, which releases Classified Information to the
other Party.

(5) “Receiving Party” means the Party, including any public or private
entities under its jurisdiction, which receives Classified Information from the
Originating Party.

(6) “Competent Security Authority” means the National Security
Authority, which in compliance with the national laws and regulations of the
respective Party performs the State policy for the protection of Classified
Information and exercises overall control in this sphere, as well as other com-
petent authorities with responsibilities concerning the implementation of this
Agreement. Such authorities are listed in Article 3 of this Agreement.

(7) “Contractor” means an individual or a legal entity possessing the legal
capacity to conclude contracts.

(8) “Classified Contract” means a contract between two or more Contrac-
tors, which contains or provides for access to Classified Information.
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(9) “Need to know principle” means the necessity to have access to Clas-
sified Information in connection with official duties and/or for the perfor-
mance of a concrete official task.

(10) “Third Party” means a state or an international organisation, which
is not a Party to this Agreement.

(11) “Breach of security” means an act or an omission contrary to the
national laws and regulations, which results or may result in an unauthorised
disclosure, misuse, damage, destruction or loss of Classified Information, or
suspicion thereof.

ARTICLE 2
SECURITY CLASSIFICATION LEVELS

(1) The Parties agree that the following Security classification levels are
equivalent and correspond to the Security classification levels specified in the
national laws and regulations of the respective Party:
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For the Kingdom of For the Kingdom of Equivalent in For the Republic of
Sweden Sweden English Bulgaria
Defense Authorities Other Authorities
HEMLIG/TOP SECRET HEMLIG TOP SECRET CTPOI'O CEKPETHO
AV SYNNERLIG
BETYDELSE FOR

RIKETS SAKERHET

HEMLIG/SECRET HEMLIG SECRET CEKPETHO

HEMLIG/CONFIDENTIAL - CONFIDENTIAL ITOBEPUTEJIHO

HEMLIG/RESTRICTED - RESTRICTED 3A CIIYKEBHO
ITOJIBBAHE

(2) Information from the Kingdom of Sweden bearing the sole marking of
“HEMLIG” shall be treated as “CEKPETHO” in the Republic of Bulgaria
unless otherwise requested by the Originating Party.

(3) Classified Information of the Republic of Bulgaria, marked with
the Security classification level “3A CJIVKEBHO IIOJI3BAHE” or
“ITOBEPUTEJIHO”, shall be protected by other authorities than the defence
authorities of the Kingdom of Sweden as “HEMLIG” unless otherwise re-
quested by the Originating Party.

(4) The Originating Party shall without delay notify the Receiving Party
of any changes to the Security classification level of released Classified In-
formation.

ARTICLE 3

COMPETENT SECURITY AUTHORITIES AND SECURITY
CO-OPERATION

(1) The National Security Authorities of the Parties are:
For the Kingdom of Sweden:
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— Military Security Service

For the Republic of Bulgaria:

— State Commission on Information Security.

(2) The National Security Authorities of the Parties shall provide each oth-
er with information and contact data of the Competent Security Authorities.

(3) The Competent Security Authorities shall inform each other of the
national laws and regulations in force regulating the protection of Classified
Information.

(4) On request, the Competent Security Authorities shall, within the limits
set up by their national laws and regulations, assist each other in carrying out
Security Clearance procedures.

(5) In order to ensure close co-operation in the implementation of this
Agreement, the Competent Security Authorities may hold consultations at the
request made by one of them.

(6) The Security Services (including National Intelligence Services) of the
Parties may exchange operative and intelligence information directly with
each other in accordance with national laws and regulations.

ARTICLE 4
NATIONAL MEASURES

(1) In compliance with their national laws and regulations, the Parties shall
implement all appropriate measures for protection of Classified Information,
which is commonly generated or exchanged either directly or indirectly under
this Agreement. The same level of protection shall be ensured for such Clas-
sified Information as it is provided for the national Classified Information,
with the corresponding Security classification level.

(2) The Receiving Party shall take all lawful steps to prevent the disclosure
or use of Classified Information released, except for the purposes and within
limitations stated by the Originating Party.

(3) Subject to its national laws and regulations, the Receiving Party may
release Classified Information requested by a Third Party only with an expli-
cit written approval of the Originating Party.

(4) Access to Classified Information shall be granted only to those indi-
viduals who have been issued an appropriate Security Clearance, briefed on
Classified Information protection and in accordance with the “Need to know
principle”.

(5) The Parties shall mutually recognise their respective certificates of
Security Clearances and inform each other about any subsequent changes in
them.

(6) The Originating Party shall:

a) ensure that released Classified Information is marked with an appro-
priate national security classification marking according to Article 2;

b) inform the Receiving Party of any conditions of release or limitations on
the use of the Classified Information, as applicable;

¢) inform the Receiving Party of any subsequent changes in the Security
classification level of released Classified Information.

(7) The Receiving Party shall:

a) grant Classified Information a Security classification level equivalent to
that provided by the Originating Party;
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b) ensure that security classifications are not altered, except if authorised in
writing by the Originating Party.

(8) The Parties shall in due time inform each other about any changes in
the national laws and regulations affecting the protection of Classified In-
formation. In such cases, the Parties shall inform each other in compliance
with Paragraph 3 of Article 3 in order to discuss possible amendments to this
Agreement. Meanwhile, the Classified Information shall be protected accor-
ding to the provisions of the Agreement, unless otherwise agreed in writing.

ARTICLE 5
TRANSFER OF CLASSIFIED INFORMATION

(1) Classified Information shall be transferred by means of diplomatic or
military couriers or by other means satisfying the requirements of the natio-
nal laws and regulations of the Parties. The Receiving Party shall confirm in
writing the receipt of Classified Information.

(2) Classified Information may be transmitted via protected telecommu-
nication systems, networks or other electromagnetic means approved by the
Competent Security Authorities and holding a duly issued certificate pursuant
to the national laws and regulations of either Party.

(3) Other approved means of transfer of Classified Information may only
be used if agreed upon between the Competent Security Authorities.

ARTICLE 6
TRANSLATION, REPRODUCTION AND DESTRUCTION

(1) Classified Information with a Security classification level “HEMLIG/
TOP SECRET” / "JHEMLIG av synnerlig betydelse for rikets sdkerhet” /
“CTPOI'O CEKPETHO” shall be translated or reproduced only by written
permission of the relevant Competent Security Authority of the Originating
Party.

(2) All translations of Classified Information shall bear a security classifi-
cation marking equal to the original.

(3) When Classified Information is reproduced, all original security
markings thereon shall also be reproduced or marked on each copy. The num-
ber of copies shall be limited to that required for official purposes.

(4) The Originating Party may expressly prohibit reproduction, alteration
or destruction of Classified Information by marking the relevant carrier of
Classified Information or sending subsequent written notice. If destruction of
the Classified Information is prohibited, it shall be protected according to its
Security classification level or returned to the Originating Party.

(5) In case of crisis situation, which makes it impossible to protect or
return Classified Information generated or transferred according to this
Agreement the Classified Information shall be destroyed immediately. The
Receiving Party shall notify the relevant Competent Security Authority of the
Originating Party about the destruction of the Classified Information as soon
as possible.

SO 2008: 2
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ARTICLE 7
CLASSIFIED CONTRACTS

(1) Classified Contracts shall be concluded and implemented in accor-
dance with national laws and regulations of each Party. Upon request the
relevant Competent Security Authority of each Party shall provide informa-
tion whether a proposed contractor has been issued a Security Clearance,
corresponding to the required Security classification level. If the proposed
Contractor does not hold a Security Clearance the relevant Competent Se-
curity Authority of each Party may request for that Contractor to be security
cleared.

(2) A Classified Contract shall contain guidelines on the security require-
ments and on the Security classification level of any element of the Classified
Contract. In these guidelines the Originating Party shall specify which Clas-
sified Information will be released to or generated by the Receiving Party.

(3) Contracts placed with Contractors involving Classified Information
at “HEMLIG/RESTRICTED” / “3A CJIYXXEBHO I1OJI3BBAHE” level will
contain an appropriate clause identifying the minimum measures to be app-
lied for the protection of such Classified Information. Security Clearance for
such contracts is not necessary.

ARTICLE 8
VISITS

(1) Visitors shall receive prior authorisation from the relevant Competent
Security Authority of the host state only if they are authorised to access Clas-
sified Information in accordance with their national laws and regulations and
if they need access to Classified Information or to premises where Classified
Information is originated, handled or stored.

(2) Visiting procedures shall be agreed between the relevant Competent
Security Authorities of the Parties.

(3) The request for visit shall contain the following information:

a) name of the visitor, date and place of birth, passport (ID card) number;

b) citizenship of the visitor;

¢) position or title of the visitor and name of the organisation he/she repre-
sents;

d) Security Clearance of the visitor of appropriate classification level;

e) purpose and planned date(s) of the visit(s);

f) names of organisations and facilities requested to be visited.

(4) The Competent Security Authorities of the Parties may agree to es-
tablish lists of authorised persons to make recurring visits. Those lists may
be valid for an initial period of twelve months. Once those lists have been
approved by the Competent Security Authorities of the Parties, the terms of
the specific visits shall be directly arranged with the appropriate authorities
of the organisations to be visited by those persons, in accordance with the
terms and conditions agreed upon.
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ARTICLE 9
BREACH OF SECURITY

(1) In case of a Breach of security, the National Security Authority of the
Receiving Party shall inform the National Security Authority of the Origina-
ting Party as soon as possible and shall initiate the appropriate investigation.
The other Party shall, if required, co-operate in the investigation.

(2) In any case, the Originating Party shall be informed of the results of
the investigation and shall receive the final report on the reasons and extent
of damage caused as well as the measures adopted.

ARTICLE 10
EXPENSES

Each Party shall bear the expenses incurred in the course of implementing
its obligations under this Agreement.

ARTICLE 11
FINAL PROVISIONS

(1) This Agreement is concluded for an indefinite period of time and enters
into force on the first day following the receipt of the last notice whereby the
Parties inform each other of the fulfilment of all internal legal procedures
necessary for its entry into force.

(2) This Agreement may be amended on the basis of mutual written con-
sent by both Parties. Such amendments shall enter into force in accordance
with Paragraph 1 of this Article.

(3) Each Party may terminate this Agreement by written notice forwarded
to the other Party. The termination shall enter into force six months after the
date of receipt of the notification. Notwithstanding the termination of this
Agreement, all Classified Information transferred pursuant to this Agreement
shall continue to be protected in accordance with the provisions set forth
herein, until the Originating Party dispenses the Receiving Party from this
obligation.

(4) Any dispute regarding the interpretation or application of this Agre-
ement shall be resolved amicably by consultation between the Parties without
recourse to outside jurisdiction.

Done at Stockholm on 9" October 2007 in two original copies, each in the
Swedish, Bulgarian and English languages, all texts being equally authentic.
In case of any divergence of interpretation, the English language text shall
prevail.

For the Government of the Kingdom of Sweden
Sten Tolgfors

For the Government of the Republic of Bulgaria
Tsveta Markova

SO 2008: 2

Edita Stockholm 2008
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