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General Security Agreement between
the Ministry of Defence of the Kingdom
of Sweden and the Ministry of Defence
of the Czech Republic concerning Clas-
sified Military Information

The Ministry of Defence of the Kingdom of
Sweden and the Ministry of Defence of the
Czech Republic, hereafter referred to as the
Parties, have agreed as follows.

Chapter I

Introduction
Article 1

1) This General Security Agreement (here-
inafter referred to as the Agreement) regulates
the provisions concerning security classifica-
tion and the exchange and handling of Classi-
fied Military Information.

2) This Agreement is not intended to conflict
with national law. In case of such conflict na-
tional law will prevail.

Chapter 11
Definitions
Atrticle 2

1) Classified Military Information means
any classified item, an oral or visual communi-
cation of classified contents, a document, or
electronic transmission of a classified message
or classified material. Material includes any
item of machinery of equipment or weapons
either manufactured or in the process of manu-
facture. Classified Military Information is such
information of which the unauthorised disclo-
sure could damage the interests of the Czech
Republic or the Kingdom of Sweden, or in-
terests which the Czech Republic or the King-
dom of Sweden has undertaken to protect, or
which could be detrimental to these interests.

2) Classified Document means any docu-
ment or recording medium containing Classifi-
ed Military Information. It is particularly any

Oversiittning

Avtal mellan Konungariket Sveriges
forsvarsdepartement och Tjeckiska Re-
publikens forsvarsministerium om
sekretessbelagd militir information

Konungariket Sveriges forsvarsdepartement
och Tjeckiska republikens forsvarsministeri-
um, nedan kallade parterna, har kommit ver-
ens om foljande.

Kapitel I

Inledning
Artikel 1

1. Detta allminna sikerhetsskyddsavtal (ne-
dan kallat avtalet), reglerar bestimmelserna om
sekretessbeteckning samt utvixling och hand-
havande av sekretessbelagd militdr informa-
tion.

2. Detta avtal dr inte avsett att strida mot na-
tionell lag. Om en sddan motsittning uppstar,
skall nationell lag ha foretréde.

Kapitel 11
Definitioner
Artikel 2

1. Sekretessbelagd militdr information:
sekretessbelagt foremal, muntlig eller visuell
formedling av sekretessbelagt innehdll, hand-
ling eller elektronisk overforing av ett sekre-
tessbelagt meddelande eller av sekretessbelagt
material. Termen material omfattar maskiner,
utrustning eller vapen, vare sig de ir tillverka-
de eller dr under tillverkning. Sekretessbelagd
militdr information 4r sddan information vars
otillatna rojande kan skada Tjeckiska republi-
kens eller Konungariket Sveriges intressen el-
ler sddana intressen som endera parten har ata-
git sig att skydda eller som kan vara till skada
for dessa intressen.

2. Sekretessbelagd handling: handling eller
upptagningsmedium som innehéller sekretess-
belagd militdr information. Sérskilt avses skri-



letter, note, minutes, report, memorandum, sig-
nal/message, sketch, photograph, film, slide,
map, chart, plan, notebook, stencil, carbon,
typwriter ribbon etc. or other form of recorded
information (e.g. tape recording, video, magne-
tic recording, tape, floppy disk, compact disk,
hard disk etc.).

3) Security Classification determines the im-
portance and significance of the Classified Mi-
litary Information. Security Classification
markings express the extent of damage which
would cause the loss or compromise of the
Classified Military Information to any of the
Parties.

4) Loss or Compromise means any suspected
or verified unauthorised disclosure of Classi-
fied Military Information that could result in
breaches of security and/or causing damage to
one or both of the Parties.

5) Security Clearance is the notification is-
sued on the basis of security screening that the
designated person is authorised to handle Clas-
sified Military Information according to each
Party’s national laws and regulations.

6) Facility Clearance is the notification is-
sued on the basis of security screening, that the
board, involved personnel and security organi-
sation of a company, firm or entity is authoris-
ed to handle Classified Military Information in
accordance with each Party’s national laws and
regulations.

Chapter III

Competent security authorities
Article 3

The competent security authorities which,
under the government of the Kingdom of
Sweden (hereafter referred to as Sweden) and
the Ministry of Defence of the Czech Republic
(hereafter referred to as the Czech Republic),
are responsible for the application of this
Agreement are the following.

For Sweden

The National Security Authority in Sweden
responsible for Defence Security issues in ge-
neral is:

SO 2000: 76

velse, anteckning, protokoll, rapport, prome-
moria, signal/meddelande, teckning, fotografi,
film, diapositiv, karta, grafisk framstéllning,
plan, anteckningsbok, stencil, karbonpapper,
skrivmaskinsband med mera, eller annan form
av bevarad information (exempelvis bandin-
spelning, video, magnetisk upptagning, ljud-
band, mjuk diskett, CD-skiva och harddisk).

3. Sekretessbeteckningen bestimmer vikten
och betydelsen av sekretessbelagd militédr in-
formation. Sekretessbeteckningen anger om-
fattningen av den skada som skulle véllas en-
dera parten vid forlust av eller fara for den
sekretessbelagda militéra informationen.

4. Forlust eller fara: misstinkt eller konsta-
terat otillatet rojande av sekretessbelagd militir
information som kan leda till brott mot siker-
heten och/eller vélla den ena parten eller bada
parter skada.

5. Sdkerhetsklarering: intyg utfirdat pa
grundval av en sikerhetskontroll om att den an-
givna personen dr behorig att handha sekretess-
belagd militér information i enlighet med var-
dera partens nationella lagar och foreskrifter.

6. Sdkerhetsklarering for anldiggningar: in-
tyg utfdrdat pd grundval av en sikerhetskon-
troll om att ett foretags eller en annan enhets
ledning, berérda personal och sikerhetsfunk-
tion dr behoriga att handha sekretessbelagd mi-
litdar information i enlighet med vardera partens
lagar och foreskrifter.

Kapitel II1

Behériga sékerhetsskyddsmyndigheter
Artikel 3

Nedan angivna sikerhetsskyddsmyndigheter
ir behoriga att for Konungariket Sveriges re-
gering (nedan kallad Sverige) och Tjeckiska re-
publikens forsvarsministerium (nedan kallat
Tjeckien) ansvara for tillimpningen av detta
avtal.

Fér Sverige

For Sverige ansvarar betrdffande allminna
sikerhetsskyddsfragor pa forsvarsomradet:
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Forsvarsmakten
(the Swedish Armed Forces)
Headquarters
Military Intelligence and Security (MUST)
S-107 86 Stockholm
Sweden
The Designated Security Authority in Swed-
en responsible for Defence Security issues as-
sociated with defence materiel is:
Forsvarets Materielverk
(The Swedish Defence Materiel Administra-
tion)
Legal Affairs and Security
S-115 88 Stockholm
Sweden

For the Czech Republic

The competent security authority responsi-
ble for Defence Security issues including de-
fence materiel security is:

Reditelstvi bezpecnosti informaci
(The Security Information Directorate)
Ministry of Defence

160 00 Praha

Czech Republic

Chapter IV

Security Classification
Article 4

For the purpose of this Agreement Classified
Military Information is information classified
as such by the Party providing the information.

Article 5

1) The security classifications used by Swed-
en regarding Classified Military Information
are KVALIFICERAT HEMLIG and HEMLIG.

2) The security classifications used by the
Czech Republic regarding Classified Military
Information are PRISNE TAJNE, TAINE, DU-
VERNE and VYHRAZENE.

3) The equivalence of the security classifica-
tions in the two countries are:

In the Czech
Republic

KVALIFICERAT HEMLIG PRISNE TAJNE
HEMLIG TAINE

In Sweden

Forsvarsmakten

(The Swedish Armed Forces)
Hogkvarteret (MUST)
SE-107 86 Stockholm
Sverige;

och betriffande sidkerhetsskyddsfrigor ro-
rande forsvarsmateriel:

Forsvarets materielverk

(The Swedish Defense Materiel Administra-
tion)

Enheten for juridik och sédkerhetsskydd
SE-115 88 Stockholm

Sverige.

For Tjeckien

For Tjeckien ansvarar betrdffande siker-
hetsskyddsfrigor omfattande dven forsvarsma-
teriel:
Reditelstvi bezpecnosti informaci
(The Security Information Directorate)
Forsvarsministeriet
160 00 Prag
Tjeckien.

Kapitel IV

Sekretessbeteckningar
Artikel 4

For de syften som avses i detta avtal dr
sekretessbelagd militdr information sddan in-
formation som &r betecknad sdsom sddan av
den part som ldmnar informationen.

Artikel 5

1. Sekretessbeteckningar tillimpade av Sve-
rige for sekretessbelagd militdr information dr
KVALIFICERAT HEMLIG och HEMLIG.

2. Sekretessbeteckningar tillimpade av
Tjeckien for sekretessbelagd militdr informa-
tion ir PRISNE TAJNE, TAJNE, DUVERNE
och VYHRAZENE.

3. De sekretessbeteckningar i de bada ldn-
derna som motsvarar varandra &r foljande:

Sverige Tjeckien

KVALIFICERAT HEMLIG PRISNE TAJNE
HEMLIG TAJNE



4) The receiving Party will mark the other
Party’s Classified Military Information with its
own security classification in accordance with
paragraph 3 of this Article. Classified Military
Information from the Czech Republic with
security classification DUVERNE or VYHRA-
ZENE will be marked as HEMLIG in Sweden.

Article 6

Each Party shall immediately inform the
other Party of any changes concerning the
security classification of Classified Military In-
formation which has previously been commu-
nicated to the other Party.

Chapter V

The Exchange and Handling of Classified
Military Information
Article 7

1) Access to Classified Military Information,
which has been received by one Party and
which originates from the other Party, shall be
limited to those persons who indispensable
need that information during performance of
their official duties (have a “need to know”),
and who have been security cleared by the ade-
quate authority of the receiving state in accor-
dance with their national standards for the par-
ticular level of Security Classification of the
Classified Military Information.

2) The Party receiving the Classified Milita-
ry Information shall have permission from the
other Party in order to pass it on to a third
country or to some other third Party, or per-
sons/individuals.

3) The receiving Party shall guarantee that
the Classified Military Information receives a
level of security protection in accordance with
national regulations, which is equivalent to that
given to it by the Party supplying the informa-
tion. The obligation to protect Classified Mili-
tary Information also applies to such Classified
Military Information which is produced or
multiplied by the receiving Party, if such infor-
mation originates from the other Party.

4) The receiving Party shall make sure that
every authority which handles the Classified
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4. Mottagarparten skall utmérka den andra
partens sekretessbelagda militdra information
med sina egna sekretessbeteckningar i enlighet
med punkt 3 i denna artikel. Sekretessbelagd
militdr information fran Tjeckien med sekre-
tessgraden DUVERNE eller VYHRAZENE
skall i Sverige betecknas HEMLIG.

Artikel 6

Vardera parten skall omedelbart informera
den andra parten om varje dndring avseende
sekretessbeteckningen for sekretessbelagd mi-
litdar information som tidigare har lamnats den-
na part.

Kapitel V

Utvixling och handhavande av sekretess-
belagd militdir information

Artikel 7

1. Ritt att ta del av sekretessbelagd militir
information som har mottagits av en part och
som hérror frdn den andra parten skall vara for-
behallen sddana personer som har behov av in-
formation for utovande av sina officiella
tjanstedligganden (personer som har behov av
informationen i tjansten) och som har siker-
hetsklarerats av den behoriga myndigheten i
mottagarstaten i enlighet med dess nationella
normer for ifrigavarande sekretessbelagda mi-
litdra informations sekretessgrad.

2. Part som mottar sekretessbelagd militédr
information skall ha den andra partens tillatelse
att overldimna denna till tredje land, annan tred-
je part eller personer.

3. Mottagarparten skall garantera att den
sekretessbelagda militdra informationen dsitts
sekretessbeteckning i enlighet med de nationel-
la bestimmelserna som motsvarar den sekre-
tessbeteckning som informationen &sitts av
den tillhandahéllande parten. Skyldigheten att
skydda sekretessbelagd militdr information
giller dven sddan sekretessbelagd militér infor-
mation som framstillts eller mangfaldigats av
mottagarparten om informationen i fraga hérror
frén den andra parten.

4. Mottagarparten skall trygga att varje myn-
dighet som handhar den sekretessbelagda mili-
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Military Information, in accordance with this
Agreement, keeps a register regarding the
Security Clearance of all persons who are
authorised to have access to the information.

5) The receiving Party shall periodically per-
form security checks of the premises to ensure
that the security is fulfilled.

Article 8

In general, Classified Military Information
shall be sent between the two countries through
official diplomatic channels. Other arrange-
ments may be established, such as e.g. hand
carriage or secure communication (encryption),
if mutually acceptable to both Parties.

Article 9

If either Party requests that an organisation
or person from the other Party shall be autho-
rised to receive Classified Military Information
from the first Party, the other Party shall submit
a written declaration that the aforesaid organi-
sation or person has the proper Security Clea-
rance and/or Facility Clearance and that both
the necessary material and personnel condi-
tions exist to ensure security protection of
Classified Military Information. Such a request
shall be submitted at least four weeks before
the aforesaid organisation/person is to receive
the Classified Military Information.

Article 10

Before the receiving Party conveys any
Classified Military Information, which has
been received from the other Party, to a
contractor or a prospective contractor, the re-
ceiving Party shall, in addition to what is stated
in Article 7:

— verify that such a contractor or a prospektive
contractor has sufficient security protection
for the Classified Military Information;

— verify that the premises where such Classi-
fied Military Information will be stored,
either temporarily of permanently, have suffi-
cient security protection;

— verify that all persons who shall be informed

tdara informationen i enlighet med detta avtal
for en forteckning over den sdkerhetsklarering
som alla personer har som dr behoriga att ta del
av informationen.

5. Mottagarparten skall regelbundet genom-
fora sikerhetskontroller av lokalerna for att si-
kerstilla att sikerhetsskyddet upprétthalls.

Artikel 8

Som huvudregel skall gilla att sekretessbe-
lagd militdr information skall formedlas mellan
de bada linderna pé officiell diplomatisk vig.
Andra arrangemang far inrittas, sdsom person-
ligt overlimnande eller sdkra kommunika-
tionsmedel (krypto), om de dr godtagbara for
bada parter.

Artikel 9

Om en part begir att en organisation eller en
person fran den andra parten skall vara behorig
att motta sekretessbelagd militdr information
frdn den forra parten, skall den dverldmna en
skriftlig forklaring om att nimnda organisation
eller person har genomgatt den nodvindiga si-
kerhetsklareringen och/eller sdkerhetsklarer-
ingen for anldggningar och att bade de nodvén-
diga materiella och de personella forutsitt-
ningarna foreligger for att trygga sikerhets-
skydd av sekretessbelagd militédr information.
En sddan framstillning skall goras senast fyra
veckor innan ndmnda organisation eller person
avses fé ta del av den sekretessbelagda militira
informationen.

Artikel 10

Innan mottagarparten ldmnar sekretessbe-
lagd militdr information mottagen frdn den
andra parten till en leverantor eller en presum-
tiv leverantor skall den, utéver vad som anges i
artikel 7,

— kontrollera att leverantoren eller den presum-
tiva leverantoren har tillrdckligt sékerhets-
skydd for den sekretessbelagda militdra in-
formationen;

—kontrollera att de lokaler dér ifrdgavarande
sekretessbelagda militdra information skall
forvaras, vare sig det dr tempordrt eller per-
manent, har tillrickligt sdkerhetsskydd;

— kontrollera att alla personer som skall ta del



of such Classified Military Information have
the relevant Security Clearance in accordan-
ce with Article 5 of this Agreement;

—ensure that all persons who have access to
such Classified Military Information have
both the training in, and required knowledge
of, the relevant national rules and regula-
tions; and

— ensure that access to such Classified Military
Information is restricted to persons who are
authorised and who have a “a need to know”
of the information.

Chapter VI

Breach of Security
Article 11

1) The Parties shall inform each other imme-
diately of all breaches, or suspected breaches,
of security in which information covered by
this Agreement may have been disclosed or
used in an incorrect way. When informing the
other Party of such a breach or suspected
breach, information on what measures have
been implemented to prevent a reoccurrence
shall also be given.

2) Any breach, or suspected breach, of secu-
rity under the preceding paragraph will be in-
vestigated in accordance with the national le-
gislation of the Party where the breach, or
suspected breach, of security has occurred. Any
resulting criminal charges shall be brought in
accordance with national legislation. The other
Party shall be informed of the outcome.

Chapter VII

Visits, Information to a Party and Cost
Article 12

Permission for the representatives of one
Party to visit the premises of the other Party
where Classified Military Information covered
by this Agreement is kept, shall be issued by
the Party responsible for the premises. Concer-
ning the conveyance of Classified Military In-
formation, see Article 7.
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av sddan sekretessbelagd militdr information
har genomgétt vederborlig sikerhetsklarering
i enlighet med artikel 5 i detta avtal,
—tillgodose att alla personer med tillgéng till
sddan sekretessbelagd militér information har
bade utbildning i och nédvindig kunskap om
hithorande nationella foreskrifter; samt

—tillse att tillgéng till sddan sekretessbelagd
militdr information &r forbehdllen sddana be-
horiga personer som har behov av den i tjidns-
ten.

Kapitel VI

Brott mot sdkerhetsskyddet
Artikel 11

1. Parterna skall omedelbart underritta va-
randra om varje brott eller misstanke om brott
mot sikerhetsskyddet dér information som om-
fattas av detta avtal har rojts eller anvénts pa
felaktigt sdtt. Nér den andra parten underrittas
om ett sddant brott eller misstanke om brott,
skall upplysning ocksd limnas om vilka &tgér-
der som vidtagits for att forhindra en upprep-
ning.

2. Varje brott eller misstanke om brott mot
sikerhetsskyddet enligt punkt 1 i denna artikel
skall utredas i enlighet med den nationella la-
gen i den part dér brottet eller det misstinkta
brottet mot sikerhetsskyddet har intriffat. Da-
rav foljande lagforing for brott skall ske i en-
lighet med nationell lag. Den andra parten skall
meddelas resultatet.

Kapitel VII

Besdk, information till en part samt kostnader
Artikel 12

Tillstand for foretrddare fran den ena parten
att besoka den andra partens lokaler dir sekre-
tessbelagd militdr information som ticks av
detta avtal forvaras skall utfardas av den part
som dr ansvarig for lokalerna. Vad giller dver-
foring av sekretessbelagd militdr information
hinvisas till artikel 7.
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Article 13

The request for permission to visit shall be
submitted at least four weeks before the visit
and consist of name, passport number, rank of
the visitors and the purpose of the visit. The re-
quest for permission for the Swedish Party’s re-
presentatives to visit shall be sent via the de-
fence attaché of the Czech Republic in Sweden
and for the Czech Party’s representatives via
the Swedish defence attaché in the Czech Re-
public.

Article 14

The application of this Agreement can be
strengthened by reciprocal visits by representa-
tives of the competent security authorities con-
cerned. The representatives of the competent
security authorities concerned shall, after con-
sultation, be allowed to visit each other to dis-
cuss general security matters.

Article 15

Each Party shall immediately inform the
other Party in writing of all changes in national
legislation, security regulations and organisa-
tional changes that may affect the protection of
Classified Military Information covered by this
Agreement. Should such changes occur, the
Parties shall consult each other and consider
the implications of these changes.

Article 16

The costs incurred by one Party in connec-
tion with the obligations set down in this
Agreement shall be borne by that same Party.

Chapter VIII

Application, amendment and termination
Article 17

1) This Agreement comes into force on the
date of the signing.

2) This Agreement shall remain in force for
an unlimited period of time. The Agreement
may be terminated by one Party via written
communication to the other Party. The Agree-
ment ceases to be valid six (6) months after the

Artikel 13

Begiran om besokstillstdnd skall dverlam-
nas senast fyra veckor fore besoket och inne-
hélla besokarens namn, passnummer, stidllning
och avsikten med besoket. Begiran om be-
sOkstillstdnd for foretrddare for den svenska
parten skall 6verlimnas via den tjeckiska for-
svarsattachén i Stockholm och for den tjeckis-
ka partens foretrddare via den svenska for-
svarsattachén i Tjeckien.

Artikel 14

Tillimpningen av detta avtal kan forstirkas
genom Omsesidiga besok av foretridare for de
berorda behoriga sikerhetskyddsmyndigheter-
na. Foretrddarna for dessa myndigheter skall
efter samrad ges tillstdnd att utbyta besok for
att overldgga om allmidnna frigor om siker-
hetsskydd.

Artikel 15

Parterna skall omedelbart skriftligen under-
ritta varandra om alla @ndringar i sin nationel-
la lagstiftning och sina foreskrifter om siker-
hetsskydd samt om sddana organisatoriska
forandringar som kan inverka pa skyddet av
sekretessbelagd militdr information som técks
av detta avtal. Om sddana fordandringar skulle
intréffa, skall parterna samrdda och Overviga
deras konsekvenser.

Artikel 16

De kostnader som en part dsamkats i sam-
band med dtagandena enligt detta avtal skall
biras av denna part.

Kapitel VIII
Tilldmpning, dndring och upphdrande
Artikel 17

1. Detta avtal trader i kraft dagen for under-
tecknandet.

2. Detta avtal skall gilla under obegrinsad
tid. Avtalet far sdgas upp av en part genom
skriftligt meddelande till den andra parten. Av-
talet upphor att gilla sex ménader efter det att
uppsdgningen har dverlimnats till den andra



notice concerning termination has been deli-
vered to the other Party.

3) The Parties may also at any time, by mu-
tual consent, agree to terminate the Agreement.

4) The termination of the Agreement does
not affect the commitments that have previous-
ly been agreed to.

Article 18

The provisions of this Agreement may be
amended or supplemented after mutual consent
in writing from the Parties.

Article 19

Any dispute regarding the interpretation or
application of this Agreement will be resolved
by consultation between the Parties and will
not be referred to any national or international
tribunal or third party for settlement.

Article 20

The implementation of this Agreement will
be jointly evaluated by the Parties every five
years.

Signed in Stockholm on 18 April 2000 in du-
plicate in the English language.

On behalf of the Kingdom of Sweden, as repre-
sented by the Ministry of Defence

Bjorn von Sydow

On behalf of the Ministry of Defence of the
Czech Republic

Vliadimir Vetchy

Norstedts Tryckeri AB, Stockholm 2002
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parten.

3. Parterna far dven ndr som helst, genom
omsesidigt samtycke, enas om att upphéva det-
ta avtal.

4. Detta avtals upphorande skall inte inverka
pa tidigare gjorda dtaganden.

Artikel 18

Bestdimmelserna i detta avtal far dndras eller
kompletteras genom skriftligt samtycke av ba-
da parter.

Artikel 19

Tvister om tolkningen eller tillimpningen av
detta avtal skall 16sas genom samrdd mellan
parterna och inte hinskjutas till nationell eller
internationell domstol eller tredje man for bi-
laggande.

Artikel 20

Tillampningen av detta avtal skall av parter-
na gemensamt utvérderas vart femte ar.

Undertecknat i Stockholm den 18 april 2000
i tvd exemplar pa engelska spriket.

For Konungariket Sverige foretritt av For-
svarsdepartementet

Bjéorn von Sydow

For Tjeckiska republikens forsvarsministerium

Vladimir Vetchy
























